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Definitions, Acronyms and Abbreviations 

Acronym Title 

AI Artificial Intelligence 

BDES Big Data, Ethics, and Society 

BDVA  Big Data Value Association 

BDVe Big Data Value ecosystem 

CJEU Court of Justice of the European Union 

DbD Directive 96/9/EC of the European Parliament and of the legal protection of 
databases OJ L 77. 27.3.1996, p/ 20-28 

DDBM Data-Driven Business Model 

DDI  Data Driven Innovation 

DPA Data Protection Authority 

DSM Digital Single Market 

EC European Commission 

EDPB European Data Protection Board 

EDVF European Big Data Value Forum 

EU European Union 

EC AI HLEG European Commission High Level Expert Group on Artificial Intelligence 

FFoD Free Flow of Data 

FTC Federal Trade Commission of the United States 

GDP Gross Domestic Product 

GDPR Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 
April 2016 on the protection of natural persons with regard to the processing of 
personal data and on the free movement of such data, and repealing Directive 
95/46/EC (General Data Protection Regulation) OJ L 119, 4.5.2016, p/1-88 

HPC High Performance Computing 

IDS Institute of Development Studies 

IOT Internet of Things 

ISP Internet Service Provider 

NCA National Competition Authority 

OECD Organization for Economic Cooperation and Development 

PPP Public Private Partnership 

PPTs Privacy Preserving Technologies 

PSD2 Directive (EU) 2015/2366 of the European Parliament and of the Council of 25 
November 2015 on payment services in the internal market, amending Directives 
2002/65/EC, 2009/110/EC and 2013/36/EU and Regulation (EU) No 1093/2010, 
and repealing 2007/64/ec OJ L 337, 23.12.2015, p.35-127 

PSI Directive Directive 2013/37/EU of the European Parliament and the Council of 26 June 2013 
amending Directive 2003/98/EC on the re-use of public sector information OJ L 
175, 27.6.2013, p1-8 

ROI Return on Investment 

RtDP Right to Data Portability (article 20 GDPR) 

SME Small Medium Enterprise 

SRIA Strategic Research and Investment Agenda 

WP Work Package 

Table 1: Definitions, Acronyms and Abbreviations 
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Executive Summary  

In this Deliverable we explore the complexity of data regulation and we aim to summarize 
insights and recommendations from various actors both within and outside of the BDV PPP. 
The contents are based on desk research and insights from the BDV PPP projects, collected 
via workshops, webinars, conference sessions and interviews. We aim to provide insights and 
reflections from both cPPP members and a wider big data community on framework 
conditions, in the context of this deliverable, specifically data regulation challenges in the EU. 
 

The focus of 2019 can be divided into two main themes we registered as relevant topics and 
debates: the first being developments around policy for data and AI, (policy4data in short) 
the second being using big data and data analytics technologies for policy (data4policy in 
short). Via various activities, we have contributed to these topics by engaging with the 
community. Both in online-and in offline settings, we have invited key actors to provide 
insights and/or engage in discussions surrounding these topics. Some of these debates have 
resulted directly in a collaborate output (such as the policy4data policy brief, see appendix 
D), where others have contributed to the creation and enforcement of networks around a 
certain topic (such as data4policy, see appendix C) or to transversal topics around policy 
challenges of big data and data for AI via high-level interviews, which we have transcribed 
into an online policy blog series (see appendix A). Concrete next steps for this task are to 
continue with the policy blog series and to contribute to the BDVe online webinars.  
 

In the recommendation section we have sought to highlight the main recommendations 
provided by the Policy4Data policy brief and the position paper regarding the regulation of 
data in an era of AI. The education of individuals and organisations and companies alike to 
change the culture shift on what data is or can be, represents an important step towards the 
incorporation of universal standards regarding regulation of data. To further enrich the 
abilities of European organizations to utilize this data, data markets and a data governance 
taxonomy are vital cogs towards the incorporation of universal standards. The question of 
how these regulatory challenges will affect the implementation of AI within Europe is the next 
logical question that will be addressed in this deliverable (section III). With AI requiring 
massive amounts of data to create sophisticated intelligence, how will this lack of data that is 
apparent within the European spectrum impact the progress of AI? One of the challenges is 
that AI regulation might -and needs to- rely heavily on data regulation, yet data regulation is 
highly complex. This is both a strategic problem for Europe and a practical problematic: 
people, institutions, governments and companies might increasingly need and want, data for 
AI and both will affect each other technically, socially, but also regulatory. Currently, there is 
an enormous disconnect between regulating AI (because it is mainly ethical frameworks) and 
concrete data regulation. In terms of the larger framework conditions, we connect such 
challenges to current developments in AI in Europe and finish by mirroring the strategic action 
plan and vison on AI framework conditions for Europe as developed in a combined effort by 
the euRobotics PPP and the BDV PPP.  



D2.4: Annual position paper and action plan 

 

           7 

 

 

Introduction 

This deliverable covers the work done by Task 2.1 in WP 2 of the BDVe project1. This 

deliverable reflects on the framework conditions and policy challenges regarding the Digital 

Single Market. The contents are based on desk research and insights from the BDV PPP 

projects, collected via workshops, webinars, conference sessions and interviews. We aim to 

provide insights and reflections from both cPPP members and a wider big data community on 

framework conditions, in this deliverable specifically on data regulation challenges in the EU. 

Where possible and relevant, we provide recommendations, based on other work done in 

this task (most notably position paper, but also interviews). As such, the views presented in 

policy special update (part II) are not solely ours, rather, they aim to represent the views of 

the cPPP and a wider big data community, consisting of data practitioners, academics and 

policymakers.  

Scope of the deliverable 

In this deliverable we report on the related BDVe activities of 2019. As described in the DoW, 

this deliverable represents the fourth and final Deliverable for Task T 2.1 of WorkPackage 2 

of the BDVe project. The last two deliverables have been planned to take the form of position 

papers. The first of these annual position papers has been transformed into a blog post for 

the BDVe, discussing the meaning and definition of data (2017). The second one, which looked 

into Privacy-Preserving Technologies for big data, has been transformed into a BDVA position 

paper (published in 2019). This deliverable represents activities that overlap and builds on the 

former two position papers as well as the high-level overview report, which was the first 

deliverable. We aim to highlight several activities that show how we engaged with the cPPP 

projects and with the wider Big Data community in Europe. Moreover, we report on the 

current landscape of data regulation, using interviews from high-level experts both within and 

outside of the BDV PPP, webinars and conference sessions and workshops we either attended 

or organized in this light, and desk research into both academic-and professional (grey) 

literature and social media. Finally, we briefly address Artificial Intelligence (AI) in relation to 

regulatory challenges and framework conditions, with an eye to current-and future 

developments of the Digital Single Market. 

 

 

 

 

                                                      

1 big-data-value.eu  
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Deliverable DoW Due date Impact 

D2.1 Report on high 
level consultation 

Month 6 Basis for  WP2 task 2.1 activities, basis for contribution to WP3 
Deliverable (on marketplaces) 

D2.2 Annual Position 
paper and action plans 

Month 12 Deliverable turned into a blog for BDVe plus resulted in multiple 
sessions (among other EBDVF, Big Data Summit) 

D2.3 Annual Position 
paper and action plans  

Month 24 Deliverable turned into BDVA community position paper 

D2.4 Annual Position 
paper and action plans 

Month 36 Basis for webinar on data policy landscape for SMEs, also forms 
basis for multiple blogs (to be developed after m36). 

Table 2: Deliverables overview 

 

In short, the focus of 2019 can be divided into two main themes we registered as relevant 

topics and debates: the first being developments around policy for data and AI, (policy4data 

in short) the second being using big data and data analytics technologies for policy 

(data4policy in short). Through various activities, we have contributed to these topics by 

engaging with the community. Both in online-and in offline settings we have invited key actors 

to provide insights and/or engage in discussions surrounding these topics. Some of these 

debates have resulted directly in a collaborate output (such as the policy4data policy brief, 

see appendix D), where others have contributed to the creation and enforcement of networks 

around a certain topic (such as data4policy, see appendix C) or to transversal topics around 

policy challenges of big data and data for AI via high-level interviews, which we have 

transcribed into an online policy blog series (see appendix A). Concrete next steps for this task 

are to continue with the policy blog series and to contribute to the BDVe online webinars. 

There is a request to create a follow-up of the position paper2 that we have co-created with 

the BDVA 

 

Document structure 

This deliverable provides an overview of the current regulatory challenges for big data in the 

EU. This deliverable should be regarded as a living document that reflects the current debates 

within the European big data ecosystem. The structure of the document is as follows: part I  

provides an overview of the activities for this reporting period; part II provides an overview 

of the current policy- and regulatory landscape and addresses the topics of data governance 

foundations, intellectual property and data economy, and ends with an overview of the 

bottlenecks and recommendations for policy and regulation. The final section (III) provides an 

outlook that addresses what policy for data means for the uptake of AI. 

                                                      
2 http://www.bdva.eu/sites/default/files/Data%20protection%20in%20the%20era%20of%20big%20data%20for%20artifici

al%20intelligence_BDVA_FINAL.pdf 
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PART I: REPORTING ON ACTIVITIES 2019   

Methods of Engagement 

Methodologically, within each ‘track’ or axis of Lessig’s regulatory quadrant (see section 
below and/or Deliverable 2.1), and future tasks which investigate the development of 
framework conditions, there are several layers of activities that are connected, yet different. 
In this task, we have engaged with the big data ecosystem on different levels: from reporting 
to the community about novel regulatory developments around data, to gathering from that 
same community recommendations towards policy to improve data-driven opportunities in 
Europe. In short, our activities can be divided (if in broad strokes) among the following 
activities: 

 

1) Gathering data from reliable sources on the each of the axes of regulation in the 
community. This we have done via among others desk research in academic literature, legal 
literature and court decisions, grey literature (position papers etc.) and webinars; 

2) Learning from the ecosystem directly. This we have done via conducting interviews, 
attending and/or organizing workshops and conference sessions and via personal blogs and 
/or opinion pieces; 

3) Summarizing and feeding back insights via papers, talks, blogs and panel discussions.  

 

We have aimed for high-visible events and high-level through leaders to gather content from 
and to provide feedback to, using both the BDVe and the BDVA network, as well as other 
venues and networks, most notably cybersecurity, privacy engineering, technology 
assessment, law and (public) policy and AI ethics networks. 

Reflecting on the methodology as we have set out in the beginning of the project (see 

Deliverable D2.1 Methodology), in this section we will report on a range of activities that 

contribute to coordination-and support of the BDV – cPPP over the concerned reporting 

period. To re-iterate, from 2.1, the following set of engagement activities were envisioned 

and promised:  

a. a series of blog posts for the BDV-PPP portal, either written by WP or in strategic co-

authorships with key voices of a particular subfield and   

b. a set of position papers that will provide a more in-depth analysis of a particular 

issues or challenge connected to ecosystems and value chains of data.  
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Blog posts 

In 2019, we have established a policy blog series on the BDVe website, entitled ‘big data 

challenges’. In this blog series, we try to capture the main debates and challenges concerning 

big data, also in relation to artificial intelligence. The blog series can be found here: 

https://www.big-data-value.eu/policy-blog-series/. At the time of writing, we have 7 blogs 

published, we have 1 ready for publication and a series of interviews has been planned for 

further blog content. Regarding the preparation of the interviews, we have compiled an 

(ongoing) list of potential contributors, based on contacts we gathered through the BDV-PPP 

projects and the BDVA network, via the organization of panel sessions and webinars for BDVe 

events, and through regular visits to key conferences in this areas (most notably CPDP, APC, 

TILTing, the EU Technology Assessment conference, E-SIDES conference and others, see table 

below for details), and via snowballing through directly related scholars and researchers. 

Moreover, we looked at key initiatives regarding data and AI in Europe (see part III ‘looking 

ahead’ in this Deliverable). Topic-wise, we expanded our search of data-policy related 

contributions to that of cybersecurity and AI. So far we have interviewed and/or co-authored 

blogs with the following people (not all published at the time of writing):  

• Michal Gal - Director of the Forum for Law and Markets Faculty of Law, University of 
Haifa, Israel  

• Estelle Dercleye, Nottingham University, UK  

• Virginia Dignum, Chair AI high level expert group, University of Linkoping, Sweden  

• Karen Yeung, Birmingham Law School, UK  

• Inge Graef, Tilburg Law School, NL  

• Bruce Hall, Onyx company, UK  

• Mercè Crosas, Harvard University, US  

The aim is to finish the series when we have reached 10 or more blogs to cover some of the 

main areas and debates. Whereas some of the topics stem from desk research and ongoing 

interaction with the big data policy ecosystem, sometimes court decisions, landmark cases 

(such as Planet493) or newly adopted Regulations or Directives can steer the topic as well. In 

this way, we try to both cover long-standing topics such as data ownership, sharing and 

personal and non-personal data regulation while at the same time keeping an open view to 

novel developments or sudden changes that we feel the big data ecosystem should be 

informed about.  

In terms of impact of the blogs, we have aimed at maximizing number of reads and downloads 

by spreading the content over different channels. The numbers on our BDVe website are low, 

                                                      
3 https://europeanlawblog.eu/2019/10/08/planet49-cjeu-judgment-brings-some-cookie-consent-certainty-to-planet-

online-tracking/ 
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due to the fact that this is meant more as a repository than as a media consumption space. In 

terms of dissemination strategy, until now we rely on the channels of the BVDe, utilizing the 

network of co-contributors of the content and our own networks. The blog series have been 

published on the BDVe website and traffic there is monitored. However, a more structural 

social media strategy for dissemination would be beneficial to increase impact (the table 

below shows the statistics of December 2019 from the BDVe website). This will be done in 

collaboration with WP5.  

 Page Views Unique 

Page Views  

Average time on 

page  

Publication Date 

Policy Blog Series overall 26 13 00:01:31  

The Big Data Challenge – Insights by 
Onyx Insights into the Wind Turbine 
Industry 

19 16 00:03:49 December, 10  

The Big Data Challenge: 
Recommendations by Merce Crosas 

11 9 00:00:30 November, 4 

The Big Data Challenge: 
Recommendations by Virginia 
Dignum 

7 7 00:01:41 October, 12 

Spillovers in data Governance 18 12 00:02:02 September, 23 

The Big Data Challenge: 
Recommendations by Estelle 
Derclaye 

9 5 00:11:12 August, 16 

The Big Data Challenge: 
Recommendations by Michal Gal 

3 3 00:05:52 July, 17 

Table 3: Blog statistics BDVe website, December 2019 

The blogs have been shared via social media networks as well, sometimes by the authors 

themselves, leveraging their network, and something via the BDVe and BDVA networks. The 

following table shows the online impact of the blogs and the position papers. 

Title Publication date LinkedIn views Twitter engagement 

Policy Brief  30-10-2019 - 2 likes, 2 retweets 

Position paper PPTs 21-10-2019 1070 5 likes and 6 retweets  

Blog Michal Gal 17-7-2019 613  

Blog Estelle Derclaye 16-8-2019 376  

Blog Inge Graeff 23-9-2019 477  

Blog Mercè Crosas 12-10-2019 445 13 likes and 7 retweets 

Blog Virginia Dignum 4-11-2019 533 42 likes and 22 retweets 

Blog Onyx Insight 10-12-2019 25  

Table 4: Social media impact on recent output (blogs and position papers) on 15/11/2019 
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The impact via social network of the authors themselves dramatically improves the visibility 

of BDVe content. In future output, we will encourage (co) authors to share BDVe content via 

their channels as well. Moreover, we are starting to publish the blogs on Medium, which also 

generated a novel stream of views. 

 

Position papers  

Reflecting on b) , Position papers and policy briefs, in 2019 we have initiated, and finalized 1 

position paper and 1 policy brief, which will be elaborated upon below. We furthermore 

contributed to the BDVA position paper on next-generation data sharing platforms4. 

 

• BDVA position paper on privacy preserving technologies 

 
FIGURE 1: BDVA POSITION PAPER SCREENSHOT 

 

The aim of the paper is to provide an overview of trends in privacy-preserving technologies 

and solutions as currently developed by projects in the Big Data Value Public-Private 

Partnership (BDV PPP). In the paper, we focus on providing an overview of technical solutions 

that link to data protection challenges and sharing of data in Big Data and AI. We limit 

ourselves to providing current technical developments in the domain of privacy-preserving 

solutions big data analytics. Moreover, we provide recommendations based on views from 

the sub-group on Data Protection of the Big Data Value Association (BDVA). We feel it is 

important to take stock and reflect on the main issues after GDPR implementation and other 

data regulations that have come into force in the recent years. We aim to contribute with this 

paper to both a better understanding of current challenges and technical solutions as 

developed by the projects and to the challenges faces when implementing privacy-preserving 

solutions.  

 

                                                      
4 See http://www.bdva.eu/sites/default/files/BDVA%20DataSharingSpace%20PositionPaper_April2019_V1.pdf 
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Together with the BDVA sub-group on privacy, multiple sessions were organised (BDVA GA 

Brussels, EBDVF2018 Vienna & ICT2018 Vienna) in which topics of privacy (engineering) were 

discussed. In these sessions several projects (E-SIDES, MyHealthMyData, SPECIAL, 

MOSAICrOWN, SODA etc.), presented their developments and challenges. These 

presentations sparked the idea to create an overview of what the projects have been 

developing so far and how their solutions address questions not only from their own projects, 

but also from a wider audience. Moreover, we aimed to gather views from the larger BDVA 

sub-group on Data Protection and Privacy, and summarise their views concerning the main 

technical and policy challenges for the near future. We started the paper by drawing from the 

latest SRIA input and have continued from there by actively consulting the participants of the 

subgroup on Data Protection and Pseudonymisation Mechanisms of the BDVA and by 

organizing off-and online consultations – and feedback meetings. Moreover, during several 

BDVA-organized events, we have made announcements and calls-for-contribution. The 

paper-in-progress was presented at the ICT Vienna event, multiple BDVA AG meetings and 

the E-SIDES conference held in Brussels at the start of this year. A full list of events below: 

 

Type of event/ 
meeting 

Date Type of information gathered Audience / type of 
stakeholder 

ICTweek 2018 
Vienna 

5-12-2018 

 

Informing, drawing attention ICT 2018 conference 
attendants 

BDVA AG 27-02-2019 Feedback from expert group BDVA expert group 

BDVA AG 16-05-2019 

 

Call for participation and planning  BDVA AG plus EC 
members 

Online consultation Biweekly online 
calls per January 
2019 

Feedback, discussions, content ICT 18 projects, BDVA 
experts 

E-sides conference 
presentation 

02-04- 2019 Presentation and workshop PPT community 

IFIP summer school 
lecture 

23-08-2019 Presentation and panel- discussion 
of recommendations 

Privacy engineering, 
academia 

Table 5: Engagement activities for position paper 

 

The following people have actively contributed to the paper: Rosa Araujo, Eurecat, Spain; 

Roberto Díaz Morales, Tree Technology S.A., Spain; Antoine Garnier, IDSA, Germany; Antonio 

Kung, Trialog, France; Akrivi Vivian Kiousi, INTRASOFT Intl, Greece; Giovanni Livraga, 

Università degli Studi di Milano, Italy; Zoltan Mann, Paluno, Germany, Angel Navia Vázquez, 

Univ. Carlos III de Madrid, Spain; Melek Önen, EURECOM, France; Ángel Palomares, Atos 

Spain S.A., Spain; Alberto Crespo Garcia, Atos Spain S.A., Spain; Tjerk Timan, TNO, The 

Netherlands; Paul Koster, Philips, The Netherlands; Ariel Farkash, IBM.  
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The paper has been published on the BDVA website in October 2019, and has been sent 

around via multiple channels. Qualitatively, the paper has created impact in terms of agenda-

setting and continuous work: 

“It was surprising and useful to see the many other relevant projects outside “our” portfolio 

(like those from Cyber-security). This confirms that you are on the right path by strengthening 

the links to other PPPs and communities.”  (Kimmo Rossi).  

 

Throughout platforms such as LinkedIn, it has created some traction as well, although this 

traction is mainly local (the Netherlands) and via the network of one of the main authors. The 

usual channels of the BDVe, such as the newsletter, have also been utilized to disseminate 

the paper. 

 

• Common Dissemination Boaster policy4data policy brief  

 
Figure 2: Policy4data policy brief 

 

The aim of this policy brief is to contribute to the ongoing challenges in Europe regarding the 

regulation of big data and to reflect upon the current developments within several research 

projects funded under H2020. The policy brief draws on the insights and lessons learnt from 

the H2020 projects and regarding data development and implementation in different sectors. 

The contributors represent a multidisciplinary set of scholars, researchers and practitioners 

involved in big data solutions and research regarding data policy and governance or finding 

solutions for implementing data policies. The presentations and discussions led to insights on 

what the current important policy challenges are and this led to several recommendations. 
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During the BDV PPP Summit 2019, several H2020 research projects joined in a discussion on 

policymaking for big data to address the key challenges for policymakers when it comes to big 

data and data for AI. During this panel, several projects presented their experiences and 

challenges. This created the idea and provided the grounds for this policy brief. This policy 

brief was also co-authored by the projects that took part during this panel session. The 

projects that took part are: MyHealthMyData, JOT Internet Media, E-Sides, Transforming 

Transport, BigDataStack, Big Data Value Ecosystem project, BigPolicyCanvas and LeMO. After 

this, Tjerk Timan (TNO) took the lead role together with Marieke Willems (Trust-IT Services). 

This policy brief was published on the website of the BDVe and appeared in the newsletter. 

 

Type of event/meeting  Date Type of information 
gathered  

Audience/type of stakeholder 

BDV PPP Summit Riga  27-05-2019 Presentation  BDV PPP Riga Summit 
attendants  

Online meetings Regular between June 
and September 2019 

Input from partners, 
discussion  of 
recommendations 

BDV PPP project members 

Table 6: Engagement activities for policy brief 

 

The following people have actively contributed to the paper: Tjerk Timan, TNO, The 
Netherlands; Marieke Willems, Trust-ITServices, The Netherlands; Julien Debussche, Bird & 
Bird, Belgium; Karolina La Fors, E-Sides, The Netherlands; Francesco Mureddu, Lisbon Council, 
Belgium;  Mauricio Fadel, NEC laboratories, Germany; Vivian Akrivi Kiousi, Intrasoft, Greece; 
Fernando Perales,  JOT Internet Media, Spain,  Edwin Morley-Fletcher, Lynkeus, Italy, 
Theodora Varvarigou, National Technical University of Athens, Greece; Marina Micheli, JRC, 
Italy.   

 

The paper has been published under the Common Dissemination Boaster and is hosted by 

among other the Big Data Stack project. They are in charge of dissemination of the paper. The 

usual channels of the BDVe, such as the newsletter, have also been utilized to disseminate 

the paper. 
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Figure 3: The policy brief published on the BigDataStack website 

 

Other activities 

Webinars. We have contributed to the BDVe webinar series by organising a webinar around 
data for policy. In this webinar, 2 speakers provided their views on how and to what extend 
big data technologies can be used to improve the policy cycle. A second webinar is planned 
in January 2020, on the topic of data regulation for SMEs (see appendix D, see also 
http://www.bdva.eu/node/1293). In terms of impact, the webinar views will be discussed in 
the regular BDVe monitoring reports.  

 

Panels, Talks, Workshops and Conferences. Below a list of contribution from the BDVe task 
2.1 to conference, workshops and panel discussions. Besides contributing to activities 
organised by the BDve, we have also contributed to other networks and big-data related 
areas.  

• Big Data Summit Riga. We have organised a panel around  policy4data at the Big Data 
Summit in RIGA. This panel formed the basis for the policy brief as mentioned above. 
http://www.bdva.eu/node/1325 

 

• Big Data Analytics Europe yearly conference. This conference connects industries and 
research around big data solutions and in 2019 it took place in Rotterdam, the 
Netherlands. We have attended multiple sessions.  

https://infosec-conferences.com/events-in-2019/big-data-analytics-europe-bda/  

 

• TILTing 2019. TILTing is a leading academic conference on the boundary of law and 
technology and draws multiple academic disciplines and policymakers to a 3-day event 
in Tilburg, The Netherlands. We have attended multiple sessions.  
https://www.tilburguniversity.edu/research/institutes-and-research-
groups/tilt/events/tilting-perspectives 

http://www.bdva.eu/node/1293
http://www.bdva.eu/node/1325
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• CPDP 2019. CPDP is a EU-wide leading conference on law and ICT, and is well-known 

for its mix of stakeholders between industry, academia and EU policymakers. We 

have attend multiple talks and panels. https://www.cpdpconferences.org/  

 

• E-SIDES 2019a. The E-SIDES project is a C.S.A. for a set of h2020 project evolving 

around privacy preserving technologies.  The BDVe provided a talk and participated 

in the sessions. 

 

 

Figure 4: the BDVe at the E-SIDES conference “towards value-centric big 
data”, April 2019 5 

 

• E-SIDES 2019b. The E-SIDES project is a C.S.A. for a set of h2020 project evolving 

around privacy preserving technologies. The BDVe gave a talk and provided input for 

a session on called  ‘Learning data ethics’ on the final event of the E-SIDES project, 

which took place in Brussels, Belgium.  

https://e-sides.eu/news-events/beyond-privacy-learning-data-ethics-european-big-

data-community-forum-2019-1-news 

 

• IFIP summer school. We were invited to provide a talk and take part on a panel 

around responsible data driven innovation during the IFIP privacy engineering 

summer school that this year took place in Brugg, Switserland. 

https://e-sides.eu/news-events/e-sides-at-ifip-summer-school-on-privacy-and-

identity-management-2019-news 

                                                      
5 Source: https://e-sides.eu/news-events/out-now-towards-value-centric-big-data-e-sides-workshop-report 

 

https://e-sides.eu/news-events/beyond-privacy-learning-data-ethics-european-big-data-community-forum-2019-1-news
https://e-sides.eu/news-events/beyond-privacy-learning-data-ethics-european-big-data-community-forum-2019-1-news
https://e-sides.eu/news-events/e-sides-at-ifip-summer-school-on-privacy-and-identity-management-2019-news
https://e-sides.eu/news-events/e-sides-at-ifip-summer-school-on-privacy-and-identity-management-2019-news
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• 4th annual TA conference, 2019. This conference, which took place in Bratislava, aims 

to bring together scholars and government practitioners around the topic of 

Technology Assessment. The main topics of this year evolved around data and AI. 

We provided a talk and took seat on a panel that tackled the question of Responsible 

Data Driven Innovation. 

https://bratislava2019.technology-assessment.info/programme. 

 

We have also attended numerous conference sessions and BDVA AG meetings to capture 

debates and gather contacts for content engagement (see overview provided below). 

Overview of activities  

In the table below a list of data gathering activities in 2019. An overview of activities can also 

be found in the recurring BDVe monitoring reports. 

Date BDVe WP2 participation Event Partner Location 

23/01/2019 
& 
16/05/2019 

Data protection in an era 
of AI: current trends and 
solutions in Privacy 
Preserving Technologies 

BDVA General Assembly 
Meetings 

TNO, 
Frauenhof
er (BDVA) 

Brussels, 
Belgium 

02/04/2019 BDVA Position Paper on 
PPTs 

Towards value-centric big 
data. E-SIDES 

TNO Brussels, 
Belgium 

14/05/2019 Webinar Data for policy BDVe online webinar series TNO, ATOS Online 

15/05/2019 
– 
17/05/2019 

Attendance to several 
presentations and sessions  

TILTing Perspectives 2019 TNO Tilburg, the 
Netherlands 

26/06/2019 

 

Panel  
Policy for data; an 
overview or regulatory 
challenges 

Big Data Value Meetup 

 
TNO Riga, Latvia 

 

23/08/2019 Talk and panel on Data 
protection in an era of AI 

IFIP summer school TNO Brugg, 
Switserland 

04/11/2019 Talk and panel on 
Responsible Innovation in 
a data-driven society 

4th European Technology 
Assessment Conference 
 

TNO Bratislava, 
Slovakia 

14/11/2019 Talk and panel on data 
ethics. The data deluge: or 
how to regulate the 
ungraspable? 

E-SIDES final conference: 
Beyond Privacy: Learning 
Data Ethics 
European Big Data 

TNO Brussels, 
Belgium 

Monthly Big Data Challenge blog 
series 

BDVe website dissemination TNO online 
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Table 7: Overview of activities 

PART II: POLICY SPECIAL UPDATE 2019  

Introduction: An overview of the current regulatory 

landscape  

While there is no particular framework that specifically applies to big data, there are many 

frameworks that regulate certain aspects of big data. This section provides an overview of the 

current regulatory framework and recent actions undertaken by the legislator in that respect. 

It also addresses the current challenges the framework faces on the basis of experience of the 

BDVe project and academic articles and mentions the thereto related recommendations. In 

the last section an outlook is provided addressing what policy for data can imply for AI. During 

the midterm review of this BDVe project, one of the comments and/or suggestions on the 

Task 2.1 was to provide an overview of data regulations; and to look at how different 

regulation around data interact and intersect. Many proposals have seen the light of day and, 

as stated by for example the LeMo project in a recent Deliverable, all these data-related 

regulations create a complex landscape. Whereas complexity in itself should not be a concern, 

the world of data is complicated and so will regulating different facets of data be. However, 

we have noticed through several interactions with the data community in which the BDVe 

acts, that uncertainty about data regulation and not knowing how to comply or what to 

comply to, does leave its marks on the data-innovation landscape. We have addressed such 

questions in several activities as mentioned in the section above. In the section below we 

provide reflections and insight on these policy debates, thereby contributing to a better 

understanding of the regulatory landscape and the several sub-domains that influence the 

data landscape. Below each section, a summary of the key insights will be provided, as well 

as a methodological connection to make explicit how activities in 2019 contributed to the 

section. This special will serve as a basis for an already planned Webinar in January 2020, in 

which we will address and discuss data policy challenges specifically for SMEs. 

 

Framework conditions for big data 

In Deliverable 2.1 , we have laid a basis for looking at big data developments as an ecosystem, 

In doing so,  we followed an approach presented by Lawrence Lessig (1999) in his influential 
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and comprehensive publication ‘Code and Other Laws of Cyberspace’6. Lessig suggests that 

online and offline enabling environment (or ecosystem) as the resultant of four 

interdependent, regulatory forces: Law, Markets, Architecture, and Norms (See Figure 2 

below). He uses it to compare how regulation works in the real world versus the online world, 

in discussing the regulability of digital worlds or cyberspace as it was called in 1999 (See D2.1,  

p 18 and further). 

 

 

Figure 5: Four regulatory forces (Lessig, 1999) 

 

In our work in Task 2.1 , we have worked along these axes in order to gather input and 

reflections on  the development of the Big Data Value Ecosystem as the sum total of 

developments along these four dimensions. The Strategic Research and Innovation Agenda 

(SRIA) of the BDVA follows a rather similar subdivisions in Technical (Architecture) and Non-

Technical Priorities: Business (Markets), Policy (Legal), and Social (Norms). We have seen 

developments on all fronts, and via several activities throughout WP2 task 2.1, we have tried 

to cover, within the scope of this task, some of the main developments in each of these areas, 

or axes of regulation the digital. In several activities in this task, we have touched upon the 

different axes: we have discussed data markets and sectorial challenges in several blogposts. 

In the blogpost by ONYX7, big data vendor lock-in in the wind-turbine industry and the sector-

lead call for regulatory intervention from EU was addressed, and in another blog, Michal Gal 

provided an analysis of data markets and accessibility in relation to competitive advantages 

towards AI, for example. On the level of architecture, we have addressed the challenges and 

trends in the areas of privacy-preserving technologies and their role in shaping the data 

                                                      
6 Lessig, L., Code and Other Laws of Cyberspace, 1999 (updated in Code 2.0, 2001). Code is an influential and widely cited 
1999 book by Lawrence Lessig on the structure and nature of regulation of the Internet. 

7https://www.big-data-value.eu/the-big-data-challenge-insights-by-onyx-insights-into-the-wind-turbine-
industry/ 

https://www.big-data-value.eu/the-big-data-challenge-insights-by-onyx-insights-into-the-wind-turbine-industry/
https://www.big-data-value.eu/the-big-data-challenge-insights-by-onyx-insights-into-the-wind-turbine-industry/
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landscape in Europe. In terms of norms and values, we have provided numerous talks and 

contributed to several panels that delved into the topic of data ethics, data democracy; 

additionally, we have contributed on this topic via a BDVA position paper on next-generation 

data platforms. In this policy special, we will mainly delve into the regulatory landscape 

around data. Besides norms (and values), markets and architecture, all remaining challenges 

in developing a competitive and value-driven Digital Single Market, there have been many 

legal developments in Europe that are affecting and shaping the big data ecosystem. One of 

the main challenges we are facing right now is to see how, if at all, such legal regime is up to 

the challenges of regulating AI, a topic will address in part III. 

 

Data regulation  

Data governance foundations  

Protection of personal data 

In a big data landscape, many different interests and stakeholders are involved. The 

challenging part about regulating data is its continuous conceptual flux, its changing meaning 

and social- and cultural value. One of the most notable regulations that has been passed 

recently is the General Data Protection Regulation (hereafter referred to as GDPR). With this 

regulation, and accompanying implementation acts in the several member states, the 

protection of personal data is now firmly anchored within the EU. However, the distinction 

between personal and non-personal data has shown to be difficult to make in practice, even 

more so when dealing with combined datasets that are being used in big data analytics. It has 

also recently been argued that the broad notion of personal data is not sustainable, as with 

the rapid technological developments (such as smart environments and datafication), almost 

any information is likely to relate to a person in purpose or in effect. This will render the GDPR 

into being a law that tries to cover a too broad scope and therefore will potentially lose power 

and relevance (Purtova, 2018). In this vein, there is a need to continue developing notions 

concepts around personal data and the types of data use.  

 

For most big data analytics, privacy harm is not necessarily aimed at the individual, but occurs 

as result of the analytics itself because it happens at large scale. EU regulation still lacks in 

providing legal remedies for the unforeseen implications of big data analytics, as the current 

regime protects input data and leaves inferred data8 out of scope. This creates a loophole in 

the GDPR with respect to inferred data. As stated by E-Sides in Deliverable D4.1 (2018), a 

                                                      
8 Inferred data is data that stems from data analysis. The data on which this analysis is based was gathered and reused for 

different purposes. Through reuse of data, the likelihood of identifiability increases. 
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portion of these holes can be addressed by court cases. The question whether and to what 

extent the GDPR is the suitable frame to curb such harms remains.  

 

Data is taking a central role in many day-to-day processes. In connecting data, ensuring 

interoperability is often the hardest part as the merging and connecting of databases takes a 

lot of curation time, as was recently stated by Mercè Crosas in an interview with the BDVe.9 

Therefore, it is important that data practices are arranged solidly by doing good data 

governance to avoid interoperability problems. In addition to that, data is an indispensable 

raw material for developing AI and this requires a sound data infrastructure (High-Level Expert 

Group on Artificial Intelligence, 201910). So, besides data regulation for personal- and non-

personal data, there is a lot to be done in the area of data governance. In a recent panel held 

during the BDV PPP Summit in June 2019 in Riga, a researcher from the JRC gave a definition 

on the concept of data governance, which is “the kind of decisions made over data, who is 

able to make such decisions and therefore to influence the way data is accessed, controlled, 

used and benefited from.”11 In addition, many stakeholders are involved with diverging 

interests in a big data landscape. There is more research needed to find insights on the 

decision-making power that the different stakeholders involved have, so that a good balance 

is found between fostering economic growth and putting data to the service of public good 

(concepts such as data commons12 and data trusts have been emerning recently). Any kind of 

guidance should take all of them into account. It is important that all stakeholders are 

involved in the process of developing guidance as otherwise the emergence and development 

of a true data economy is hampered.  

 

The GDPR is often regarded by companies and governments as a hindrance to the uptake of 

innovation (see Big Data Value PPP: Policy4Data Policy Brief (2019)13). For instance, one of 

the projects found that privacy concerns prevent the deployment, operation and wider use 

of consumer data. This is because skills and knowledge on how to implement the 

requirements of the GDPR often still lacks within companies. The rapid changing legal 

landscape and the consequences of potential non-compliance is therefore a barrier to them 

in adopting big data processes. Companies have trouble with making the distinction between 

                                                      
9 https://www.big-data-value.eu/the-big-data-challenge-recommendations-by-merce-crosas/ 

10 AI HLEG Policy and Investment Recommendations for Trustworthy AI, P. 26.Availbale at https://ec.europa.eu/digital-

single-market/en/news/policy-and-investment-recommendations-trustworthy-artificial-intelligence 

11 See https://ec.europa.eu/jrc/communities/en/community/digitranscope 

12 See Sharon, T., & Lucivero, F. (2019). Introduction to the Special Theme: The expansion of the health data ecosystem–

Rethinking data ethics and governance. 

13 Big Data Value PPP: Policy4Data Policy Brief (2019), Page 8. Available at https://www.big-data-value.eu/wp-

content/uploads/2019/10/BDVE_Policy_Brief_read.pdf 

 

https://www.big-data-value.eu/the-big-data-challenge-recommendations-by-merce-crosas/
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personal- and non-personal data and who owns which data, as stated in a recent policy brief 

by Transforming Transport.14 Additionally, these same companies experience trouble in 

defining the purpose of processing beforehand, as within a big data context the purpose of 

processing reveals itself after the processing is done. The mapping of data flows presents 

difficulties as well due to the many actors involved in a big data context. On the other hand, 

sector specific policies or best practices for sensitive personal data are perceived as assets by 

professionals because it gives them more legal certainty, where they face big risks if they do 

not comply. In this sense, privacy and data protection can also be seen as an asset by 

companies. Therefore, there is a need for governance models and best practices to show that 

the currently perceived dichotomy between privacy and utility is a false one15. Additionally, it 

is also important to raise awareness among companies in which scenarios concerning big data 

and AI are useful, and in which scenarios they are not.16 One of the main challenges for law- 

and policymakers is to balance rights and establishing boundaries while at the same time 

maximizing utility17. 

 

Privacy preserving technologies (PPTs) can help to bridge the gaps between the objectives of 

big data and privacy. Currently, many effective privacy preserving technologies exist, though 

they are not being implemented and deployed to their full extent. PPTs are barely integrated 

in big data solutions and the gap of deployment in practice is big. The reasons for this are of 

societal, legal, economic and technical nature. The uptake of privacy preserving technologies 

is however necessary to ensure that valuable data is available for its intended purpose. This 

way data is protected and can be exploited at the same time, dissolving the dichotomy of 

utility and privacy. To ensure this, PPTs need to be integrated throughout the entire data 

architecture and value chain, so both vertically and horizontally. A culture shift is needed to 

ensure the uptake of PPTs, as the current societal demand to protect privacy is rather low. 

Raising awareness and education will be key in doing so. It is important that PPTs are not 

provided as an add-on, but are incorporated in the product. There is wide agreement that the 

strongest parties have the biggest responsibilities where it concerns protecting privacy and 

the uptake of PPTs, as was also confirmed by E-Sides in deliverable 4.1 (2018)18.   

 

                                                      
14 Transforming Transport, D3.13 – Policy Recommendations. 
15 See for example: van Lieshout et al., (forthcoming).  “Privacy as innovation opportunity’. Springer Verlag 

16 BigDataStack Project. Available via: https://bigdatastack.eu/  

17 See in general Timan, T. & Z. Á. Mann (eds) (2019) “Data protection in the era of artificial intelligence. Trends, existing 

solutions and recommendations for privacy-preserving technologies”, October 2019. BDVA. 

18 This September, the CJEU gave a decision in the Google v. CNIL case (C-507/17) The CJEU decided that the right to be 

forgotten (RtBF, article 17 GDPR) does not imply that operators of search engines (in this case Google) have an obligation 

to carry out global de-referencing if this RtBF is invoked because this would come into conflict with non-EU jurisdictions. It 

was also emphasized once more in this case that the right to data protection is not an absolute right.  

https://bigdatastack.eu/
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Another point of discussion has been the anonymization and pseudonymization of personal 

data. It has also been argued that companies will be able to retain their competitive 

advantage due to the loophole of pseudonymized data, which allows for unfettered 

exploitation as long as the requirements of the GDPR are met (Doctorow, 2019). Anonymized 

data needs to be fully non-identifiable and therefore risks becoming poor in the information 

they contain. Also, anonymization and pseudonymization techniques may serve as 

mechanisms to release data controllers/processors from certain data protection obligations 

related to breach-related obligations. Deliverable 2.2 (2018) of the LeMO project found that 

anonymization and pseudonymization may be used as a means to comply with certain data 

protection rules, for instance to the accountability principle, measures that ensure security of 

processing, purpose limitation and storage limitation. Pseudonymization and anonymization 

techniques can serve as a means to comply with the GDPR (LeMO, 2018),19 but at the same 

time, a too far-reaching anonymization of data can limit the predictability in big data 

analytics.20 However, as long as the individual remains identifiable, the GDPR remains 

applicable. It has been argued that, because of this, companies will be able to retain their 

competitive advantage by being able to unlimitedly exploit data as long as it is pseudonymized 

or anonymized (Doctorow, 2019). 

This section elaborated upon the ongoing discussions regarding personal data protection, in 

particular, the distinction between personal- and non-personal data, inferred data, data 

governance, the perceived dichotomy between privacy and utility, PPTs and 

pseudonymization and anonymization techniques. The complement of personal data is non-

personal data, the next section addresses the European regime and the ongoing discussions 

regarding non-personal data.  

 

Most important points 

▪ The challenging part about regulating data is its changing nature, meaning and value.  
▪ The notion of the GDPR is very broad because almost all data can be considered to be 

personal.  
▪ Data governance plays an important part in ensuring good quality of data. There is a need 

for more research on how to shape these data governance models.  
▪ The GDPR is often regarded by companies as a hindrance for innovation, but privacy and 

data protection can also be regarded as an asset. The implementation of privacy 
preserving technologies (PPTs) can help to bridge this gap, but there exists a gap with the 
implementation of them in practice. 

▪ Anonymization and pseudonymization are often used as a means to comply with the 
GDPR.   

Methodology and activities 

                                                      
19 In specifically with the obligations of data protection by design and default, security of processing, purpose- and storage 

limitation and data breach related obligations.  

20 If full anonymization is even possible, see for instance the Mosaic Theory: Kerr, Orin S., The Mosaic Theory of the Fourth 

Amendment (April 1, 2012). 111 Michigan Law Review 311 (2012).. Available at SSRN: https://ssrn.com/abstract=2032821 

https://ssrn.com/abstract=2032821


D2.4: Annual position paper and action plan 

 

           25 

 

 

The content of this section was gathered on the basis of the discussions held during the panel 
session Policy for data: an overview of regulatory challenges during the Big Data Value meetup in 
Riga (May 26th, 2019), the BDVA position paper on PPTs, the Common Dissemination Booster 
Policy4Data policy brief and the interview with Merce Crosas.  

 

Non-personal data (FFoD) 

This year (2019), the Regulation 2018/1807 on the free flow of non-personal data (FFoD) 

entered into force which to non-personal data and allows storage and processing of it 

throughout the EU territory without unjustified restrictions. Its objective is to ensure the free 

flow of data across borders, data availability for regulatory control and encouragement of the 

development of codes of conduct for cloud services. The FFoD is expected to eliminate the 

restrictions on cross-border data flows and their impacts on business, reduce costs for 

companies increase competition (LeMO 2018)21, increase the pace of innovation and improve 

the scalability, thereby achieving economic of scale. This is all expected to create more 

innovation thereby benefitting the uptake of big data, in which the flow of non-personal data 

will remain of continuing importance in addition to have solid data infrastructures. For 

instance, the GAIA-X Project addresses how open data plays a role in creating a data 

infrastructure for Europe22. Other, more developed initiatives include European Industrial 

Data Spaces23 or the MOBI network for opening op and sharing data around Blockchains24. 

 

 

                                                      
21 Especially in the cloud services market, start-ups increasingly rely on competitive cloud services for their own product or 

service.  

22 Project GAIA-X, 29/10/2019 See: https://www.bmwi.de/Redaktion/EN/Publikationen/Digitale-Welt/das-projekt-gaia-x-

executive-summary.html 

23 https://ec.europa.eu/digital-single-market/en/news/common-european-data-spaces-smart-manufacturing 

24 Mobility Open Blockchain Initiative’s MOBI, see www.dlt.mobi/ 

 

https://www.bmwi.de/Redaktion/EN/Publikationen/Digitale-Welt/das-projekt-gaia-x-executive-summary.html
https://www.bmwi.de/Redaktion/EN/Publikationen/Digitale-Welt/das-projekt-gaia-x-executive-summary.html
https://ec.europa.eu/digital-single-market/en/news/common-european-data-spaces-smart-manufacturing


D2.4: Annual position paper and action plan 

 

           26 

 

 

Figure 6: The link between the GDPR and the FFoD25.  

 

The FFoD is the complementary piece of legislation to the GDPR as it applies to non-personal 

data. However, this distinction between the two regimes on the basis of these concepts of 

personal and non-personal data is highly debated. The distinction is not easy to make in 

practice as datasets are likely to be mixed and consisting of both personal- and non-personal 

data. This is especially the case for big data datasets, as it is often not possible to determine 

which part of the set contain personal- or non-personal data. This will result in it being 

impossible to apply each regulation to the relevant part of the dataset (LeMO, 2018). In 

addition to that, as mentioned in the previous sections, these concepts are broad and subject 

to the dynamic nature of contextual adaptation. Whether data has economic value is not 

dependent on its legal classification. So, when facing opaque datasets, there is the risk of 

strategic firms on the basis of this legal classification and they are likely to exploit the 

regulatory rivalry between the FFoD and the GDPR. The limitation of the FFoD is to non-

personal data is likely to be counterproductive to innovation, as personal data has high 

innovation potential as well (Graef, I., Gellert, R., and Husovec, M., 2018). There is also further 

guidance needed where it concerns parallel/subsequent application of the GDPR and the 

FFoD, or where the two regimes undermine each other (Graef, I., Gellert, R and Husovec, 

2018).  

Regardless of whether data is personal or non-personal, it is of major importance that it is 

secured. Hence, the following section addresses the EU regime on the security of data. 

 

Most important points 

▪ In practice, datasets are likely to consist of both personal and non-personal data. This 
creates difficulties in applying the application of both the GDPR and the FFoD to big data.  

▪ The regulatory rivalry of the GDPR and FFoD is likely to be exploited 
▪ Clarity on parallel- or subsequent application of the GDPR and the FFoD is needed. 

Methodology and activities 

The content of this section is based on the content of the LeMO deliverable (2018), which was 
also presented during the panel session Policy for data: an overview of regulatory challenges 
during the Big Data Value meetup in Riga (May 26th, 2019) by Julien Debussche, which also 
provided a starting point for further desk research.   

 

Security of data  

This year, the Cybersecurity Act (Regulation (EU) 2019/881) was adopted to set up a 

certification framework to ensure a common cybersecurity approach throughout the EU. This 

will improve the security standards of digital products and services throughout the internal 

market. These schemes are currently voluntary and aimed at protecting data against 

                                                      
25 Source: https://ec.europa.eu/digital-single-market/sites/digital-agenda/files/newsroom/eudataff_992x682px_45896.jpg 

https://ec.europa.eu/digital-single-market/sites/digital-agenda/files/newsroom/eudataff_992x682px_45896.jpg
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accidental or unauthorized storage, processing, access, disclosure, destruction, loss or 

alteration. The EC will decide by 2034 whether the schemes will become mandatory.  

 

The NIS Directive (Directive (EU) 2016/1148) puts forward security measures for networks 

and information systems to achieve a common level of cybersecurity throughout the 

European Union so as to improve the functioning of the internal market. The security 

requirements that the NIS Directive puts forward are of both technical- and organizational 

nature for operators or essential services and digital service providers. If a network or 

information system that contains personal data, then the GDPR is most likely to prevail in the 

case of conflict between the two regimes. It has been argued that the regimes of the GPDR 

and the NIS Directive have to be regarded as complementary (Markopoulou, D., 

Papakonstantinou, V., de Hert, P., 2019). Cyberattacks are getting more complex at a very 

high pace (Kettani, H., Wainwright, P., 2019 and ECSO 2017). The nature of the state-of-play 

is evolving constantly, which makes it more difficult to defend against them. Also, it has been 

predicted that data analytics will be used for mitigating threats, but also for developing 

threats (Kettani, H., Wainwright, P., 2019). The amount of companies that can offer enough 

cybersecurity are non-European and number solutions is very limited (ECSO, 2017). Due to 

the characteristics of the digital world, geographical boundaries are disappearing and a report 

of the WRR (the Dutch Scientific Council26) called for attention for cybersecurity from an EU 

level.  

 

Some of the characteristics of cybersecurity makes tackling this challenge especially difficult; 

fast-paced evolvement, lack of boundaries, the fact that infrastructures are owned by private 

parties, the dependence of society on these architectures are recurring issues (ECSO 2017). 

Currently, cyber-strategies of SMEs mainly focus on detection of cyber risks, but this should 

shift is mainly on cyber defenses, these strategies should shift towards threat prevention 

(Bushby 2019).  Just like data and robotics, AI faces all of the possible cyberthreats and every 

day, threats are only further evolving. Cybersecurity will also play a key role in ensuring the 

technical robustness, resiliency and dependability. AI can be used for sophisticated 

automated attacks and at the same time also to provide automated protection to attacks. It 

is important that cybersecurity is integrated in the design of a system from the beginning, so 

that attacks are prevented. This section discussed the EU regime on the security of both 

personal and non-personal data. Cybersecurity attacks are constantly evolving and pose 

challenges for those involved in a data ecosystem. Keeping different types of data secure is 

one thing, but successfully establishing rights upon data is another. The next section 

addresses the interaction between data and intellectual property rights and data ownership.  

 

                                                      
26 https://www.wrr.nl/ 
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Most important points 

▪ Several strategies have been implemented at EU level to tackle cybersecurity issues  
▪ The nature of cybersecurity challenges makes it difficult to tackle them 
▪ Cybersecurity plays a key role in the development of AI 

Methodology and activities 

The content of this section stems from the BDVA position paper on PPTs27  and  desk research.  

 

Intellectual property  

Due to the fact that many different players are involved in the big data lifecycle, many will try 

to claim rights in (part of) the datasets to protect their investment. This can be done by means 

of intellectual property rights. If the exercise of such a right is not done for the right reasons, 

this can stifle the uptake of big data and innovation. This also counts for the cases in which 

an intellectual property right does not exist, yet is enforced by an actor that is economically 

strong. 

Public Sector information and the Database Directive  

In January 2019, agreement was reached on the revised Public Sector Information Directive 

(PSI Directive). Once implemented, it will be called the Open Data and Public Sector 

Information Directive. The revised rules still need to be formally adopted at the time of 

publication of this deliverable. Public bodies hold huge amounts of data that are currently 

unexploited. The access and re-use of raw data that public bodies collect are valuable for the 

uptake of digital innovation services and better policy making. The aim of the PSI Directive is 

to get rid of the barriers that currently prevent this by reducing the market entry barriers, 

increase the availability of data, minimize the risk of excessive first-mover advantages and 

increase the opportunities for businesses.28 This will contribute to the growth of the EU 

economy and the uptake of AI. The PSI Directive imposes a right to re-use data, obliges public 

bodies to charges the marginal cost for the data (with a limited number of exceptions), 

stimulates the uptake of APIs, extends the scope to data held by public undertakings, poses 

rules on exclusive agreements and refers to a machine-readable format when making the data 

available. Although open data licenses are stimulated by the PSI, the licenses can still vary a 

lot between member states. Another challenging aspect is the commercial interests of public 

bodies in order to prevent distortions of competition in the relevant market. Some of the 

                                                      
27 

http://www.bdva.eu/sites/default/files/Data%20protection%20in%20the%20era%20of%20big%20data%20for%20artificial

%20intelligence_BDVA_FINAL.pdf 

28 EC Communication ‘ Towards a common European data space” , SWD (2018) 125 final 
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challenges that the use of public sector information faces are the challenges related to 

standardization and interoperability, ensuring sufficient data quality and timely data 

publication, and a need for more real-time access to dynamic data. In addition to that, the 

licenses to use the data can still vary, as member states are not obliged to use the standard 

formats. Another challenge that the PSI Directive faces is its interaction with the GDPR, either 

because it prevents disclosure of large parts of PSI datasets or because it creates compliance 

issues. The GDPR is not applicable to anonymous data. In practice however, it is very hard for 

data to truly be rendered anonymous and it cannot be excluded that data from a public 

dataset, combined with data from third-party sources, allows (indirectly) for identification of 

individuals. The interaction between the GDPR and the PSI Directive is also difficult with 

respect to public data sets that hold personal data, especially because of the principle of 

purpose limitation and the principles of data minimization (LeMO 2018). Another challenge is 

the relationship of the PSI Directive with the Database Directive (DbD), as public sector bodies 

can prevent or restrict the re-use of the content of a database by invoking its sui generis 

database right. How the terms ‘prevent’ and ‘restrict’ are to be interpreted is not clear yet. 

Exercise of these rights bears the risk of hindering innovation. Where it concerns data 

portability requirements, the interaction between the DbD, PSI Directive and the GDPR is not 

clear either. (Graef, I., Gellert, R., Husovec, M., 2018). 

  

In 2018, the Database Directive was evaluated for the second time. The DbD protects 

databases by means of copyright or by means of the substantial investment that was made 

to create it, the sui generis right. The outcome of the evaluation was that the DbD is still 

relevant due to its harmonizing effect. The sui generis right does not apply to machine-

generated data, IT devices, big data and AI. At the time of the evaluation, a reformation of 

the DbD to keep up the pace with these developments was considered too early and 

disproportionate. During its evaluation, one of the challenges was measuring its actual 

regulatory effects. 

 

Copyright reform  

As part of the Digital Single Market Strategy, the EU is revising the rules on copyright to make 

sure that they are fit for the digital age. This year, the Council of Europe gave its green light 

to the new Copyright Directive.29 The aim is to ensure a good balance between copyright and 

the relevant public body objectives, such as education, research innovation and the needs of 

persons with disabilities. It also includes two new exceptions for Text and Data Mining (TDM), 

which allows for TDM for the purpose of scientific research30 and the opt-out clause of article 

                                                      
29 Directive (EU) 2019/790 of the European Parliament and of the Council of 17 April 2019 on copyright and related rights 

in the Digital Single Market and amending Directives 96/9/EC and 2001/29/EC 

30 Article 3 Directive (EU) 2019/790 e 
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4 New Copyright Directive. This exception will be of special importance to the uptake of AI. In 

a big data context, it is difficult to obtain authorization from the copyright holder of individual 

data. When a work is protected by copyright, the authorization of the rights holder is 

necessary in order to use a work. In a big data context, this would mean that for every 

individual piece of data, authorization would need to be obtained from the rights holder. Also, 

not all data in a big data context is likely to meet the originality threshold for copyright 

protection, though this does not exclude the data from enjoying protection under copyright. 

This creates uncertainties on which data is protected and which data is not, whether a work 

enjoys copyright protection can only be confirmed afterwards by a court as copyright does 

not provide a registration system. The copyright regime is not fully harmonized throughout 

the EU and separate assessment is required on whether copyright protection is provided, this 

bears the potential of having a chilling effect on the uptake of EU-wide big data protects.  

Regarding AI generated works of patents, it is still unclear whether, and if so to whom, the 

rights will be allocated. The multi-stakeholder aspect plays a role here as well and the 

allocation of rights is difficult.  

 

The manner in which intellectual property rights on data will be exercised will have a great 

impact on the uptake of big data and innovation in general. This will all be shaped by the 

interaction between the PSI Directive, the GDPR and the new Copyright Directive. These are 

all instruments to establish security on data in the form of a right, as this is currently lacking. 

The next section will elaborate upon the discussion of data ownership. 

 

Most important points 

▪ Use of public sector information will be challenging due to challenges related to data 
governance, for instance ensuring interoperability. 

▪ Where public sector information holds personal data, the PSI will face difficulties in the 
interaction with the GDPR.  

▪ Public sectors bodies can prevent the reuse of content of a database by invoking the sui 
generis database right of the Database Directive. The interaction between the PSI 
Directive, the GDPR and the Database Directive are not clear yet where it regards data 
portability requirements. 

▪ In a big data context, it is remains uncertain which pieces of data enjoy copyright 
protection under the current regime.  

▪ The allocation of rights for AI generated works remains unclear. 
Methodology and activities  

The content of this section was collected on the basis of the LeMO deliverable on data regulation 
(2018), which was also presented during the panel session Policy for data: an overview of regulatory 
challenges during the Big Data Value meetup in Riga (May 26th, 2019) by Julien Debussche and an 
interview conducted with Estelle Derclaye. This also resulted in further desk research. 
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Data ownership  

There is no particular framework to regulate the ownership in data. Currently the only means 

to establish ownership in data or protection of data is through the provisions of the GDPR, 

the DbD, the Trade Secrets Protection Directive or through contracts by means of general 

contract law. Whether there should be an ownership right in data has been widely debated 

the last years, as this current framework does not sufficiently nor adequately respond to the 

needs of the actors involved in the data value cycle. At the same time, there is consensus that 

a data ownership right is not desirable, as granting data ownership rights is considered to 

create an over-protective regime with increased data fragmentation and high transaction 

costs (JRC, 2017). The difficulty of assigning ownership to data lies in the nature of data, 

because it is neither tangible nor intangible, limitless, non-rivalrous, and its meaning and 

value are not static. It has a value cycle of its own and many stakeholders are involved in such 

a cycle. Data has a life cycle of its own with many stakeholders involved. This also implies that 

no stakeholder will hold exclusive ownership rights in the data.  The lack of a clear regulatory 

regime creates high levels of legal uncertainty. Ownership is currently mainly captured by 

contractual arrangements. This situation is far from ideal, as it creates lock-in effects, power 

asymmetries between parties, and is non-enforceable against third parties. The fact that 

there is no legal form of ownership does not prevent a de facto form of ownership from arising 

either. The rise of data bargaining markets illustrates this. The de facto ownership of data 

does not produce an allocation that maximizes social welfare. This results in market failures, 

strategic behavior by firms and high transaction costs There is a need for policies and 

regulations that treat ‘data as a commodity’. This requires new architectures, technologies 

and concepts that allow sellers and buyers of data to link and give appropriate value, context, 

quality and usage to data in a sense that ensures ownership and privacy where necessary31. 

In the next section, we will elaborate how this plays out in the data economy. 

Most important points 

▪ There is currently no particular framework that regulates the ownership of data, but there 
is a general consensus that establishing a data ownership right is not desirable.  

▪ At the same time, lack of a clear regulatory regime creates high levels of uncertainty for 
the players involved.  

▪ The fact that no legal form of ownership exists, does not prevent a de facto form of 
ownership from arising.  

Methodology and activities 

The content of this section is based on the presentation by Antonis Litke during was also presented 
during the panel session Policy for data: an overview of regulatory challenges during the Big Data 
Value meetup in Riga (May 26th, 2019), the policy brief Common Dissemination Booster 
Policy4Data. The panel discussions at the TILTing Perspectives 2019 conference  provided a starting 
point for desk research32. 

                                                      
31 BVD PPP Summit Riga 2019, Antonis Litke, Policy4Data and DataMarketplaces ICCS/NTUA 

32 https://www.tilburguniversity.edu/research/institutes-and-research-groups/tilt/events/tilting-perspectives 
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Data economy  

The digital economy is characterized by extreme returns to scale, network externalities and 

the role of data in developing new and innovative services. As a result, the digital economy 

has strong economies of scope with large incumbent players who are difficult to dislodge.1 In 

order to realize the European Digital Single Market, we need the conditions that allow for the 

realization thereof. AI and the IoT are dependent on data, the uptake of both will be 

dependent on the data framework33. 

Competition  

There have been many developments in the field of competition law of importance for the 

regulation of big data. The legal principles of competition law stem from a time when the 

digital economy did not even exist yet. It has been widely debated whether the current 

concepts of competition law policy are sufficient tools to regulate emerging technologies or 

whether new tools are needed. Currently, there is still a lot of legal uncertainty in relation to 

the practical implementation of competition law related to the data economy due to its lack 

of precedents. Concepts of among others the consumer welfare standard, the market 

definition and the manner in which market power is measured needs to be adapted or refined 

in order to keep up with the digital economy (European Commission, Report - Competition 

policy for the Digital Era,34). The question of whether big tech must be broken up has been 

imposed very often in competition policy. Facebook is currently under investigation of the US 

Federal trade Commission for potentially harming competition and FTC Chairman Joe Simons 

has stated in an interview with Bloomsberg that he is prepared to undo past mergers if this is 

deemed necessary to restore competition (Bloomsberg, 2019). However, there are no 

precedents on breaking up big tech firms and knowledge on how to do this if considered 

desirable currently lacks (Doctorow, 2019). The project DataBench has the overarching goal 

in creating a benchmarking process which is designed to help European organizations 

developing big data benchmaking tools to strive for excellence and to improve their 

performance, through analyzing their technology development against parameters of high 

business relevance. The overall aim of DataBench35 is to investigate the current big data 

benchmarking tools and projects currently in operation, and to identify the main gaps and 

provide metrics to compare the outcomes that result from those tools. The most relevant 

objective the projects cites regarding the BDVe is through their goal working closely with the 

BDVA to build a consensus and reach out to key industrial communities, this way, the project 

can ensure that benchmarking deals with the actual needs and problems. Due to rules that 

                                                      
33 See also the recent DataBench recommedations: https://www.databench.eu/the-project/ 

34 Available at https://ec.europa.eu/competition/publications/reports/kd0419345enn.pdf 

35 https://www.databench.eu/ 
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the GDPR, the new copyright rules on content monitoring and potential rules on terrorist 

content monitoring36 impose with the complexity of tasks and costs that come along, big tech 

companies have become the only ones suited to take up these tasks efficiently. As of this 

moment, there is no established consensus yet in this respect.  

 

Since the publication of the last deliverable, several competition authorities have been active 

with competition law in enforcement regarding big tech. For instance, the EC has started a 

formal investigation into Amazon whether they are using sales data (which becomes available 

as a result of using the platform) to compete unfairly (FD, 2019).  Also, several national 

competition authorities have taken action to tackle market failures causing privacy issues by 

using instruments of competition law.37 For example, on the 7th of February 2019, the German 

Bundeskartellamt prohibited Facebook from abusing its dominant position (art. 102 TFEU) by 

using exploitative terms and conditions for their services. The exploitative abuse consisted of 

making use user data which was obtained in breach with the principles of EU data protection 

law. The Bundeskartellamt used the standards of EU data protection law as a qualitative 

parameter to examine whether had abused its dominant position. The European Data 

Protection Board (EDPB) also gave a statement that where a significant merger is assessed in 

the technology sector, longer-term implications of the protection of economic interests, data 

protection and consumer rights have to be taken into account. The interaction between 

competition law and the GDPR are unclear and it seems like we are experiencing a merger of 

the of the regimes.  

 

It has been considered that if substantive principles of data protection and consumer law are 

integrated in competition law analysis, the ability of competition authorities to tackle new 

forms of commercial conduct will be strengthened. If a more consistent approach in the 

application and enforcement of the regimes is pursued, novel rules will only be necessary 

where actual legal gaps occur (Graef, I., Clifford, D, and Valce, P, 2018). It has also been argued 

by authors that, even though there are shared similarities between the regimes of 

competition law, consumer protection law and data protection law because all aim to protect 

the welfare of individuals, competition law is not the suitable instrument to tackle these 

                                                      
36 The European Parliament voted in favour on a proposal to tackle misuse of internet hosting services for terrorist 

purposes in April. https://www.europarl.europa.eu/news/en/press-room/20190410IPR37571/terrorist-content-online-

should-be-removed-within-one-hour-says-ep 

37 For instance, the Bundeskartellamt used European data protection provisions as a standard for examining exploitative 

abuse; 

(https://www.bundeskartellamt.de/SharedDocs/Meldung/EN/Pressemitteilungen/2019/07_02_2019_Facebook.html) ;  

 

https://www.europarl.europa.eu/news/en/press-room/20190410IPR37571/terrorist-content-online-should-be-removed-within-one-hour-says-ep
https://www.europarl.europa.eu/news/en/press-room/20190410IPR37571/terrorist-content-online-should-be-removed-within-one-hour-says-ep
https://www.bundeskartellamt.de/SharedDocs/Meldung/EN/Pressemitteilungen/2019/07_02_2019_Facebook.html
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market failures (Ohlhausen and Okuliar, 2015),38 because each regime pursues different 

objectives.39 Currently, the struggle of National Competition Authorities (NCAs) with tackling 

the market failures in the digital economy creates uncertainties about how the different 

regimes interact and this creates legal uncertainty for firms.  

Competition authorities have been very prominent players in the regulation of data. The lack 

of precedent creates a lot of uncertainty for companies. The next section will discuss how 

data sharing and access, interoperability and standards play role in this. 

 

Most important points 

▪ Due to the lack of precedent, there is a lot of uncertainty on how the principles of 
competition law should be applied with regards to the digital economy.  

▪ The question whether big tech has to be broken up still remains relevant. Consensus has 
not been established yet in this respect. 

▪ Recently, several jurisdictions have used instruments of competition law have been used 
to tackle privacy issues. 

Methodology and activities 

The content of this section was based on desk research, however, influence was drawn from the 
4th European Technology Assessment Conference held in Bratislava during November. The 
conference's aim was to evaluate how technology assessment, as well as avenues such as science 
and technology studies, responsible research and innovation, public engagement, and foresight 
can contribute to knowledge-based policymaking on science, technology and innovation, to 
critically engage with policymakers and various other stakeholders. 

 

Data sharing and accessibility  

Data is a key resource for economic growth and societal progress, but its full potential cannot 

be reaped when data remains analyzed in silos (EC COM/2017/09). More industries are 

becoming digitized and will be more reliant on data as input factor. There is need for a 

structure within the data market that allows for more collaboration between parties with 

respect to data. Data access, interoperability and portability are of major importance to foster 

this desired collaboration. In this respect, data integrity and standardization are reoccurring 

issues. Accessibility and re-use of data is becoming more common in several industries, sector 

specific interpretations of the concept could have spillover effects across the data economy. 

There is need for governance and regulation to support collaborative practices. Currently, 

data flows are captured by data sharing agreements.  

 

                                                      
38 Geoffrey A. Manne & R. Ben Sperry, The Problems and Perils of Bootstrapping Privacy and Data into an Antitrust 

Framework, 2 CPI ANTITRUST CHRON. 1 (2015); Giuseppe Colangelo & Mariateresa Maggiolino, Data Protection in 

Attention Markets: Protecting Privacy through Competition?, 8 J. EUR. COMPETITION L. PRAC. 363 (2017). 

39 Botta and Wiedemann, The Interaction of EU Competition, Consumer and Data Protection law in the Digital Economy: 

The Regulatory Dilemma in the Facebook Odyssey, The Antitrust Bulletin, 2019, Vol. 64 (3), 428-446 
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The complexity of data flows, due to the number of involved actors, the different sources and 

algorithms used, makes issues complex for the parties involved. The terms in data sharing 

agreements are often rather restrictive in the sense that only limited access of provided. This 

is not ideal, as the restriction in one part of the value chain can have an effect on other parts 

in the data cycle. Access to data is mainly restricted on the basis of commercial 

considerations. An interviewee suggested that the main reason that full data access is 

restricted is because it allows the holder of the entire dataset to control its position on the 

relevant market, not because of the potential value that lies in the dataset.40  Parties are often 

not aware of the importance of having full access to the data that is produced by their assets, 

resulting in accepting such unfavorable contractual clauses. He also suggested however that 

the real value creation does not lie in the data itself, but in the manner in which it is processed, 

for instance by combination and matchmaking of datasets. In addition to that, there is lack of 

certainty regarding liability issues in data sharing agreements (Bird & Bird 2017). Data sharing 

obligations are currently being adopted in certain sectors and industries, for instance in the 

transport sector (LeMO 201841), though due to the absence of a comprehensive legal 

framework, these still face numerous limitations. In some cases, the imposition of a data 

sharing obligation might not be necessary as data plays a different role in different market 

sectors. It is worthwhile to monitor how the conditions imposed by the PSI Directive on the 

reuse and access for public sector bodies play out in practice to see whether this could also 

provide as a solution in the private sector (LeMO 2018). 

 

The right to data portability of article 20 GDPR (RtDP) is a mechanism that can facilitate the 

sharing and the re-use of data, but regarding its scope and meaning, many things are still 

unresolved. For instance, a data transfer may be required by the data subject where this is 

considered ‘technically feasible’, though what circumstances are considered to be ‘technically 

feasible’ by the legislator are not clear. Also, there is no clarity on whether the RtDP also 

applies to real-time streams, as it was mainly envisaged in a static setting. There is also a 

strong need for considering the relationship of the right to data portability to IP rights, as it is 

not clear to what extent companies are able to invoke their IP rights on datasets that hold 

data about data subjects.42 The interpretation of these concepts will make a big difference 

with respect to competition, as the right to data portability is the main means for data 

subjects to assay the counteroffers of the competitors of the services they use without the 

risk of losing their data. However, if competition law has to enforce the implementation and 

enforcement of interoperability standards that ensure portability, it will be overburdened in 

the long run.   

                                                      
40 This point has been made by an interview with ONYX InSight (which will be published as a part of the BDVe policy blog 
series) 

41 https://lemo-h2020.eu/ 

42 See https://www.big-data-value.eu/spill-overs-in-data-governance/  

https://www.big-data-value.eu/spill-overs-in-data-governance/
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The sharing and re-use of data requires that effective standards are set across the relevant 

industry. Currently, the standardization process is left to the market, but the efficient 

standards still lack, and this slows down data flow. Setting efficient standards will smoothen 

the process of data sharing and therefore also encourage it. Each market has its own 

dynamics, so the significance of data and data access will also be market dependent. In the 

standardization process, it needs to be taken into account that a standard in one market might 

not work in another. Guidance is needed on the creation of standards to provide more legal 

certainty. If this process is left to the market alone, this can result in market failures or 

standards that raise rivals' costs. The role of experts in the standardization process is crucial, 

as a deep understanding of the technology will lead to better standards. In addition to that, 

due to the multidisciplinary nature of many emerging technologies, the regulator should not 

address the issue through silos of law, but have a holistic approach and work in regulatory 

teams consisting of regulatory experts that have knowledge of the fields relevant in setting 

the standard.43 

 

Data access, interoperability, sharing and standards are important enabling factors for the 

data economy. The manner in which the data economy will be shaped will have an impact on 

commerce, consumers and their online privacy. The next section discusses these three points. 

 

Most important points 

▪ The benefits of data cannot be reaped when remained in silos. Data access, 
interoperability and sharing are important to foster collaboration.  

▪ The importance of data differs per market. 
▪ Data sharing agreements can restrict the data value chain. Data access can also be used as 

a means to control the data value chain.  
▪ The Right to Data Portability (art. 20 GDPR) can facilitate data sharing and reuse, but a lot 

still remains unclear about the application of this provision in practice.  
▪ Involvement from an EU level is needed in standardization processes to provide more 

legal certainty. Involvement of experts, a multi-disciplinary and a holistic approach are key 
here. 

Methodology and activities 

The content of this section is based on the interview conducted with Bruce Hall and Samuel 
Wharton from Onyx Insight, the interview conducted with Michal Gal and the blog written by Inge 
Graef. The LeMO deliverable (2018), which was also presented during the panel session Policy for 
data: an overview of regulatory challenges during the Big Data Value meetup in Riga (May 26th, 

2019) by Julien Debussche provided important insights for this section as well. 

 

                                                      
43 https://www.big-data-value.eu/michals-view-on-big-data/ 

https://www.big-data-value.eu/michals-view-on-big-data/
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Consumers, e-Commerce and e-Privacy 

In January 2018, the Payment Services Directive (PSD2) became applicable. This Directive will 

make electronic payments cheaper, easier and safer.  On 11 April 2018, the EC adopted the 

‘New Deal for Consumers’ package. This proposal provides for more transparency in online 

marketplaces and extends the protection of consumers in respect of digital services, as they 

do not pay with money, but with their personal data. The new geo-blocking regulation that 

entered into force will prohibit the automatic redirecting and blocking of access, the 

imposition of different general conditions to goods and services, and payment transactions 

on the basis of the consumer’s nationality. Furthermore, the EU has been working on the 

revision of the CPC regulation on consumer protection (Regulation (EC) 2017/2394). It is 

expected to enter into force in the 17th of January 2020. The new rules for VAT for the online 

sales of goods and services will enter into force in 2021.  The Digital Services Act is a piece of 

legislation which is planned to tear up the 20 year old e-Commerce Directive; it also targets 

Internet Service Providers (ISPs) and cloud services. It will (likely) contain rules on 

transparency for political advertising and force big tech platforms to subject their algorithms 

for regulatory scrutiny (Khan, Murgia, 2019). In the Communication on online platforms 

(Communication (2016) 288), the EC formulated principles for online platforms. These are 

about creating a level playing field, responsible behavior that protect core values, 

transparency and fairness for maintaining user trust and safeguarding innovation and open 

and non-discriminatory markets within a data driven economy. Following this 

Communication, on the 12th of June 2020, the Regulation on platform-to-business relations 

(Regulation (EU) 2019/1150) will become applicable. The objective is to ensure a fair, 

predictable, sustainable and trusted online business environment within the internal market. 

Due to the scale and effects of platforms, this measure is taken at an EU level instead of 

Member State level. It applies to online intermediation services, business users and corporate 

website users and it applies as soon as the business user or the corporate website user has 

an establishment within the EU. It sets requirements for the terms and conditions, imposes 

transparency requirements and offers redress opportunities. 

  

The EDPS has stressed the urgency for new E-privacy laws (Butarelli, 2018) and since the 

publication of the previous deliverable in 2017, the e-Privacy Directive has been under review. 

Several governments and institutions have expressed their opinion on its current new draft. 

For example, the German government has stated that they do not support the current draft 

version as it does not achieve the objective of guaranteeing a higher level of protection than 

the GDPR (Senger, Detmering, and Schonhofen, 2019) and the Dutch DPA has stated Cookie 

Walls do not comply with EU data protection laws (Autoriteit Persoonsgegevens, 2019). 

Furthermore, this October, the CJEU gave its decision in the Planet49 case (C-673/17, 

ECLI:EU:C:2019:801) which stated that the consent which a website user must give for the 

storage of and access to cookies is not valid if this consent is given by means of a pre-checked 

checkbox. Also, information that the service provider to the user must give must include the 
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duration of the operation of cookies and whether or not third parties may have access to 

these cookies. This judgement will have a big impact on the field of E-privacy and on big data 

in general as well, as a lot of the data that ‘forms part of big data’ was gathered and processed 

by on the basis of pre-clicked consent-box cookies. Thus, this judgement will have change how 

data should be processed from now on44. In extension thereof, the case Orange Romania (C-

61/19) is currently pending at the CJEU for a preliminary ruling on what conditions must be 

fulfilled in order for consent to be freely given. 

 

Consumer data plays an important role in the big data landscape. This section addressed 

consumer protection, e-commerce and e-privacy. Part II provided an update of the previous 

policy special and gave an overview of the current regulatory landscape. It addressed the 

foundations of data governance, intellectual property and the data economy, thereby also 

revealing the uncertainties and unclarities that these frameworks face in the light of big data. 

The next part, part III, will provide an action plan regarding policy for data. 

 

Most important points 

▪ Several legal regimes have been implemented to regulate online marketplaces. 
▪ The E-Privacy Regulation is still under revision.  
▪ The Planet49 Judgement (C-673/17) is likely to have a big impact on how consent is 

interpreted and on how data should be processed from now on. 
Methodology and activities 

The content of this section is based on desk research. 

 

 

 

 

 

 

 

 

 

 

 

                                                      
44 See https://pdpecho.com/2019/10/03/planet49-cjeu-judgment-brings-some-cookie-consent-certainty-to-planet-online-

tracking/ 

https://pdpecho.com/2019/10/03/planet49-cjeu-judgment-brings-some-cookie-consent-certainty-to-planet-online-tracking/
https://pdpecho.com/2019/10/03/planet49-cjeu-judgment-brings-some-cookie-consent-certainty-to-planet-online-tracking/
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Summary  

In this policy special, some of the main challenges and developments have been addressed 
concerning the regulatory developments evolving around (big) data. Where across the board, 
the main development in Europe would be the GDPR, we have tried to show that many other 
regulatory reforms have taken place over the last years; regulations that, similar to the GDPR, 
affect the data ecosystem. In areas such as competition, IP, data retention, geographical data 
’sovereignty’ and accessibility, the shaping of data markets, cybersecurity and tensions 
between public-and private data, to name a few,  we have aimed to  summarize the plurality 
of regulatory reform and, where possible, how they intersect or interplay.  Moreover, besides 
the novel proposals and developments form the regulator, we have also seen the first effects 
of the GDPR coming into force in the form of first fines handed out to companies and local 
governments45, we have seen other major court decision that will have a profound effect in 
the data landscape (the Planet49 decision on cookie regulation, for example).   

 

To summarize our findings, the challenging part about regulating data is its changing nature, 

meaning and value.  There is a need for more research on how to shape data governance 

models and how to implement them. The GDPR is often regarded by companies as a 

hindrance for innovation, but privacy and data protection can also be regarded as an asset. 

The implementation of privacy preserving technologies (PPTs) can help to bridge this gap, but 

there exists a gap with the implementation of them in practice. Anonymization and 

pseudonymization are often used as a means to comply with the GDPR.  In practice, datasets 

are likely to consist of both personal and non-personal data. This creates difficulties in 

applying the application of both the GDPR and the FFoD to big data. The regulatory rivalry of 

the GDPR and FFoD is likely to be exploited. Clarity on parallel- or subsequent application of 

the GDPR and the FFoD is needed. Regarding the security of data, several strategies have been 

implemented at EU level to tackle cybersecurity issues. The nature of cybersecurity challenges 

makes it difficult to tackle them. Looking ahead, cybersecurity plays a key role in the 

development of AI and such is a key condition for AI to shape. Another key condition for big 

data and AI is the use of public sector data. Use of public sector information will be challenging 

due to challenges related to data governance, for instance ensuring interoperability. Where 

public sector information holds personal data, the PSI will face difficulties in the interaction 

with the GDPR. Public sectors bodies can prevent the reuse of content of a database by 

invoking the sui generis database right of the Database Directive. The interaction between 

the PSI Directive, the GDPR and the Database Directive are not clear yet where it regards data 

portability requirements. In a big data context, it is remains uncertain which pieces of data 

enjoy copyright protection under the current regime and connected to this, the allocation of 

rights for AI generated works remains unclear. 

                                                      
45 See for instance enforcementtracker.com where all fines under the GDRP are being tracked 
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A key debate that has been running for a while is that of ownership of data. There is currently 

no particular framework that regulates the ownership of data, but there is a general 

consensus that establishing a data ownership right is not desirable (at least, at the moment 

of writing). At the same time, lack of a clear regulatory regime creates high levels of 

uncertainty for the players involved. The fact that no legal form of ownership exists, does not 

prevent a de facto form of ownership from arising. This latter point relates to the competitive 

quality of big data, also in relation to network effects; the more data the better or easier the 

solutions and the potential market share, in many cases (winner-takes-all logic of big data). 

Due to the lack of precedent, there is a lot of uncertainty on how the principles of competition 

law should be applied with regards to the digital economy. The question whether big tech has 

to be broken up still remains relevant. Consensus has not been established yet in this respect. 

Recently, several jurisdictions have used instruments of competition law have been used to 

tackle privacy issues. On the other hand, when breaking up leads to an increase of data silos, 

we might move in the wrong direction. The benefits of data cannot be reaped when remained 

in silos. Data access, interoperability and sharing are important to foster collaboration, while 

data sharing agreements can restrict the data value chain. in other words, data access can 

also be used as a tool to exercise market power (data lock-in models, data monopolies). In 

regard to personal data, there are some remedies to break the silos; the Right to Data 

Portability (art. 20 GDPR) can facilitate data sharing and reuse, but a lot still remains unclear 

about the application of this provision in practice. Involvement from an EU level is needed in 

standardization processes to provide more legal certainty. Involvement of experts, a multi-

disciplinary and a holistic approach are key here. In terms of how regulation is affecting the 

formation of data markets, several legal regimes have been implemented to regulate online 

marketplaces. The E-Privacy Regulation is still under revision, while the recent the Planet49 

Judgement (C-673/17) is likely to have a big impact on how consent is interpreted and on how 

data should be processed from now on in online marketplaces in which personal data and 

online behavioral advertising is being conducted. 
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PART III  RECOMMENDED ACTION PLAN REGARDING 

POLICY4DATA 

How to stimulate a value-driven data ecosystem 

From the debates and developments in data regulation as described in part II, it becomes 

evident that the landscape of data regulation is complex in and full development46. Besides 

legislation to enforce data protection while simultaneously foster data driven innovation, 

there are several developments in other areas of ‘regulatory force’ (see Lessig, section II 

introduction). For one self-regulation by industry in the form of certifications and standards 

is in full development in several areas such as privacy in big data sets, anonymization, but also 

agreements on data principles to make them more accessible and sharable via for instance 

FACT/FAIR principles47.  Moreover, there are technical developments that aim to either curb 

or entirely change the logic of (personal) data sharing and data accessibility, such as Multi-

Party Computation (MPC48) and the use of synthetic datasets49, or more generally the 

development and uptake of privacy-preserving technologies, which now is now legally 

grounded as well (via so-called privacy-by-design and privacy-by-default demands in the 

GDPR). As referenced earlier in this section, the use of PPTs are still in their infancy, with the 

main contributing factors to their slow implementation hedging around societal, legal, 

economic and technical challenges. However, this resistance should not blur the reader in 

understanding the PPTs are of paramount importance in the efforts to bridge the gap 

between the objectives of big data and privacy.  The first big step towards this change relates 

to a much-needed culture shift to enable to uptake of PPTs. To achieve this, the education of 

individuals and general increased levels of awareness can provide the foundations to 

successful implementation. Due to the various cultural identities within the EU member 

states, the process of harmonization will fall upon the shoulders of the EU, to find an adequate 

solution that can be applied and fostered between all of its members concerning PPTs.  

 

Continuing with this theme of varying identities, a challenge posited regarding the privacy of 

data has taken root within the intellectual property field. The PSI Directive, although intended 

to contribute to the growth of the EU economy, as well as the uptake of AI, has fallen upon a 

stumbling block. Having a set standard between all the EU member states, which in turn 

affects the interoperability of the data set, is something that still alludes this arena. As briefly 

                                                      
46 See also 

https://static1.squarespace.com/static/59f9cdc2692ebebde4c43010/t/5d92fe113cccc3341be308db/1569914391105/2019

0930_D4.1_Report+on+the+characterization+of+the+barriers+and+limitation-final.pdf 

47 https://www.thedigitalsociety.info/about/data-principles/ 

48 See Timan, T. & Z. Á. Mann  (eds) (2019) “Data protection in the era of artificial intelligence. Trends, existing solutions 

and recommendations for  privacy-preserving technologies”, October 2019. BDVA. 

49 See for instance a recent successful start-up in this: https://mostly.ai/ 

https://static1.squarespace.com/static/59f9cdc2692ebebde4c43010/t/5d92fe113cccc3341be308db/1569914391105/20190930_D4.1_Report+on+the+characterization+of+the+barriers+and+limitation-final.pdf
https://static1.squarespace.com/static/59f9cdc2692ebebde4c43010/t/5d92fe113cccc3341be308db/1569914391105/20190930_D4.1_Report+on+the+characterization+of+the+barriers+and+limitation-final.pdf
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mentioned in the previous chapters, the licenses to use the data can vary between the 

member states, meaning that there are no clear-cut universal standards between the 

member states. Creating one singular standard is vitally important, as this will allow all 

member states to hold one another equally accountable, as well as any disingenuous 

shortcuts being unavailable in the use and curation of the data.  The Policy4Data Policy Brief 

drawn up by the BDVe has conjured a clear pathway in how to move forward to ensure that 

these challenges described throughout this paper can be critically addressed. The overarching 

argument provided is that regulating big data is the main challenge, and that the solutions to 

address this revolve around a data governance taxonomy, tools for automated compliance, a 

data asset marketplace, and a roadmap for using big data for policymaking. It is of critical 

importance that there must be a community-led motion to support the integration and 

interoperability of databases, as well as to support work on the adoption of privacy-

preserving technologies for big data and AI, as well as promoting regulatory automation. The 

authors highlight several key recommendations in order to combat the regulatory issues, 

which will be concisely summarized below. 

 

• KR1: Support the integration and interoperability of public administration 

databases 

 

Due to governments continuously collecting and storing increased levels of data, the 

management of this is imperative to ensure the effective use of this resource. There is a need 

to create safeguards that balance the need for data integration with that of the protection of 

the data. 

 

• KR2: Support development of data markets and provide guidance on their effective 

use 

 

Support should be provided regarding the creation of open data initiatives from different 

governments across the globe. Empowering these institutions will support their effectiveness 

in being able to utilize these tools, as well as closing the regulatory gap between governments. 

In order to achieve this goal, it must be clear as to who the relevant stakeholders are in this 

process who are able to create the action plan at a national level. However, as different 

organizations all have diverging internal structures, one universal plan to determine who 

these key stakeholders are cannot be provided. As a result, responsibility must be placed upon 

each organization to determine their relevant stakeholders. A major point addressed by the 

Policy4Data paper surrounded how to correctly implement a Data Asset Marketplace (DAM). 

This, however, requires new architectures, technologies and concepts that will drive this data 

economy through correctly appropriating sellers to buyers, and providing the correct privacy 

as well as quality. 
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• KR3: Support work on the adoption of privacy-preserving technologies for big data 

and AI 

 

As it stands today, there is a vast difference between the US and the EU in how these two 

entities handle data and data protection in general. Policies must be generated to shorten the 

gap between the EU and US approaches regarding privacy and competition law, which could 

help eradicate the barriers currently in place concerning PPTs. 

 

• KR4: Promote data-driven policymaking and regulatory automation 

 

Formulating policies through a method that would transform them into contractual terms, 

such as smart contracts, could increase the transparency and understanding of the policies 

for users who are not traditionally accustomed to this level of technology. The creation of 

these methods that will be responsible for the modelling the storing of these policies is an 

important next step, as the end goal would be for the automatic sharing, access to and 

transfer of this data to the relevant privacy policies. An invaluable method concerning the 

regulation of data relates to the aspect of supply and demand. There needs to be appropriate 

access to data and data marketplaces in order to allow data-driven activity to thrive. To allow 

this access, measures need to be implemented to ensure the education of stakeholders on 

what exactly open and big data is, the value that can be generated from a data marketplace, 

and to provide them with the tools necessary to allow a more transparent system in the 

sharing of information. 

 

The legality factors concerning barriers of privacy preserving technologies have contributed 

to the Policy4Data paper generating the following recommendations. Policies should be 

created that specifically target the differing US and EU approaches in order to bridge that gap. 

Currently, US companies that handle data of EU citizens need to comply with GDPR and align 

US and EU approaches to the right of data protection, the US approach remains quite 

different. To tackle this, recommendations include creating a common denominator revolving 

around increasing the security of data input. It is important to set out sector specific policies 

regarding this handling of sensitive data. This is because within sectors, there is a clear range 

in how data can be useful. The example given Policy4Data highlights the healthcare sector, 

where on one side, some professionals see strict privacy preservation as negatively impacting 

their research, but at the opposite end, others are averse to share data in case of privacy 

implications on their patients that could occur in the future. 

 

In summary, this section has sought to highlight the main recommendations provided by the 

Policy4Data policy brief and the PPT position paper regarding the regulation of data. To briefly 

summarize, the education of individuals to change the culture shift is an important step 

towards the incorporation of universal standards regarding regulation. To further enrich the 
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abilities of European organizations to utilize this data, data markets and a data governance 

taxonomy are vital cogs towards the incorporation of universal standards. The question of 

how these regulatory problems will affect the implementation of AI within Europe is the next 

logical question that will addressed in this deliverable. With AI requiring massive amounts of 

data to create sophisticated intelligence, how will this lack of data that is apparent within the 

European spectrum impact the progress of AI? 

 

Looking ahead: from ethics to regulation of AI  

The importance of the role of the EU in regulating data cannot be emphasized enough. In 

November of 2019, for example, the German chancellor called upon the EU reclaim digital 

sovereignty50. What this entails exactly can be far-ranging, against the backdrop of increasing 

data leak scandals in the US51 and ever-growing evidence of societal interference through 

digital platforms by foreign powers makes the call to rethink Europe’s digital development 

and (in)dependencies clear and timely. Yet, data in itself, as we have seen in the above section 

is a slippery thing to capture and control. Especially because that is ‘everything’, yet without 

the proper infrastructure, expertise, skills and understanding of its use, also nothing. To 

regulate data is to regulate its conditions, its actors: its accessibility and its shareability, to 

name a mere few important data properties. In recent debates, and hypes around Artificial 

Intelligence, often the debate around the foundations of AI, namely data, are being 

overlooked. In order for AI to have any success, but also in order for AI to become transparent, 

explainable and auditable where needed, we need to make sure the data management 

behind AI is of the highest quality standards in relation to the application domain. Besides the 

challenges between data regulation and AI, which needs much research in the near future,  

we also need to better understand the opportunities of data-driven and AI-driven innovation 

in the various sectors. Moreover, data requirements can vary greatly from application to 

application. The development of data- and AI standards goes hand in hand with proper 

stakeholder involvement, not only contracts but also in the process of revising and/or creating 

legislation. Another point of attention is also to separate the hype from the actual added 

value: to make a distinction between when Big Data and AI application are necessary and 

when they are not. This also means we need much more investment and development in the  

education of people working with data (a point  made by Bruce Hall example, who states that 

in many a workplace , there is a lack of people actually being able to understand what certain 

                                                      
50 See https://www.ft.com/content/2762d7dc-0607-11ea-a984-fbbacad9e7dd  

51 https://www.theguardian.com/technology/2019/nov/12/google-medical-data-project-nightingale-secret-transfer-us-

health-information 

 

https://www.ft.com/content/2762d7dc-0607-11ea-a984-fbbacad9e7dd
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things imply where it concerns data52), but also education of the general public on the basics 

of AI. In terms of regulation, we might not need to panic in the face of AI and go for a complete 

overhaul, rather we need a more holistic regulatory approach. Sometimes regulatory 

spillovers or the perceived gap does not really exist, but we just have to look beyond your 

own regime. Alternatively, if you do approach data-and AI regulation holistically we might 

find where there are actually gaps in the existing regulatory framework53. One of the 

challenges is that AI regulation might -and needs to- rely heavily on data regulation, yet data 

regulation is highly complex. This is both a strategic problem for Europe and a practical 

problematic: people, institutions, governments and companies might increasingly need and 

want, data for AI and both will affect each other technically, socially, but also regulatory. At 

the moment there is an enormous disconnect between regulating AI (because it is mainly 

ethical frameworks) and concrete data regulation. The latter seems to be largely ignored in 

the AI – ethics discussion, GDPR Article 2254 being perhaps the only exception. In the next 

section we look at who and how potential AI harms and risks are being dealt with, which is 

for the moment is a debate that mainly takes place in ethics. 

In a recent speech55, Margrethe Vestager, Executive Vice-President of the European 

Commission for a Europe fit for the Digital Age, highlighted how in the last five years, she has 

seen how enforcing competition laws can make markets work for people, and not the other 

way around. Fair competition is vitally important to prepare our economy for the challenges 

ahead, and that a strategy needs to be devised for Europe’s industrial future that is based on 

what makes Europe strong. Regarding specific sectors, Executive Vice-President Vestager 

claims that for our industrial strategy, this must support the heart of the European economy, 

small and medium enterprises, who account for more than half of Europe’s business income, 

as well as employing two-thirds of people working. 

As we venture deeper into the digital age, the right laws need to be enforced to give people 

assurances in the digital transformation. The laws should serve citizens and respect our 

fundamental values, in particular, trust, humanity and fairness. Regarding trust, Executive 

Vice-President Vestager has stated the plans to work on a digital services act, which includes 

upgrading our liability and safety rules on digital platforms, services and products. When 

referring to humanity, the main point advocated is the need to regulate AI so it is used 

ethically, to support human decision making and not to undermine it. 

 

                                                      
52 This  point is made by the decode project recently: one step forwards is to make code and algorithms understandable 

and explainable for all, not just for computer scientists, see decode zenroom as an example, see https://zenroom.org/. 

53 See https://www.eff.org/deeplinks/2019/11/altinteroperabilityadversarial 

54 This is the only article in the GDRP that deals with forms of Automated Decoronating, and such is cannot be projected on 

AI general, but on specific application and techniques that fall under AI. 

55 https://multimedia.europarl.europa.eu/en/hearing-of-margrethe-vestager-executive-vice-president-designate-europe-

fit-for-the-digital-age-opening-statement-bymargrethe-vestager_I178158-V_v 

https://www.eff.org/deeplinks/2019/11/altinteroperabilityadversarial
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Initiatives on AI regulation via ethics 
Because of the challenges faced with the uptake of AI, several initiatives have been taken at 

a global, Union and national level. This sections briefly discusses some of them.  

 

On a global level, the UN, the OECD and recently also the UNESCO have engaged in the 

formation of high-level AI principles, closely linked to human rights and international law. 

UN. In the Agenda for Sustainable Development Goals for 2030, the UN addresses the 

opportunities that AI brings about for achieving these goals. In the road towards achieving 

these goals, they mention two main bottlenecks, which are the problems of data accessibility 

and the chronic shortage of talents able for AI.56  

OECD. The Organization for Economic Co-operation and Development (OECD) has put forward 

principles on AI which were adopted by the OECD 42 countries (including the member 

countries) in May 2019. Their recommendations are not legally binding but are highly 

influential. The five principles that they recommend are value-based. For the responsible 

stewardship of trustworthy AI, they recommend that:57  

• AI should benefit people and the planet by driving inclusive growth, sustainability and well-

being  

• AI has to be designed such that it respects the rule of law, human rights, democratic values 

and diversity, and include appropriate safeguards to ensure a fair and just society 

• AI has to be transparent and responsible such that people understand AI-based outcomes and 

can challenge them  

• AI should be robust, secure and safe throughout their lifecycles and risks should be continually 

assessed and managed  

• The organizations or individuals designing, developing or deploying AI should be held 

accountable for the functioning of AI systems in line with these principles 

In addition to these principles, they have formulated several policy recommendations for 

governments:  

• Facilitate public and private investment in research and development to spur innovation  

• Create digital infrastructures and technologies that allow to share data and knowledge for 

accessible AI ecosystems 

• Ensure an open policy environment to open up the deployment of trustworthy AI systems  

• Support and empower both people and workers with skills for AI for a fair transition  

                                                      
56 

https://www.undp.org/content/undp/en/home/blog/2019/Using_AI_to_help_achieve_Sustainable_Development_Goals.h

tml (consulted on 18-10-2019) and https://www.un.org/sustainabledevelopment/sustainable-development-goals/ 

57 https://www.oecd.org/going-digital/ai/principles/ and OECD/Legal/0449  Recommendation of the Council on AI  
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• Cooperate across borders and sectors to progress on responsible stewardship of trustworthy 

AI  

 

The UNESCO58 has been concerned with promoting human centric AI, mainly by promoting 

gender equality in AI by addressing gender divides in digital skills. Their publication "I'd blush 

if I could' addresses persistence and severity of the gender gap in digital skills. It provides a 

rationale for intervention and gives recommendations on how women and girls can develop 

stronger digital skills. It contains two think pieces as well, which find that countries with higher 

gender equality have the lowest proportions of women pursuing degrees in computer science 

and related subjects and examines how voice assistants that are projected as young women 

perpetuate harmful gender biases. 

 

On a European level many, sometimes competing or at least comparable initiatives have been 

developing guidelines and principles on the development and implementation of AI. To list a 

few:  

The European Association for Artificial Intelligence, EURAI, is a representative body for the 

European AI community to promote the study, research and application of AI.   The Council 

of Europe set up an Ad Hoc Committee on Artificial Intelligence, CAHAI, on September 11th 

2019. The purpose of CAHAI is to consider the feasibility and the potential elements of a legal 

framework for the development, design and application of AI.59 The Confederation of 

Laboratories for Artificial Intelligence Research in Europe, CLAIRE60 is an initiative by the 

European AI community that seeks to strengthen European excellence in AI research and 

innovation. The CLAIRE initiative also aims to ensure that Europe does not fall behind the in 

‘battle for AI’. CLAIRE facilitates is a central facility that provides an infrastructure and fosters 

exchange of ideas and expertise. CLAIRE will focus upon trustworthy AI that augments human 

intelligence rather than replacing it, thus benefiting the European population. Additionally, it 

will work with key stakeholders to find mechanisms for citizen engagement, industry and 

public sector collaboration and innovation-driven startup and scale-up. 

The Humane AI project61 aims to create the foundation blocks for scientific and technological 

breakthroughs that are needed to shape the ongoing AI revolution. The focus of the project 

is on human-centered AI, with a strong emphasis on ethics, values by design, and appropriate 

consideration and related legal and social issues, with the end-goal being centered around 

                                                      
58 See: https://en.unesco.org/artificial-intelligence 

59 https://www.coe.int/en/web/artificial-intelligence/-/the-council-of-europe-established-an-ad-hoc-committee-on-

artificial-intelligence-cahai 

60 https://claire-ai.org/  

61 https://www.humane-ai.eu/about-project/ 

 

https://www.coe.int/en/web/artificial-intelligence/-/the-council-of-europe-established-an-ad-hoc-committee-on-artificial-intelligence-cahai
https://www.coe.int/en/web/artificial-intelligence/-/the-council-of-europe-established-an-ad-hoc-committee-on-artificial-intelligence-cahai
https://claire-ai.org/
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producing a roadmap based on recommendations from policy and research papers. Thus far, 

the project has released two deliverables, with the overarching title of ’Toward AI Systems 

that Augment and Empower Humans by Understanding Us, our Society and the World Around 

Us’, with one specifically focusing upon humane AI ethical frameworks 62. This paper presents 

principles that can build the foundations for responsible AI, namely adaptability, 

responsibility and transparency. Additionally, the deliverable discusses how these principles 

can be integrated into a system development cycle.  

The AI4EU project63 was launched in January 2019, with the overarching goal to build the first 

European Artificial Intelligence On-Demand Platform and Ecosystem with the support the 

European Commission under the H2020 program. To facilitate achieving this goal the project 

has developed numerous activities, such as, creating a European eco system for all 8 countries 

to enable cooperation for all European actors in artificial intelligence.  The designing of a 

European AI on-demand platform to support this ecosystem, and to share AI resources 

produced in these European projects. Additionally, the funding of SMEs benefitting from AI 

resources available on the platform to create new solutions with AI. 

In June 2018, the European High Level Expert Group on AI, EU AI HLEG, was created by the EC 

by appointing52 experts on artificial intelligence. The experts comprise representatives from 

academia, civil society and the industry. The EU AI HLEG supports the implementation of the 

European Strategy on AI. So far, the EU AI HLEG has put forward the Ethics Guidelines on 

Artificial intelligence and 33 Policy and Investment Recommendations. The EU AI HLEG is also 

the steering group for the EU AI Alliance. This is a forum on which a diverse set of stakeholders 

can interact with the EU AI HLEG by providing their feedback to them, which will in turn feed 

the EC’s policymaking.64 

The AI Public Private Partnership, AI PPP, was enacted in a response to the EC Communication 

of December 2018 on AI.65 The AI PPP is built upon a collaboration by the BDVA and 

euRobotics. The AI PPP will create connectivity across the EU by academia-industry 

collaborations to stimulate the industrial investment and private funding for AI in the EU. It 

will provide as the focal point for AI in the EU. The vision of the AI PPP emphasizes the 

importance of connecting and aligning the key stakeholders in the AI ecosystem. “The Vision 

of the AI Public Private Partnership is to boost European industrial competitiveness and lead 

the world in developing and deploying value-driven trustworthy AI based on European 

fundamental rights, principles and values.” The AI PPP has identified the following challenges 

                                                      

62 https://www.humane-ai.eu/wp-content/uploads/2019/11/D13-HumaneAI-framework-report.pdf 
63 https://www.ai4eu.eu/about-project 

64 https://ec.europa.eu/digital-single-market/en/european-ai-alliance (consulted 18-10-2019)  

65 Communication from the Commission to the European Parliament, the European Council, the Council, the European 

Economic, and Social Committee and the Committee of the Regions - Coordinated Plan on Artificial Intelligence 

(COM(2018) 795 final), 7th December, 2018 

 

https://ec.europa.eu/digital-single-market/en/european-ai-alliance
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for AI: a fragmented research landscape; higher complexity of AI in industry and public 

domain; lack of skill and know-how; uncertainty in AI policy and regulation; achieving societal 

trust in AI; building a Digital Single Market; access to AI infrastructure; technological barriers; 

and the EU private investment environment. Also, the AI PPP recognizes the importance of 

the recommendations that the EU AI HLEG made.  

The first European AI Alliance Assembly 66 marked the one year anniversary of the creation of 

the European AI Alliance platform. Various stakeholders included citizens and policymakers 

came together to discuss the achievements in AI policy, as well as to plan for the future and 

to discuss the economic and societal impacts. The European AI Alliance Assembly engaged 

more than 3000 European citizens and stakeholders to discuss the future of AI within a 

European context. After this meeting in April 2019, the AI HLEG took the input they received 

from the AI Alliance and used this information to finalize its AI policy and investment 

recommendations. Two important milestones were presented, firstly, the policy and 

investment recommendations on AI, and secondly, the launch and piloting process of AI ethics 

guidelines. 

Regarding the AI ethics guidelines 67, the European AI Alliance Assembly created a document 

which stated that AI ethics guidelines constitute that it is vitally important to produce AI 

systems that are actually worthy of trust in the eyes of humans. This is because we as humans, 

will only be truly able to fully experience the benefits if the technology, as well as the 

individuals creating it are trustworthy. There are three components which when combined 

together, are able to create trustworthy AI, these entail it being lawful, ethical and robust. 

The European AI Alliance has a fairly unique characteristic in that it places the European 

citizen at the heart of its project. The development of a trustworthy AI, it is claimed, should 

be the building blocks upon which the EU can build leadership in AI systems68. 

 

On a national level, there are many Member States’ initiatives on developing a national AI 

agenda. The Alliance on Artificial Intelligence, ALLAI is an example of a national initiative on 

AI. This is a Dutch initiative and was set up by the three Dutch members of the EU HLEG on 

AI. Their purpose is to contribute to a balanced and informed debate and raise awareness 

about AI. They aim to bring several stakeholders together for identifying, sharing and 

monitoring the challenges that AI brings about. They provide a central platform for parties to 

share ideas, opportunities and best practices on AI.  

 

 

                                                      
66 https://ec.europa.eu/digital-single-market/en/news/first-european-ai-alliance-assembly 

67 https://ec.europa.eu/futurium/en/ai-alliance-consultation/guidelines#Top 

68 However, for crucial note on high-level expert group on AI ethics, see Veale, M. (2019). A Critical Take on the Policy 

Recommendations of the EU High-Level Expert Group on Artificial Intelligence. European Journal of Risk Regulation. 
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AI regulatory action plans in Europe at the moment 
AI is dependent on data and the availability thereof. AI needs a continuous stream of data, 

generated by machine and the thereto connected devices. It is therefore of crucial 

importance to have a solid framework in place concerning the regulation of data. Without 

this, the uptake of AI will not be successful, and the EU faces the risk of being a consumer of 

AI applications elsewhere. Currently there is no such framework in place. The framework 

should be designed such that it is both competitive and respects human-rights. The EC has 

put forward a European approach towards AI and robotics. The EU AI strategy aims to increase 

public and private investment to €20 billion annually for the upcoming ten years. The 

European Strategy for AI is based upon three pillars (EC Communication (2018) 237), which 

are:  

1. Being ahead of technological development and encouraging the uptake of AI by 

private and public sectors  

2. Prepare for socio-economic changes brought about by AI  

3. Ensure an appropriate ethical and legal framework for AI  

In the EC Communication ‘Maximizing the benefits of AI for the EU’, the EC stated its 

aspiration to ensure that AI technologies are based on values, have a sustainable approach 

and that it benefits individuals and society as a whole. The EU initiative on AI sets out to 

prepare the EU for the socio-economic changes that come along with the uptake of AI. 

Currently the EU is still behind in private investments in AI. After 2020, they EU will step up 

its investments. AI is expected to add value across all domains and have an impact on all 

economic sectors.  Global investment in AI is increasing and the expectation is that worldwide 

spending in digital based AI will reach 79.2$ in 2022. The adoption of AI could add 19% to 

output of the EU economy by 2030 (McKinsey, 2019, 69).  

 

However, with economic benefits, AI technologies will also bring about many social 

implications. Unethical system design, the irresponsible exercise of digital power, hidden 

privatization of decisions about public values and power asymmetries between the 

developers and users of AI being the most influenceable by big data. Moreover, topics such 

as unfairness and bias due to forms of automated decision-making (ADM) have been widely 

recognized and discussed. Bias occurs in different stages of AI; it can occur in the training data 

or in the proxies of the algorithm itself (Hacker, 201870). Fairness in AI is highly dependent on 

the context in which it is used. Even when an algorithm is fair, the system and the process of 

                                                      
69 McKinsey Global Institute. Notes from the AI Frontier, Tackling Europe’s Gap in Digital and AI (2019). Available 

via: https://www.mckinsey.com/featured-insights/artificial-intelligence/tackling-europes-gap-in-digital-and-ai  

70 Hacker, P. (2018). Teaching fairness to artificial intelligence: Existing and novel strategies against algorithmic 

discrimination under EU law. Common Market Law Review, 55(4), 1143-1185. 

 

https://www.mckinsey.com/featured-insights/artificial-intelligence/tackling-europes-gap-in-digital-and-ai
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decision making can still be socially unfair. The concerns about AI and fairness rather stem 

from socio-political concerns related to digitization in general, not so much of the application 

of AI itself71, meaning that understanding the context in which AI systems are implemented 

is crucial when wanting to understand the risks and societal harms. It is therefore important 

that the uptake of AI does not realize these risks. One of the main topics on both data sharing 

and AI within Europe is trust in the technology. On the 15th of April 2018, the EC released a 

communication on AI for Europe in which they put forward an EU approach to AI and about 

one year later, on the 8th of April 2019, the HLEG Guidelines on Trustworthy AI were 

welcomed by the EC. That same day, the EC also published the Communication on Building 

trust in Human-Centric AI, accompanied by a document that gives a definition of AI. This 

definition was further elaborated by the AI HLEG group:  “Artificial intelligence (AI) systems 

are software (and possibly also hardware) systems designed by humans that, given a complex 

goal, act in the physical or digital dimension by perceiving their environment through data 

acquisition, interpreting the collected structured or unstructured data, reasoning on the 

knowledge, or processing the information, derived from this data and deciding the best 

action(s) to take to achieve the given goal. AI systems can either use symbolic rules or learn a 

numeric model, and they can also adapt their behavior by analyzing how the environment is 

affected by their previous actions […] As a scientific discipline, AI includes several approaches 

and techniques, such as machine learning (of which deep learning and reinforcement learning 

are specific examples), machine reasoning (which includes planning, scheduling, knowledge 

representation and reasoning, search, and optimization), and robotics (which includes 

control, perception, sensors and actuators, as well as the integration of all other techniques 

into cyber-physical systems).”  

In order to somehow anticipate on potential harms that stem from AI in general, many 

initiatives as mentioned above have developed ethical guidelines. In April 2019, the EU AI 

HLEG presented their Ethics Guidelines on AI72 to ensure that European values as at heart of 

the development and use of AI. According to these Guidelines, AI has to be lawful, ethical and 

robust in order to be trustworthy. They also put forward seven requirements that AI systems 

have to meet in order to be deemed trustworthy, which are:  

1. Human agency and oversight  

2. Technical robustness and safety  

3. Privacy and data governance  

4. Transparency 

5. Diversity, non-discrimination and fairness  

6. Societal and environmental well-being 

7. Accountability  

                                                      
71 See Grommé, F., & Timan, T., (forthcoming). 

72 https://ec.europa.eu/digital-single-market/en/news/ethics-guidelines-trustworthy-ai 
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In the second half of 2019, the AI HLEG group will run a piloting phase of the ethics guidelines 

and propose a number of sectorial AI ecosystem analysis. In June 2019, the AI HLEG group 

also put forward 33 recommendations on how to strengthen the competitiveness of the EU 

in AI. The recommendations are organized in the following clusters:  

A. Empowering and protecting humans and society 

B. Transforming Europe’s privacy sector by boosting the uptake of AI technology and 

services across the EU, fostering and scaling AI solutions and setting up public-

private partnerships  

C. Using Europe’s public sector as a catalyst of sustainable growth and innovation by 

providing human-centric AI, approaching Government as a Platform, make strategic 

use of public procurement and safeguarding fundamental rights 

D. Ensuring world class research capabilities by developing an EU strategic roadmap, 

increase funding, expand research capacity and build world-class European research 

capacity  

E. Building data and infrastructure for AI by supporting infrastructures across member 

states, developing data management and -sharing initiatives, supporting European 

leadership in the development of an AI infrastructure and developing and supporting 

AI-specific cybersecurity infrastructures 

F. Generating appropriate skills and education for AI by redesigning education systems, 

developing and retaining talent in the higher education system, increasing the 

proportion of women, upskilling and reskilling the current workforce and creating 

stakeholder awareness for skilling policies 

G. Establishing an appropriate governance and regulatory framework by ensuring 

appropriate policy making, evaluating and revising EU laws, considering the need for 

new regulations and whether existing structures are proportionate and effective and 

establishing governance mechanisms for a Single Market for Trustworthy AI. 

H. Raising funding and investment by ensuring adequate funding for these 

recommendations, addressing the investment challenges and enabling an open and 

lucrative investment climate for Trustworthy AI. 

In designing a regulatory framework for AI, it is important to keep the distinction between 

moral and legal responsibility in mind. Currently the two main topics being debated are the 

role of tech industry in committing to ethical standards, for instance by codes of conducts or 

standards, and the responsibility gap that is created by AI systems to their capacity to act 

autonomously73. Problems arise concerning the allocation of responsibility due to the many 

players involved in the process of developing AI, the human-computer interaction when 

humans are kept in the loop and the unpredictable nature of AI systems. When AI systems 

are going to be deployed, we will need effective and appropriate institutions, instruments and 

                                                      
73 See for a critical assessment of ethical  codes of conduct: Greene, D., Hoffmann, A. L., & Stark, L. (2019, January). Better, 

nicer, clearer, fairer: A critical assessment of the movement for ethical artificial intelligence and machine learning. In 

Proceedings of the 52nd Hawaii International Conference on System Sciences. 
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mechanisms that ensure the protection of human rights. Collective complaint mechanisms 

for effective right protections will also have to be strengthened. 

  

Looking ahead, the landscape of an AI action plan regarding regulation within a digital single 

market (DSM) is area in which prominent voices have raised critically important 

recommendations in how to move forward. In analyzing the current landscape within the 

DSM field, regulation has been used extensively, and represents a high proportion of 

legislative acts than other policy field. The caveat, however, is that EU rules alone are not 

enough if they are implemented differently among member states (de Streel, 201974). De 

Streel recommends that principle-based legislation which can easily adapt to the ever-

changing evolutions within the technology industry, and the market which accompanies it is 

part of a crucial step forwards. Even though heavy recommendations are skewed towards 

using more automized processes, such as smart contracts, privacy by design, and automated 

compliance, the author seeks to stress that these suggestions must be complemented with 

non-regulatory techniques, an example of which include the exchange of best practices. One 

of the main underpinning logics behind this reasoning stems from Bauer (2017, p75), whom 

argues that the regulatory heterogeneity of non-digital industries among member states is 

seen as one of the impediments of digital business to scale up and grow. De Streel’s (2019) 

report strongly advocates the incorporation of the four freedoms to the sector, whereas 

Erixon and Lamprecht (2018, p76) state that the single market strategy should be primarily 

focused on integrating markets, rather than relying on country-of-origin principles. Their 

report’s main suggestion revolves around the notion that the EU should place a heavier 

reliance on smart regulation in dynamic and uncertain environments, as well as smart 

enforcement in digital markets, which can be achieved through the increased cooperation 

between regulatory authorities. This could mean that regulators, long term, could even rely 

on big data and AI to substantially improve their enforcement techniques. In the next section, 

the current AI-PPP Strategic Research and Innovation Agenda is presented as an approach to 

investigate data and AI framework conditions for Europe and to push data and AI research, 

development and implementation further in the near future. 

 

 

 

 

                                                      
74 de Streel (2019) Contribution to Growth: European Data Single Market, 

https://www.europarl.europa.eu/RegData/etudes/STUD/2019/638395/IPOL_STU(2019)638395_EN.pdf 

75 Bauer M. (2017), Right Direction, Wrong Territory: Why the EU’s Digital Single Market Raises Wrong Expectations, 

American Enterprise Institute. 

76 Erixon F. and P. Lamprecht (2018), The Next Steps for the Digital Single Market: From Where do We Start?, ECIPE Policy 

Brief 2/2018. 
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Most important points 

-The complex data regulatory landscape might hamper AI development and implementation 

- Current AI initiatives on regulating AI mainly take place in ethics and guidelines, yet draw (too) 
little from existing data regulation 

- The development of AI-based services calls for even stronger forms of smart regulation 

Methodology and activities 

Desk research and notes from recent session on AI (EU - TA conference, E-SIDES panels, see 
overview in section 1) 

 

European AI Innovation Ecosystem 

When thinking about AI moving out of the lab into the world,  AI is transversal and cuts across 

sectors affecting many actors in the value chain; widespread acceptance that AI will have 

significant impact on all economic sectors 77(AI PPP SRIDA, p. 17) ; AI at EU scale needs strong 

market and technology position, as well as skilled workforce, standardization landscape and 

single body that can get understanding of best practice (p. 17).  

 

The Big Data Value Association (BDVA) and the European Robotics Association (euRobotics) 

have developed a joint Strategic Research and Innovation Agenda for an AI partnership in 

Europe78. This is in response to the Commission Communication on AI published in December 

2018. Deploying AI successfully in Europe requires an integrated landscape for its adoption 

and the development of AI based on Europe’s unique characteristics. 

 

                                                      
77 See also “Notes from the AI frontier: Tackling Europe’s gap in digital and artificial intelligence” McKinsey Global Institute 

February 2019 

78 Zillner, S., Bisset, D., García Robles, A., Hahn, T., Lafrenz, R., Liepert, B. and Curry, E. 2019. Strategic Research, Innovation 

and Deployment Agenda for an AI PPP: A focal point for collaboration on Artificial Intelligence, Data and Robotics. 
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FIGURE 7: EUROPEAN AI FRAMEWORK AND ENABLERS 78 

 

Figure 7 sets out the context for the operation of the AI PPP. It clusters the primary areas of 

importance for AI research, innovation and deployment into three overarching areas of 

interest.  

European AI Framework represents the legal and societal fabric that underpins the impact of 

AI on stakeholders and users of the products and services that businesses will provide. The AI 

Innovation Ecosystem Enablers represent essential ingredients for effective innovation and 

deployment to take place. Finally, the Cross Sectorial AI Technology Enablers represent the 

core technical competencies that are essential for the development of AI systems. This section 

offers a brief summary of the European AI Framework which is the core of the SRIDA78 

developed by BDVA and euRobotics. 

 

European AI Framework 

AI works within a broad framework that sets out boundaries and limitations on its use. In 

specific sectors, such as healthcare, AI operates within ethical, legal and societal contexts and 

within regulatory regimes that can vary across Europe. Products and services based on AI are 

shaped by certification processes and standards and impact on users to deliver value 

compatible with European rights principles and values. Critical to deploying AI is its 

acceptance by users and citizens, and this acceptance can only come when they can assign 

trust. This section explores this European AI Framework78 within which research, design, 

development and deployment must work. 
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European Fundamental Rights, Principles, and Values: On the one hand, the recent advances 

in AI technology and applications have fundamentally challenged ethical values, human rights 

and safety in the EU and globally. On the other, AI offers huge possibilities to raise 

productivity, address societal challenges and enhance the quality of life for everyone. The 

public acceptance of AI is prerequisite on it being trustworthy, ethical and secure and without 

public acceptance the full benefit of AI cannot be realised. The European Commission has 

already taken action and formulated in its recent communications79 a vision for an ethical, 

secure and cutting-edge “AI made in Europe” designed to ensure AI operates within an 

appropriate ethical and legal framework that embeds European values.  The AI PPP78 will: 

• Facilitate a multi-stakeholder dialogue and consensus building around the core issue of 

trustworthiness by guiding and shaping a common AI agenda, and fostering R&I on 

trustworthy AI. 

• Seek to promote a common understanding among stakeholders of European AI fundamental, 

rights and values, so that each sector and community are informed and aware of the potential 

of AI as well as the risks and limitations of current technology and will develop guidance in the 

responsible implementation of AI.  

• Establish the basis for identifying and expressing a European strategic viewpoint on rights, 

principles and values by providing clear links to relevant regulation, certification, and 

standardization.  

 

Capturing Value for Business, Society, and People: Technical advances in AI are now enabling 

real-world applications. These are leading to improved or new value-added chains being 

developed and integrated. To capture these new forms of value, AI-based solutions may 

require innovative business models that re-define the way stakeholders share investments, 

risk, know-how and data and, consequently, value. This alteration of value flow in existing 

markets is disruptive and requires stakeholders to alter their business models and revenue 

streams. These adjustments require new skills, infrastructure and knowledge and 

organisations may have to buy in expertise or share data and domain know-how to succeed. 

This may be particularly difficult if their underlying digitisation skills, a prerequisite for AI 

adoption, are weak.  

Even incremental improvements or larger changes carry risks and may create a reluctance to 

adopt AI. There may be little or no support for change within an organisation or value chain, 

especially when coupled to a lack of expertise. Successful adoption of AI solutions requires a 

dialogue between the different stakeholders to design a well-balanced and sustainable value 

network incorporating all stakeholder’s interests, roles and assets. 

                                                      
79 Communication Artificial Intelligence of 25th  April 2018 (see https://ec.europa.eu/digital-single-

market/en/news/communication-artificial-intelligence-europe) and Communication Artificial Intelligence of the 7th 

December 2018 ( see https://ec.europa.eu/commission/news/artificial-intelligence-2018-dec-07_en) 

https://ec.europa.eu/digital-single-market/en/news/communication-artificial-intelligence-europe
https://ec.europa.eu/digital-single-market/en/news/communication-artificial-intelligence-europe
https://ec.europa.eu/commission/news/artificial-intelligence-2018-dec-07_en
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To support the adoption of AI applications, the AI PPP78 will stimulate discussions to align 

supply and demand perspectives of the diverse AI value networks partners. With the main 

focus on application areas and sectors that: 

• are crucial for the European economy 

• relate to critical infrastructure 

• have a social or environmental impact 

• can increase European competitiveness in AI 

 

Policy, Regulation, Certification, and Standards (PRCS): The adoption of AI depends on a legal 

framework of approval built on regulation, partly driven by policy, and an array of certification 

processes and standards driven by industry. As AI is deployed successfully in new market 

areas, regulation and certification can lag behind thereby creating barriers to adoption. 

Similarly, a lack of standards and associated certification and validation methods can hold 

back deployment and the creation of supply chains and therefore, slow market uptake. In 

some areas of AI, the market will move ahead and wait for regulation to react, but in many 

application areas existing regulation can present a barrier to adoption and deployment. Most 

notably in applications where there is a close interaction with people, either digitally or 

physically, or where AI is operating in safety or privacy critical environments. 

PRCS issues are likely to become a primary area of activity for the AI PPP. Increasingly it is 

regulation that is the primary lever for the adoption of AI-systems, particularly when physical 

interactions are involved or where privacy is a concern. Similarly, the development of 

standards, particularly around data exchange and interoperability will be key to the creation 

of a European AI marketplace. Establishing how to certify AI will underpin the development 

of trust that is essential for acceptance and therefore adoption. In addition, the AI PPP also 

has a role to advise on regulation that creates or has the potential to create, unnecessary 

barriers to innovation in AI. The AI PPP78 will need to carry out the following activities to 

progress PRCS issues: 

• Identify key stakeholders in each area of PRCS and ensure there is good connectivity between 

them and to the AI Ecosystem. 

• Work with stakeholders and the emerging AI ecosystem infrastructure (Digital Innovation 

Hubs, Pilots, data spaces, etc.) to identify key issues that impact on adoption and deployment 

in each major sector. 

• Promote best practice in deployment regarding PRCS issues and provide signposts to 

demonstrators and processes that can accelerate uptake. 
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• Support and collaborate in standardisation initiatives, and the harmonisation of regulation 

across Europe to create a level AI single marketplace80 and connect with European and Global 

standards and regulatory bodies. 

• Foster the responsible testing of AI innovation in regulatory sandbox environments. 

• Consolidate recommendations towards policy changes and provide support related impact 
assessment processes. 

• Drive European thinking and needs towards international standardisation bodies 

 

 

AI Innovation Ecosystem Enablers 

The AI Innovation Ecosystem Enablers are essential ingredients for success in the innovation 

system. They represent resources that underly all innovation activity across the sectors and 

along the innovation chain from research to deployment. Each represents a key area of 

interest and activity for the AI PPP78, and each presents unique challenges to the rapid 

development of European AI. 

Skills and Knowledge: As traditional industry sectors undergo an AI transformation, so too 

must their workforces. There is a clear skills gap when it comes to AI. However, while there 

are shortages of people with specific technical skills or domain knowledge; there is also the 

need to train interdisciplinary experts. AI experts need insight into the ethical consequences 

posed by AI, by machine autonomy and big data automated processes and services, they need 

a good understanding of the legal and regulatory landscape, for example, GDPR, and the need 

to develop and embed trustworthiness, dependability, safety and privacy through the 

development of appropriate technology. 

 

The AI PPP will work through its network to ensure that all stakeholders along the value chain, 

including citizens and users, have the understanding and skills to work with AI enabled 

systems, in the workplace, in the home and online. The AI PPP has a critical role to play in 

bringing together the key stakeholders; academia, industry, professional trainers, formal and 

informal education networks and policymakers. These collaborations will need to examine 

regional strengths and needs in terms of skills across the skill spectrum, both technical and 

non-technical. It is critical to ensure that the skill pipeline is maintained to ensure the AI 

transformation of Europe is not held back.  Some concrete actions the AI PPP78 will focus on: 

                                                      
80 For example the regulations around healthcare data vary considerably from country to country in Europe as do the 

approaches to the use of image capture in public places. 
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• Promote equality and diversity within the current and future workforce and ensure diversity 

and balance in the educational opportunities that drive the skill pipeline.  

• Ensure the alignment of curricula and training programmes for AI professionals with industry 

needs 

• Establish AI skills, both technical and non-technical, through certification mechanisms for 

university courses, professional and vocational training, and informal learning 

• Development of complementary short-courses related to Artificial Intelligence aimed at 

decision-makers in industry and public administration, and those wishing to upgrade, enhance 

or acquire AI based skills. 

• Support for secondary education and adult learning to cover STEM skills including ethics, 

social, and the business aspects of AI together with the changing nature of work as well as 

support for vocational training.  

 

Data for AI: For AI technology to develop further and meet expectations, large volumes of 

cross-sectoral, unbiased, high-quality and trustworthy data need to be made available. Data 

spaces, platforms and marketplaces are enablers, the key to unleashing the potential of such 

data. There are however important business, organisational and legal constraints that can 

block this scenario such as the lack of motivation to share data due to ownership concerns; 

loss of control, lack of trust; the lack of foresight in not understanding the value of data or its 

sharing potential; the lack of data valuation standards in marketplaces; the legal blocks to the 

free-flow of data and the uncertainty around data policies. Additionally, significant technical 

challenges such as interoperability, data verification and provenance support, quality and 

accuracy, decentralised data sharing and processing architectures, and maturity and uptake 

of privacy-preserving technologies for big data have a direct impact on the data made 

available for sharing. The partnership78 will: 

• Create the conditions for the development of trusted European data sharing frameworks to 

enable new data value chain opportunities, building upon existing initiatives and investments 

(data platforms, i-spaces, big data innovation hubs). Data value chains handling a mix of 

personal, non-personal, proprietary, closed and open research data need to be supported. 

The AI-PPP would promote open datasets and new open benchmarks for AI algorithms, 

subject to quality validation from both software engineering and functional viewpoints.   

• Define specific measures to incorporate data sharing at the core of the data lifecycle for 

greater access to data, encouraging collaboration between Data Value Chain actors in both 

directions along the chain and across different sectors. Additionally, the partnership will 

provide supportive measures for European businesses to safely embrace new technologies, 

practices and policies. 

• Facilitate coordination and harmonisation of Member States efforts and realise the potential 

of European-wide AI-digital services in the face of global competition and It would guide and 

influence standards in relation to tools for data sharing, privacy preservation, quality 

verification, collaboration and interaction. Promote standardisation at European level but 
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maintain collaboration with international initiatives for made-in-Europe AI to be adopted 

worldwide. 

 

Experimentation and Deployment: is a central lever for AI-based innovation because of the 

need to deploy in complex physical and digital environments. This includes safe environments 

for experimentation to explore the data value as well as to test the operation of autonomous 

actors. AI-driven innovations rely on the interplay of different assets, such as data, robotics, 

algorithms and infrastructure. For that reason, cooperation with other partners is central to 

gaining access to complementary assets. This includes access to the AI ecosystem covering AI 

platform providers, data scientists, data owners, providers, consumers, specialised 

consultancy, etc. The AI PPP78 will   

• Stimulate cooperation between all stakeholders in the AI value chain around experimentation 

and deployment. 

• Enable access to infrastructure and tools in combination with data sets covering the whole 

value chain as a basis for doing experiments to support development and deployment. 

• Support the creation and linking of DIHs, centres of excellence and all other EC initiatives. 

• Support AI-based incubators as well as testbed developments as well as promote initiatives 

that enable SME access to infrastructure and tools at low cost. 

• Foster set-ups that bring together industrial user with research excellence, domain experts 

with data scientists, aiming to fill the gaps between domain/business and technical expertise.  

 

Cross-Sectorial AI Technology Enablers 

The last part of the framework is the technology enablers for building successful AI products 

and services. Each embodies the concept that AI, data and robotics need to work in unison to 

achieve optimal function and performance. They represent the fundamental building blocks 

needed to create AI systems of all types.  

The Sensing, Measuring and Perception and Continuous and Integrated Knowledge 

technology enablers create the data and knowledge on which decisions are made. Here the 

hybrid trustworthy nature of decision making is delivered; edge and cloud-based decision 

making, planning and decision systems, and the high and low-level decision making that 

surrounds AI operating in complex environments.  

Physical and Human Action and Interaction covers the challenges of human interaction, 

machine to machine inter-operation and machine interaction with the human environment. 

Complex challenges that range from the optimisation of performance to safety and social 

interaction with humans in unstructured environments. 
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The Systems, Methodologies and Hardware technology enabler provides the technologies 

that enable the construction and configuring of systems, whether they are based purely on 

data or based on autonomous robotics. These tools, methods and processes that integrate 

technology into systems are also responsible for ensuring that core system properties such as 

safety, robustness, dependability and trustworthiness can be integrated into the design cycle, 

tested, validated and ultimately certified for use. 

Each technical area overlaps with the next, there are no clear boundaries, indeed exciting 

advances are most often made in the intersections between these five areas and the system 

level synergies that emerge from the interconnections between them. 
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Conclusions 

In this Deliverable we have provided an overview of our activities over the reporting period 

(part I) and we have provided a policy special on the main topics on the current data 

regulation landscape (part III), followed by an outlook on the how data regulation and current 

framework conditions of AI are shaping up and interact within Europe. 

Reflecting on the activities as reported, we can state the big data ecosystem that the BDVe as 

a CSA, have been very active on the level of data policy and the creation of recommendations 

towards the EC. With limited capabilities, looking at the size of the task, we have managed to 

mobilize communities around the topics of policy4data and data4policy; communities that 

expanded the network of the BDVe/A. As such, the contribution of the activities reported lies 

not only in the content, but also in connecting different types of stakeholders and 

communities around these topics.  

Reflecting on the policy special, we have used material we have gathered and created during 

2019 from a variety of sources and stakeholders to provide a comprehensive overview of the 

current topics and debates that touch upon data and data4AI. Where we have not explicitly 

reflected on the two themes as set out at the beginning of the year in the activities, being 

policy4data and data4policy, both themes are discussed either explicitly or implicitly 

throughout the Deliverable. The policy special will serve as the basis for novel output to be 

generated in the context of the BDVe; it will shape the contours for an already planned BDVe 

webinar and from the vast collection of sources and research, we aim to publish a brief report 

or blogpost for the BDve. 

Concerning the action plan, we have gathered recommendations and insights from both the 

policy brief on policy4data and the position paper on privacy preserving technologies, 

combined with insights from our own desk research and interviews held with key thinkers in 

the field of data policy to highlight main challenges regarding shaping the Digital Single 

Market. Moreover, we connect such challenges to current developments in AI in Europe and 

finish by mirroring the strategic action plan and vison on AI framework conditions for Europe 

as developed in a combined effort by the euRobotics PPP and the BDV PPP. 
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APPENDIX A: Blog series 

The Big Data Challenge – Recommendations by Michal 
Gal 
Published on July 17th 2019, accessible through:  

https://www.big-data-value.eu/michals-view-on-big-data/ 

 

In this series of blogs, we reflect on interviews that we conduct with legal scholars or practitioners from 
different fields to explore their views on the main challenges and recommendations concerning Big Data. For 
our first blog, we had the pleasure of talking to Michal S. Gal (LL.B., LL.M., S.J.D.). She is Professor and Director 
of the Forum for Law and Markets at the University of Haifa and president of the Academic Society for 
Competition Law Scholars (ASCOLA). Her expertise ranges from competition law, intellectual property law, law 
and technology, and regulation and governance. She has authored many books and scholarly papers, many of 
them holding particular importance and authority within the context of Big Data. 

 

Big Data brings about many challenges as well as opportunities. Big data can affect many aspects of our life. 
Beyond its effects on market dynamics, it can also affect politics, social interactions and other parts of our 
lives. Moreover, such effects may often be intertwined. Accordingly, we have to make sure that welfare is not 
harmed by the use of big data. This is where academics and regulators come in. When exploring when and 
how to regulate data markets, it may be useful to keep in mind several issues. First, competition to gain data-
based advantages is no longer reserved to private firms only. Rather, some governments are increasingly 
involved in creating environments that enable their domestic firms to gain data-based advantages, which can 
be translated into comparative advantages in Artificial Intelligence (AI). Consequently, regulators need to think 
beyond the borders of their own jurisdictions, because their industries have to be able to compete in the 
global market. Second, it may also be beneficial for regulators to recognize that different dynamics apply to 
different data-based markets. Market dynamics are affected, inter alia, by the sort of Big Data which is needed 
for each specific industry. This implies that market players (collectors, aggregators and analyzers of Big Data) 
do not necessarily compete if they collect or analyze different types of data. Furthermore, the importance of 
the four V’s contributing to the value of big data (volume, velocity, variety, veracity) might differ among the 
myriad of markets in which Big Data serves as input. Market dynamics are also affected by the fact that the 
same dataset can be used for a variety of users and uses. Furthermore, the value of the data might increase 
when combined with other, related datasets. This implies that Big Data need not be collected from the same 
source or by the same entity, and that data portability and interoperability play an important role in the 
competitiveness of data markets, as well as in the ability to derive better insights from the data. Finally, it is 
important to recognize that entry barriers exist into some types of data. Just because vast amounts of data are 
collected, one cannot conclude that all types of data can be easily or costlessly collected. 

 

Current challenges: the role-and need for data standards in some Big Data markets 

It is often the case that databases of complementary data belong to several different firms. If you can 
interconnect them, you might be able to create better knowledge. Take for instance separate databases that 
contain information about individuals that have a particular rare disease. Combining these separate databases 
will enable us to extract more valuable information. This example illustrates that interconnectivity might be 
key to the creation of synergetic knowledge. One of the current main challenges is however that “data do not 
talk to each other” due to the different standards used by data collectors. The meta-data, that is the 
information about the data which is included in the dataset (e.g., in what metrics was it collected), might be 
different or unclear to those attempting to combine the datasets; the data might be organized in different 
ways that make it difficult to combine the datasets; or some data points might be missing, making it harder to 
create a coherent dataset. Michal refers to this as the “Tower of Babel of Databases”. As a result, some of the 
value might be “lost in translation”. This situation also inhibits competition. Without joining forces to create 

https://www.big-data-value.eu/michals-view-on-big-data/


D2.4: Annual position paper and action plan 

 

           69 

 

 

better datasets, small and medium data collectors will find it difficult to challenge the comparative advantages 
of the large data collectors which currently enjoy significant market power. 

Data standardization plays an important role here because it can technically ensure data interoperability and 
portability and as a result can positively affect private and public welfare. Indeed, in her own work with Dan 
Rubinfeld (Berkeley), Michal advocates the creation of data standards, at least in some market settings. In 
many cases, the market itself is able to create and implement a standard that is efficient. However, in some 
situations, the creation of such standards might be inhibited by collective action problems, even though this 
would be beneficial for all of them. The inability to reach an agreement on data standards might result in a 
patchwork of inconsistent data standards that slow down data flow. Furthermore, we cannot always rely on 
market participants to set standards that are also socially beneficial. Even if a standard does serve the interest 
of all market players, the standard might still not reflect the social optimum, for instance when it disregards 
spillover effects of data subjects. Moreover, those setting the standards might set standards that further their 
own comparative advantages. Sometimes standards are also set in such a way that they raise rivals costs, the 
rivals being smaller and medium firms. This is not to say that data standards should always be facilitated. Yet 
government has a role to play in overseeing and sometimes even actively facilitating the creation of data 
standards- together with market players- in those instances in which it is clear that the lack of standard leads 
to market failures. 

During standardization processes, there are certain things that need to be taken into account. First, where it 
comes to setting the standard itself, the standard set in one particular field or market might not work in 
another. If this is anticipated, a lot of money and time can be saved. Second, due to market failures, the 
market cannot solely be relied upon to create and implement a standard. So during this process, there is an 
important role for government in the acknowledgement and evaluation of the standard, as well as the 
facilitation of the process. During this process, different kinds of players have to be involved. Not only small, 
medium and big companies, but experts as well. The role of experts is a very important one because they can 
explain how a technology works. This will allow for better understanding of regulators of the implications of 
their decisions on market players and how to better to evaluate whether the proposed industry standards are 
efficient. Once the standard has been agreed upon, the regulator also has to decide how to facilitate the 
adoption of the standard, for instance by including best-practices or by creating incentives for adoption. 
Currently there is no governmental body exploring the need for a general data standardization agenda. 
However, we cannot continue to rely upon the market to create and implement social-welfare enhancing 
standards. This is one of the current challenges that needs to be tackled. 

 

Recommendations – breaking regulatory silos;creating in-house expertise 

Up until now, everybody has been thinking in silos of law, mainly because this is the manner in which our 
regulators are structured. However, due to its characteristics, Big Data cannot be separated from the market, 
politics and societal interactions. As a result, ensuring that its use increases social welfare is challenge of 
multidisciplinary scope in which many different interests and issues have to be taken into account. To do so, 
regulators of different fields need to sit together and work in teams to create ‘regulatory packages’. Think for 
instance about the regulation of an algorithmic assistant, such as Amazon’s Alexa. This technology necessitates 
regulators to think about not only consumer and contract law, but also about privacy, data protection and 
competition law. In addressing this, it is important to analyze and understand the new market dynamics that 
such technology brings about. Michal’s current work attempts to do so. 

Furthermore, industry cannot be the only one that understands how algorithms, AI and Big Data work and 
interact. Regulators should employ in-house counsels that have such knowledge (data scientists and computer 
scientists). Moreover, industry, regulators and technical and legal experts of different fields need to sit down 
together and think about how to shape the regulatory framework that tackles these technological 
developments. In doing so, one thing to consider is the potential chilling effects of a regulatory system that 
enables government to make use of data collected by private firms for governance purposes. As 
Michal shown in her work, this might affect the willingness of data subjects to enable the collection of their 
data. Chilling effects might also be created when the government shares its own data with private firms. A shift 
in a willingness to share can affect the dynamics of data driven markets, affecting the quantity and quality of 
data collected, the use of the technologies that build upon the ongoing analysis of data (for instance AI) and 
thereby also data-driven innovation. The total welfare effect of gathering data will thus depends on the 
positive and negative effects of the use of collected data. 
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Summarizing this, the main task to take up is ensuring a than any regulatory framework adopted is beneficial 
to both the market and the society. In this process, we cannot solely rely on the market and government has 
to take a role in this. This challenge is multidisciplinary. This means that regulators should no longer think or 
work in silos, but should form regulatory teams to mitigate the challenges and risks that we are facing. If we 
take this into account, we can work towards achieving the greatest total welfare effect of Big Data for both the 
market and society. 

The content in this blog resulted from the interview with Michal S. Gal and her five articles listed below, which 
we highly recommend to read. 

 

Recommended articles 

- Michal S. Gal and Daniel L. Rubinfeld, Access Barriers to Big Data, 59 Arizona Law Review 340-381 
(2017). 

- Michal Gal and Niva Elkin-Koren, Algorithmic Consumers, 30 Harvard Journal of Law and Technology 
(2017). 

- Michal S. Gal, Algorithmic Challenges to Autonomous Choice, 25 Mich. Tech. L. Rev. 59 (2018). 
o Niva Elkin-Koren and Michal S. Gal, The Chilling Effect of Governance-by-Data on 
Data Markets, 86 University of Chicago Law Review 403-432 (2018). 

- Michal S. Gal and Daniel L. Rubinfeld, Data Standardization, 94 NYU Law Review (forthcoming, 2019). 

 

The Big Data Challenge – Recommendations by Estelle 
Derclaye 
Published on August 16th 2019, accessible through: https://www.big-data-value.eu/the-big-data-challenge-
recommendations-by-estelle-derclaye/  

 

For our second blog, we had the pleasure of talking with Estelle Derclaye (LL.M. PhD). She is a professor of 
intellectual property law at the University of Nottingham and a member of the European Copyright Society, a 
group of European academics that aims at influencing policymaking around copyright challenges including in 
the context of Big Data and AI. She is an expert in intellectual property law, in particular, the Database 
Directive, copyright and designs law. She is the author of many books, articles, and she has recently been 
working on an evaluation of the Database Directive for the European Commission, with the aim to investigate 
whether the Database Directive was still fit for purpose in the fast-growing data economy. 

 

Big Data 

Since the entering into force of the Database Directive in the 1990s, a lot has changed. Nowadays, we generate 
far more data and more computing power. Besides, it is not only humans that create and databases: there are 
many things that generate and read data. So, there is more data by definition. As more data is available, we 
are also able to process it better. All this data can help us do many great things, but we have to be able to 
analyze and use it. If done so, we can create economic development, fight climate change, improve health, 
education, and many other great things. However, there are challenges around big data and data4ai that 
prevent us from achieving many of these things 

 

Current challenges  

After one year of GDPR, there is still a lot of work to do where it concerns regulating both personal and non-
personal data. The previous Commission has done a lot of great work doing consultations and reviews. Many 
studies were conducted and we now have to take a look at how to tackle these issues in the most efficient 
manner. So, it is now up to the new Commission to tackle the Digital Economy package altogether. Within the 
context of Big Data, one of the main challenges is to measure the effects of the regulatory landscape. Take for 
instance the Database Directive. The purpose of this piece of legislation was to increase investment in 

https://www.big-data-value.eu/the-big-data-challenge-recommendations-by-estelle-derclaye/
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databases in order to become a competitor of the US. Granting protection to databases would stimulate 
innovation and production of them. Whether the EU is actually a competitor of the US in this respect, 
however, is still not clear, even after the European Commission’s intensive evaluation in 2018. This is because 
it is almost impossible to collect data about databases, even though they are pervasive everywhere. The only 
data about databases that were present during the evaluation study stemmed from publishers and the 
amount that they could gather was extremely small. So, whether the protection of the Database Directive 
actually increased database production and innovation is unsure. The best way to go around this is to look at 
the cases that ended up at the Court of Justice because these are the cases where big money is involved. Even 
though its effect on database production and innovation is unsure, the Database Directive did have a 
harmonizing effect throughout the EU. As a result, everybody speaks the same language. This saves a lot of 
time and effort where it concerns contracts. Without this common law, transborder data exchanges are easier. 
For this reason, the Database Directive is probably one that is there to stay. 

 

The evaluation also addressed the Database Directive in light of technological developments such as the IoT, 
AI, algorithm and sensor-generated data, and of course, Big Data. These rapid technological changes raise a 
number of legal questions in particular where it concerns machine- and sensor-generated databases. It is 
unclear how these are regulated, whether they could fall within the definition of a database, who the owner 
will be of that database, and whether they can benefit protection of the sui generis right, which is the 
protection of a Database on the basis of a substantial investment that was made in it. The views in this respect 
were very polarized at the time of the evaluation. The Database Directive is not amended or clarified yet to 
tackle these developments. 

 

Currently, the debate about data ownership and data access is still taking place and should definitely still be 
going on. Nowadays, almost any physical object involves software and (non-)personal data. So, for instance, if 
you as an owner would like to effectively repair your object, then this will not be possible without having full 
access to the data. However, full access to the necessary data is often not provided and you will be at the 
mercy of the manufacturer. So, you need to find other ways around, for instance by paying an extra fee. The 
fact that data as part of a physical object is not enshrined in legislative frameworks is really an issue that is 
being overlooked and unfortunately, current legislation does not allow for merging the concepts of data and 
objects.  

 

In terms of research, there is a lot going on about whether there should be a copyright on AI generated works. 
When investigating such a problem, you need to work in an interdisciplinary manner and talk to the people 
who are actually working with AI. The best way to go is to start out by asking the AI engineers what they think 
that the issues are and after that turn to a lawyer to see how this translates into a legal question. Data issues 
are also best addressed from the viewpoint of industry. Sometimes companies do not even know that a certain 
piece of legislation exists (which sometimes happens if it concerns the Database Directive). It is important to 
start addressing the topics that they perceive as issues. In addition to that, the overview of how different 
policy fields and different legislations interact should be cleared for them as well. 

 

One of the current issues that can be overlooked competition issues resulting from data issues. If a monopolist 
encrypts his data and can thereby keep it for himself, then he can also maintain his market position. Another 
issue relating to this is the reinforcement of a monopoly position through a thick layer of legal protection, 
consisting of thinner layers of legal protections derived from different fields. This results from the fact that it is 
often unclear how different legal fields and protections interact with each other. Take for instance the 
Database Directive and the Trade Secret Directive. The fact that the latter is applicable on top of the 
protection that the Database Directive provides both contributes and allows to maintain a monopoly position. 
So, in terms of competition, this should definitely be looked into. The way to go here is to first clear the 
interaction between all these several pieces of law and then proceed to address the competition issues. 
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A patient, holistic approach 

Big data involves so many different interests and rights, so the best thing is to take a holistic view when 
approaching the issues that come to surface. All the different aspects of data should be taken into account. In 
doing so, the DGs should maintain the responsibilities as they have them now, but cooperate and 
communicate even more closely where their fields intersect. Before something substantial is implemented, it 
would be good if they always looked at the interactions between fields and address them. This also makes the 
process of working more efficient in that respect. 

Another frustrating and surprising aspect is the lack of participation of stakeholders (except of course for the 
bigger ones) in public consultations, even though the Commission releases them very well in advance. As a 
result, there is not enough data available on their views. So, there needs to be more action to reach out and 
involve stakeholders to encourage better to take part in the consultations. Arguably, this can be hard to do but 
directly (e)mailing not only the associations in different sectors but all the main stakeholders could be part of 
the solution. In the end, increased involvement of stakeholders will also further strengthen the position of the 
Commission because it prevents backlash when regulatory changes are implemented. During the process, 
everybody that deals with Big Data should be involved. This means that stakeholders from different disciplines 
need to take an active role, think of computer scientists, engineers, environmental scientists, and so forth. 

When drafting and implementing legislation, it is important not to rush the process. Once legislation is 
implemented, it is very hard to undo. Take for instance the database sui generis right. Another example is the 
data producer right, a right that would directly protect machine-generated data without material 
prerequisites. If it had been adopted, this would have protected machine-generated data much more, 
potentially preventing access to a lot more data than currently. It is a good thing that this right was not put 
into existence because the effect could have been disastrous. So, when tackling the challenge of regulating Big 
Data, this has to be done in a patient, efficient and holistic manner. 

 

Recommended Articles 

– DERCLAYE, E. ET AL., 2018. Study in Support of the Evaluation of the Database Directive: Study for the 
European Commission, DG Connect, available here 
– Evaluation of the Database Directive in April 2018, available here 
– Impact assessment of the PSI Directive, available here 

 

Websites and blogs 

– EU Copyright Society 
– Websites of the DGs for consultations, they often predict proposals of legislation 
– IP Kat 
– Kluwer Copyright blog 

 

Interesting events 

– TILTing Conference, this year’s edition here 
– Conference of the European Copyright Society, here 
– Third Annual Junior Faculty Forum for Law and Stem, organized by Stanford Law school, September 27-28 
2019 

 

 

 

 

 

 

 

https://ec.europa.eu/digital-single-market/en/news/study-support-evaluation-database-directive
https://ec.europa.eu/digital-single-market/en/news/study-support-evaluation-database-directive
https://ec.europa.eu/digital-single-market/en/news/impact-assessment-support-study-revision-public-sector-information-directive
https://europeancopyrightsociety.org/
http://ipkitten.blogspot.com/
http://copyrightblog.kluweriplaw.com/
https://www.tilburguniversity.edu/research/institutes-and-research-groups/tilt/events/tilting-perspectives
https://europeancopyrightsociety.org/conferences/
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The Big Data Challenge - Spill-overs in data 
governance: the GDPR’s right to data portability and 
EU sector-specific data access regimes 
Published on September 23rd 2019, accessible through: https://www.big-data-value.eu/spill-overs-in-data-
governance/ 

 

While data is regarded as a key resource for economic growth and societal progress, policymakers are 
concerned that its full potential is not reaped as long as generators of data keep the asset to themselves and 
the information is consequently analysed in silos (2017 Communication ‘Building a European Data Economy’). 
To promote the exchange and reuse of data across market players, the European Commission has been 
actively exploring policy options in relation to data sharing. In particular, the Commission adopted 
a Communication ‘Towards a common European data space’ in April 2018 in parallel with a Staff Working 
Document taking the shape of ‘Guidance on sharing private sector data’. At the national level, the Dutch 
government, for instance, published its ‘Vision on data sharing between businesses’ in February 2019. This 
attention for the issue of data sharing can be traced back to the adoption of the General Data Protection 
Regulation (GDPR) which has introduced a right to data portability (RtDP) in Article 20. Beyond the GDPR’s 
right to data portability, a number of sector-specific data access regimes are being developed such as in the 
energy, payment and digital content/services industries. 

This blog post summarises a working paper co-authored with Martin Husovec and Jasper van den Boom 
analysing the relationship of these sector-specific regimes with the GDPR’s RtDP that applies horizontally to 
the entire economy. As more industries are becoming digitised and rely on data as input to offer products and 
services to consumers, the availability of effective portability and access instruments ( ‘data sharing’ is used in 
the remainder as an umbrella term referring to both data portability and data access) is going become even 
more important. The successful adoption of innovations within the Internet of Things calls for seamless 
transfer and exchange of data between businesses, and even between sectors by combining data from 
different types of services. The objective of the paper is to identify possible spill-overs between these regimes 
so as to establish a more horizontal, overarching framework for the governance of data sharing in the EU that 
would benefit individuals as well as market players who increasingly depend on data access – not only within 
but also across sectors. 

 

GDPR’s right to data portability 

The GDPR provides data subjects with: (1) a right to receive their personal data provided to a controller ‘in a 
structured, commonly used and machine-readable format’ and transmit those data to another controller 
(Article 20(1) GDPR); and (2) a right to have the personal data transmitted directly from one controller to 
another ‘where technically feasible’ (Article 20(2) GDPR). Although the Article 29 Working Party 
adopted ‘Guidelines on data portability’ in April 2017, there are still many uncertainties surrounding the scope 
of the GDPR’s RtDP. In particular, it is not clear when direct data transfers are ‘technically feasible’ and to what 
extent Article 20 GDPR gives data subjects control over their data. 

Although it forms part of a data protection instrument and can be considered to promote individual control, 
one can also see the RtDP as an instrument to stimulate competition and innovation in data-driven markets. In 
any case, it is clear that the GDPR’s RtDP has an effect beyond data protection by potentially reducing lock-in 
through enabling users to switch easily between services. The RtDP will therefore also increase competition 
between data controllers and encourage the exchange of data across the economy. In this sense, the GDPR’s 
RtDP has similarities with sector-specific data access regimes in terms of impact – even though their objectives 
and scope differ. 

 

Sector-specific data access regimes 

Sector-specific legislation on the topic of data access has been adopted or is being developed in several 
sectors. The paper analyses the scope of legislative instruments enabling data access in a number of industries 

https://www.big-data-value.eu/spill-overs-in-data-governance/
https://www.big-data-value.eu/spill-overs-in-data-governance/
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM:2017:9:FIN
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM:2018:0232:FIN
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=SWD%3A2018%3A125%3AFIN
https://www.government.nl/documents/reports/2019/02/01/dutch-vision-on-data-sharing-between-businesses
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016R0679#d1e2753-1-1
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3369509
https://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=611233
https://www.cambridge.org/core/journals/german-law-journal/article/data-portability-and-data-control-lessons-for-an-emerging-concept-in-eu-law/5904FB88DDC1B9E6EC651A7F89058433
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and compares them with the GDPR’s RtDP that applies horizontally, across all sectors of the economy. The 
selected sector-specific regimes include the proposed recast of the Electricity Directive in the energy sector, 
the Payment Services Directive 2 (PSD2) in the payment sector, and the Digital Content Directive in the digital 
content/services industries. Each of these instruments forms part of EU internal market law more broadly, but 
have their own objectives and focus on protecting particular interests. Despite differences in scope, the 
GDPR’s RtDP and the sector-specific instruments apply and can be invoked in parallel. 

 

Spill-overs 

Against the background of this parallel application, the paper explores what dimensions define sector-specific 
regimes of data access and how they relate to the GDPR’s RtDP. The key aim is to explore how overarching 
principles can be distilled from the current piecemeal approach of regulating data sharing across sectors. This 
exercise is particularly instructive from the perspective of the potential of spill-overs to occur from the 
implementation of sector-specific data access instruments for the interpretation of more horizontal regimes 
like the GDPR. A spill-over is regarded as a situation where the substance of the rules in one regime impact the 
interpretation of the rules in another regime irrespective of their original meaning. As wider accessibility and 
reuse of data becomes common practice in selected industries, market players, policymakers and regulatory 
authorities may be less hesitant to apply similar approaches across the economy building upon the lessons 
learned from sector-specific interventions. 

 

Findings 

The paper illustrates that from the perspective of the effectiveness of data sharing policies, a number of 
aspects are to be regarded as a key. Considering the dynamic nature of current services, the possibility to 
establish a continuous and real-time stream of data between providers is desirable. It is not clear whether the 
GDPR’s RtDP can be configured to mandate continuous and real-time portability of data, as it was originally 
envisaged for a more static setting where a data subject files a request to the data controller as a one-off 
mechanism. Irrespective of this legal question, continuous access would require the development of adequate 
standards and processes. While this involves a serious effort by all relevant stakeholders, such an outcome 
does not seem unfeasible when observing the ongoing developments in the energy and payment sectors 
regarding standardisation. Industry-specific developments are likely to impact the interpretation of Article 20 
GDPR. Because the PSD2 and the proposed recast of the Electricity Directive are giving rise to the development 
of standards to facilitate data access within their particular scope, such standardisation of data formats and 
interoperability between systems also increases the ‘technical feasibility’ of direct transfers of personal data 
under the GDPR’s RtDP. Where sector-specific regimes provide for continuous access to data (as the PSD2 and 
the proposed recast of the Electricity Directive both do), Article 20 GDPR can be interpreted in light of these 
instruments so that there is a spill-over effect towards a broad interpretation of the GDPR’s RtDP as well. 

Another issue is the room for data controllers to impose a ‘reasonable fee’ when a data subject invokes Article 
20 GDPR. Although a number of the regimes discussed provide for the possibility to charge costs, there are 
strong indications that one expects the remuneration not to go beyond what is necessary to cover the 
administrative charges for enabling portability and access. It can be questioned whether this is a good 
development. The ability of holders of data to ask third parties a fee to access datasets in which they have 
invested may encourage higher levels of data sharing on the market. In its 2017 Communication on ‘Building a 
European Data Economy’, the Commission referred to the possibility of establishing access against fair, 
reasonable and non-discriminatory (FRAND) terms in analogy to the licensing of standard essential patents. 
What does seem required in any case is for the fees to be applicable in principle only in business-to-business 
situations so that the rights of individuals as data subjects or consumers are not restricted. 

 

Way forward 

Relying on sector-specific data access regimes for interpreting the scope of the GDPR’s RtDP would imply that 
the latter’s requirements will differ among industries depending on the presence of additional regimes 
promoting data sharing. While this may not be desirable considering the horizontal nature of the GDPR, there 
can be a beneficial wider spill-over effect of the existence of more far-reaching data access regimes in specific 
sectors. As data sharing becomes increasingly accepted and used by individuals as well as businesses, the 
attitude towards the transfer of data may change more generally so that a worthwhile spill-over effect occurs 

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:52016PC0864
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32015L2366
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32019L0770


D2.4: Annual position paper and action plan 

 

           75 

 

 

even towards sectors currently not having any additional data sharing requirements in place. Common 
approaches for the governance of data sharing are therefore not out of reach. The identification of spill-overs 
is promising in the process towards establishing a more horizontal, overarching framework for the governance 
of data sharing, enabling individuals as well as businesses with more effective ways to reap the benefits from 
the exchange of data across services and sectors. 

 

The Big Data Challenge – Recommendations by Mercè 
Crosas  
Published on October 12th 2019, accessible through: https://www.big-data-value.eu/the-big-data-challenge-
recommendations-by-merce-crosas/  

 

Mercè Crosas is University Research Data Officer at Harvard University and Chief Data Science and Technology 
Officer at the Institute for Quantitative Social Science. She is involved in several projects on data sharing, data 
analysis and services, data curation, data science support and issues related to data privacy. Mercè is originally 
an astrophysicist but now works across many scientific domains, providing her with insights on the 
commonalities and the differences among these disciplines regarding data issues. We spoke with her to 
discuss the challenges that she came across in her work and what these mean for the future of big data and 
data for AI. 

 

Defining big data – creating confusion 

She is not too fond of defining big data. Even though ‘big data’ is a popular term and easy to use, it is also a 
confusing term. From her own experience, twenty years ago, when she was still working as an astrophysicist, 
they already considered the data they had at hand to be big data. The term became popular due to the 
increased complexity of datasets consisting of the data that we constantly generate. In such datasets, which 
are often unstructured, it is important to determine what data is useful and what data is noise. The interesting 
part lies in inferring knowledge from the dataset. This is what the field of data science is all about and she, 
therefore, prefers referring to data science instead of big data. 

Technologies such as AI provide great future perspectives because they can help us to learn from these large 
datasets. Computational power is increasing and the fact that the community is contributing, for instance by 
means of open source libraries, is a good thing. It would not be reasonable to leave the opportunities that 
these technologies provide aside. At the same time though, it is important to keep the risks that are attached 
to them in mind, because large amounts of data do not always provide better results. If an experiment is 
designed well, the quality of the data is good and if you apply a good statistical analysis, then this can provide 
much better answers compared to the scenario where you would just have big, but low-quality datasets. So, 
the mere fact that we have large amounts of data available does not also imply that we are learning something 
from it, there is still room for large compound errors and wrong assumptions to be made during the process 
and this should be kept in mind. 

The importance of doing proper data management 

It is important to make the distinction between open source software and open data because these are two 
different things. Mercè suggests that both open data and open-source software are desirable for transparency, 
validation, and wide dissemination of science. Where possible, Mercè promotes to make data openly 
accessible, but keep them restricted if there are privacy issues. In research, data sharing enables validation and 
reproducibility of scientific findings and maximizes the return on research investments. In organizations, data 
sharing leads to insights and opportunities to improve goods and services. However, in some cases, there are 
boundaries to data accessibility and these benefits, such as restrictions caused by privacy legislation or IP 
rights. Data access should not be regarded as an all-or-nothing matter, because access can also be provided in 
tiers. Currently, not enough data is open, but there has been a growth in several scientific communities that 
promote open data. In sciences where more sensitive data is involved, for instance in biomedical sciences, 
opening up datasets has been more cumbersome due to privacy issues. Sometimes the lack of open data is 

https://www.big-data-value.eu/the-big-data-challenge-recommendations-by-merce-crosas/
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due to the lack of incentives for sharing data. That’s why it is important to give data authors credit for their 
data through data citation and formal recognition, Mercè says. 

Regardless of whether data is open or not, it is important to keep the algorithms which are being used 
transparently to ensure that we can document and verify what has been done with the data. So far, regarding 
AI, interoperability of data has been the hardest part and it still is, simply because connecting and merging 
datasets takes a lot of curation. The main goal is to achieve data harmonization, which will allow bringing 
together data that originates from different datasets with varying file formats and metadata schemas. 
Currently, there are no good tools that enable connection of data sets, so developing these would be very 
helpful to achieve this goal. Defining and implementing data standards could be part of the solution as well, 
although achieving such standards will be challenging because of technology evolving rapidly, often resulting in 
new types of data that bring along different (or new) constraints. 

Mercè has been involved in the Dataverse project, an open-source web application for sharing, preserving, 
finding, and citing research data. It allows the user to make data available to others and reproduce or reuse 
the work of others in an easier manner. Thus, the Dataverse project is aligned with the FAIR data guiding 
principles for data stewardship. The FAIR Data principles, of which Mercè is one of the co-authors, entail that 
the data must be Findable, Accessible, Interoperable and Reusable. In addition to supporting the sharing and 
reuse of data by humans, these principles put an emphasis on enhancing the ability of machines to 
automatically find and use the data. 

 

Next steps and practical solutions 

Summarizing, the accessibility of data is good for our society because we can learn from it. We need the right 
policies and regulations in place that push for progress. Take for instance tackling climate change, a field 
where the availability of data is going to be very important. In some cases, the necessary data for progress is 
not available and there still has to be put the effort into obtaining it. Because of this, we cannot merely rely on 
standards for data sharing and access because not all issues will be solved by them. We need regulation in 
place that helps to enforce good data practices. Regulation created for this purpose should be evidence-based 
because we need certainty that they will be effective. 

Mercè has also been involved in the DataTags Project, which created a system for the purpose of sharing 
sensitive data in a safe manner. A datatag is a set of security features and access requirements for file 
handling. This tag is attached to the metadata of a dataset that contains sensitive data. The purpose of the tag 
is to reduce the complexity of data sharing and to make it easier to meet compliance, security and contractual 
obligations that come along with the dataset. These datatags are interoperable across datasets and -systems. 
The datatags are exhaustive in the sense that only one datatag can be applicable to a dataset. The applicability 
of a datatag is dependent on how the dataset is defined. There are different datatags available, varying from 
blue to crimson (see the picture below). The tagged files can be stored in a datatags repository, which is a 
repository that stores and shares data files in accordance with a standardized and ordered set of security and 
access requirements. 

https://dataverse.org/
https://www.go-fair.org/fair-principles/
http://datatags.org/
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Currently, Mercè’s team is in the process of implementing datatags for datasets in the Harvard Dataverse 
repository. This has been a big task due to legal compliance issues, security requirements and the conditions 
set by various data agreements. These datasets often contain sensitive information about individuals and 
therefore safeguards need to be put in place to protect these individuals. Policies on data sharing play a critical 
role in balancing the benefits and risks. The average citizen wants privacy and safety of his data but has little 
time for data governance. As the amount of data driven products is only expected to increase, so is the 
demand of citizens for privacy management. It is important to map the data beforehand because the manner 
in which relevant regulation is to be attached to the data is dependent on the data itself. When regulation 
changes, the datatags will have to be adopted as well, for instance by providing an updated version of the tag. 
For these purposes, they teamed up with lawyers helping them with the verification of the datatags. More 
recently, Mercè has been involved with the OpenDP project as one of the co-PIs, an open-source platform for 
differential privacy libraries. This work would allow to mine and analyze sensitive datasets while preserving 
their privacy and never been accessed directly by the researchers. Dataverse, DataTags, and OpenDP will 
together provide a privacy-preserving platform for sharing and analyzing sensitive data. 

Access to data in a manner that you can actually use it is not the only issue. Once the data is accessible in a 
manner that allows computing, we should also ensure that we are able to provide the conditions that allow for 
the processing of such large datasets. In some cases, a dataset cannot be downloaded due to its size or privacy 
concerns and it makes more sense to keep the data in the cloud and share the compute. 

To conclude, we need good policies in place for data. At the same time, it is very important that we develop 
technological tools and methods to help data users reap the maximum benefit of big data, whether they be 
researchers or citizens. Moreover, the development and implementation of AI, policies, and tools for ensuring 
data protection will have to be developed hand in hand. Mercè’s work is a perfect example of such a 
contribution. 

 

Recommendations for further readings 

– Sweeney L, Crosas M., Bar-Sinai M., Sharing Sensitive Data with Confidence: The Data Tags System, 
Technology Science 2015 101601 October 16, 2015. 

– Wilkinson et al. 2016. The FAIR Guiding Principles for scientific data management and stewardship, 15 March 
2016, Scientific Data 3:160018 

– Eleni Castro, Mèrce Crosas, Alex Garnett, Kasey Sheridan, and Micah Altman, Evaluating and promoting open 
data practices in open access journals, Journal of Scholarly Publishing October 2017 

– Scholar Harvard – Mercè Crosas 

http://techscience.org/a/2015101601
http://techscience.org/a/2015101601
https://scholar.harvard.edu/mercecrosas
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– DataVerse project 

– DataTags project 

– Harvard Privacy Tools 

 

The Big Data Challenge – Shaping AI: 
Recommendations by Virginia Dignum  
Published on 4th November 2019, accessible through:  https://www.big-data-value.eu/the-big-data-challenge-
shaping-ai-recommendations-by-virginia-dignum/ 

 

So far, we have been discussing the policy framework for Big Data. Data is the fuel for AI and we need a solid 
data framework, because otherwise the uptake of AI will not be successful. AI has received a lot of attention, 
mainly focusing on the risks it brings about. In this blog we go beyond these aspects of AI by looking at the 
benefits of AI and how to mitigate these risks. 

 

Virginia Dignum is professor at the Department of Computing Science at Umea University in Sweden. She is also 
member of, among others, the European Commission High Level Expert Group on AI, the World Economic Forum 
Council on AI, the IEEE Global Initiative on Ethically Aligned Design of Autonomous and Intelligent Systems and 
the European Global Forum on AI (AI4People). She has written a series of blogs for the website Medium.com, 
on which the content of this blogpost is based. You can find the hyperlinks to her blogs at the bottom of this 
page. 

 

Facing the challenge of bringing together many views from different disciplines on what AI exactly entails, 
Virginia’s definition of AI offers an overarching perspective: 

“(…) AI is the discipline of developing computer systems that are able of perceiving their environment, with the 
ability to deliberate how to best act in order to achieve its own goals, while taking into account that the 
environment contains other actors similar to itself.”  Read more at Medium.com 

 

She continues by explaining that AI is about the autonomy on deciding how to act, adapting to changes in the 
environment, including to actions and aims of other agents in that environment and then deciding how to act. 
AI is not just the algorithm nor just machine learning.. AI systems use algorithms to reach conclusions, but then 
so do we, each time we follow a recipe to bake an apple pie. As with an apple pie, the actual result of an AI 
system is not only determined by the algorithm, but by the choice of ingredients (the data in the case of AI). As 
a scientific field, AI refers to many different methods, theories and techniques, including machine learning, 
knowledge representation, planning, dealing with uncertainties, theorem proving, cognitive robots and human-
agent or robot interaction. In the end, an AI system is an artefact that is decided, designed and implemented by 
us. This means that we are responsible for it. This raises questions concerning the ethical, legal, societal and 
economic effects of AI. 

 

As to the question of responsibility for AI, she asserts that everyone is responsible – it is a multi-disciplinary 
challenge. Engineers are the ones developing and implementing ethical standards in AI, but policymakers, 
regulators are the ones that set and enforce the purpose of AI. Users and society in general are also responsible 
for demanding and expecting quality of the products and services they use, and for demanding policy-makers 
and regulators to take their own responsibility. The principles formulated are eventually codes of behavior for 
us, not for the AI itself. So, it is not merely about making sure that your AI systems checks all of the compliance 
boxes. We need to ensure that the purpose of AI remains in place when algorithms and their contexts evolve. 
So it is really about why we design AI, the way in which we design AI and who is involved in the process of 
designing AI. This entire process is one of trial and error. We need to make sure that even when errors and 
mistakes are made, these can be used to improve AI systems and to inform current policy. 

https://dataverse.org/
http://datatags.org/
https://privacytools.seas.harvard.edu/
https://www.big-data-value.eu/the-big-data-challenge-shaping-ai-recommendations-by-virginia-dignum/
https://www.big-data-value.eu/the-big-data-challenge-shaping-ai-recommendations-by-virginia-dignum/
https://medium.com/@virginiadignum/what-we-talk-about-when-we-talk-about-artificial-intelligence-13423a294160
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Drawing on former, similar frameworks such as privacy-by-design to value-sensitive design, putting human 
values and ethical principles into the core of the design of a system really requires a mind-shift of researchers 
and developers. Ethical principles should be embedded in the design of the systems by default. In this light, one 
starting point is the work done by the High Level Expert Group on AI released the Ethics Guidelines for 
Trustworthy AI in April this year, of which Virginia is a member. This document describes the ethical principles 
that must be respected by AI systems in their development, deployment and use. These are the principles of 
respect for human autonomy, prevention of harm, fairness and explicability. The document then proceeds to 
give seven requirements that AI systems should meet to ensure trustworthiness. 

 

There requirements are: 
     1.- Human agency and oversight. 
     2.- Technical robustness and safety. 
     3.- Privacy and data governance. 
     4.- Transparency. 
     5.- Diversity, non-discrimination and fairness. 
     6.- Environmental and societal well-being. 
     7.- Accountability. 

 

Meeting these requirements will steer towards lawful, ethical and robust AI. The document also provides an 
assessment list for AI systems, but this list is never exhaustive and always needs to be tailored to the specific 
use of an AI system. In this respect, topics such as transparency and accountability of AI can never be just box-
ticking exercises that are performed once at the start of a project- they are continuous and dynamic challenges. 

 

Transparency needs to be promoted in AI models, because this can ensure that AI brings benefits to people’s 
lives. Machine learning algorithms are trained by the optimization of functions, though at the same time provide 
no insights on how these functions are approximated. This black-box effect of AI is one of the main impediments 
for transparency. However, transparency is more that opening up this black box. Is also about openness of the 
decisions and choices that have been made in the design and development process, and about ensuring that 
those potentially affected by systems’ behavior are also participate in the design phase. Moreover, it is about 
understanding the data that is used to train the system. Machine learning algorithms are trained by people. 
People have their short-comings and make mistakes as well. The heuristics that people use are culturally 
influenced and reinforced by practice, which can turn into biases or stereotypes when a misstep or 
misconception caused by these heuristics is reinforced. Biases are unavoidable however, because they naturally 
occur in human thinking. So, data collected by humans will always include biases. We do not want AI system to 
act upon biases, but attempting to remove the black box will not solve the issue as the system will still recognize 
biased patterns in the data. It is therefore important that transparency is ensured, so that we ensure for a proper 
learning process. Transparency therefore requires that the data and the processes are open, as well as openness 
of the stakes and stakeholders involved. 

 

Responsibility in AI begins with demystifying its possibilities and processes. To achieve this, Virginia states that 
we need training of people, good regulation and awareness creation. AI must be understood as being part of 
socio-technical relations and as having a position in a societal context. We also need to be responsible about our 
dependency on big data, because more data is not always better nor necessary. We can for instance rethink the 
use of correlation techniques, the ways we address causality or the abstraction theories that we use. This will 
allow for more sustainable solutions in data use. For all of the above, Education is necessary. Researchers and 
developers, but also governments and citizens need to understand AI and its impact. According to Virginia, 
education plays a very important role because it can ensure that knowledge of AI’s potential is there, so that 
people will know that they can participate in shaping this development. It is necessary to understand how people 
work with AI, so that we get an understanding of how to develop frameworks that ensure responsible AI. This 
means that we need to improve the education of developers, the public and regulators, so that they understand 
why it is important that they comply with the with the ethical principles of AI. This requires that ethical and 
technical education has to be improved throughout the entire spectrum, starting at primary school all the way 
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through university. This allows for creating the skill to scrutinize AI. Answering the big unsolved questions 
concerning AI also requires participation of both society and stakeholders. So for answering these questions, 
education is key. 

 

We need new forms of governance to meet the special nature of AI and ensure that it will advance such that it 
serves societal good. Virginia stresses that regulation of AI is vital because of its potential power to disrupt 
current social, economic and political structures. Because of this, we do not have the luxury to make mistakes 
anymore, the bar of AI development has to be raised. Current software regulation may be not robust enough to 
do the job. We also need to look at current regulation about product and service liability, and about specific 
regulations concerning data and privacy. Ensuring trustworthy AI, is therefore also key in ensuring good 
practices. Trustworthiness can be approached either by means of regulation or incentivization… By incentivizing 
companies, for instance through providing proofs and certificates that state that an AI application is considered 
“safe”, trust in systems can be increased. However, with incentivization we should remain aware that it does 
not become a mere act of ‘box-ticking’. 

 

Virginia points out that, in the end, true intelligence is about social skills, collaboration, feeling and contribution 
to a greater good. This is a multi-disciplinary and multi-stakeholder challenge. It is also a learning process in 
which everybody has to participate. The ethical principles are for us, we have AI in hand. Therefore, we are 
responsible. 

  

Recommended readings 

a. Ethics Guidelines for Trustworthy Artificial Intelligence 

b. Her new book, Responsible Artificial Intelligence, (DOI: 10.1007/978-3-030-30371-6), 

c. Blogs posted on Medium: 

– AI ethical principles are for us  

– On bias, black-boxes and the quest for transparency in Artificial Intelligence 

– What we talk about when we talk about Artificial Intelligence 

– Don’t trust “Do you trust this computer” 

– The ART of AI — Accountability, Responsibility, Transparency 

– Small data is next big thing in machine learning  

– Governance of AI in the years to come  

– Small data is next big thing in machine learning 

 

The Big Data Challenge – insight into the Wind 
Turbines industry. 
Published on 10th December 2019, accessible through: https://www.big-data-value.eu/the-big-data-challenge-
insights-by-onyx-insights-into-the-wind-turbine-industry/ 

 

The impact of data driven innovations on our society and economy is highly dependent on the framework 
conditions that are set by the regulator. So far, our blogs have provided a bird’s-eye view on the regulatory 
landscape from legal scholars. Therefore, to get a more accurate picture, this blog will provide insights on the 
challenges and recommendations for the big data landscape stemming from a commercial context. 

 

We spoke with Bruce Hall (CEO) and Samuel Wharton (Product Owner) from ONYX InSight about data access. 
ONYX InSight provides global predictive maintenance analytics, mainly in the wind power industry, by analyzing 
data that comes from wind turbines. Predictive maintenance allows for optimized planning of resources and an 

https://ec.europa.eu/digital-single-market/en/news/ethics-guidelines-trustworthy-ai
https://www.springer.com/gp/book/9783030303709
https://medium.com/@virginiadignum/ai-ethical-principles-are-for-us-def54e64d9a8
https://medium.com/@virginiadignum/on-bias-black-boxes-and-the-quest-for-transparency-in-artificial-intelligence-bcde64f59f5b
https://medium.com/@virginiadignum/what-we-talk-about-when-we-talk-about-artificial-intelligence-13423a294160
https://medium.com/@virginiadignum/dont-trust-do-you-trust-this-computer-100a2247898
https://medium.com/@virginiadignum/the-art-of-ai-accountability-responsibility-transparency-48666ec92ea5
https://medium.com/@virginiadignum/data-diet-is-need-for-better-machine-learning-4d09eff747f7
https://medium.com/goodai-news/governance-of-ai-in-the-years-to-come-aec6a242d3ca
https://medium.com/@virginiadignum/data-diet-is-need-for-better-machine-learning-4d09eff747f7
https://www.big-data-value.eu/the-big-data-challenge-insights-by-onyx-insights-into-the-wind-turbine-industry/
https://www.big-data-value.eu/the-big-data-challenge-insights-by-onyx-insights-into-the-wind-turbine-industry/
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increased understanding of wind turbine reliability issues. This in turn allows wind farm owner/operators to 
reduce operating costs and maximizes the long-term performance of their turbines through smarter operations 
and maintenance (O&M) decisions.  

 

The wind power industry – Data is the oxygen of competition 

The wind power industry has innovated through trial and error and increasingly through data. Even though it is 
a relatively new industry, it is capital-intensive similar to older ones. In terms of market-diversity, currently, 11 
manufacturers account for about 80% of the market; a market that is to a large extend data driven and data-
dependent. 

 

A wind turbine produces lots of data, which can be used to predict where and when maintenance is needed. 
Usually, turbines are placed in very remote areas; think of offshore wind farms for example. Scheduling repairs 
and more routine maintenance is therefore tricky. As an asset owner, you will have to plan any maintenance 
months in advance. In addition to that, you are likely to miss the wind season if you cannot get your wind-farm 
repaired in time, which could lead to less turbines being ready for use, thus a potential loss of income. Any 
insights that would help in planning turbine maintenance is therefore an almost direct gain in the effectiveness 
of the wind farm: the largest share of the costs of turbine maintenance is unforeseen. So, if O&M decisions can 
be optimized by doing analytics, this can bring significant cost reductions, up to 17% of total O&M costs. 

 

Wind turbines produce many different types of data. The biggest chunk of data is SCADA (supervisory control 
and data acquisition). This data concerns operating variables of the turbine, such as wind speed, power output 
and blade angles. SCADA data is often pre-processed; it gets cleaned before being reported to the owner through 
averaging or other pre-processing steps. This cleaned version of the SCADA data does not give the same level of 
insights in to the real-time behavior of the turbine and as such can significantly hinder maintenance analysis. 
Real-time data streams could provide important indicators to support long-term predictive maintenance, yet for 
the moment, this data is often inaccessible. Another type of data is CMS (condition monitoring systems) data, 
which is gathered by sensors that are attached to the rotating machinery in order to collect and record – for 
instance – vibration and temperature. CMS hardware sometimes comes factory installed. Usually, the asset 
owner receives an alarm from their CMS when there is something of concern. These alarms can help the owner 
make good O&M decisions. However, owners usually do not have access to raw data produced by the sensors. 
Having this access increases the capability to performance analytics. 

 

Summarizing from the abovementioned examples, access to data allows for accurate predictive maintenance 
analytics, which provides the opportunity the make smart O&M decisions early on – and most of this data for 
now is inaccessible. Data access is truly the key enabler of cost reductions in the wind power energy sector, 
which is especially important considering that subsidies for wind power will start disappearing in the coming 
years. Only data access will allow wind to stay competitive with other energy sources such as gas and oil. 

 

Data access restrictions and hardware fragmentation 

About 3 years ago, ONYX InSight found that the access their customers had to necessary turbine data was 
restricted. The data is usually restricted in three ways: It is pre-processed and packaged into averages (like 
SCADA data), it is encrypted or it is obstructed and the owner gets no access at all due to technological or 
contractual barriers. Currently, up to 80% of the CMS systems that are deployed do not give full access to the 
asset owners, yet data access issues appear in all data streams that leave the turbine. Only full access to raw 
performance data allows for an analysis that is detailed enough to ensure the needed accuracy in predictive 
analytics. Raw data is therefore really valuable. 

 

As explained by Onyx, this accessibility is relevant for all sizes of windfarms; whether you own either two, twenty, 
or two hundred turbines, you will need to do some form of analytics. These analytics are often done by 
companies that are specialized in doing so. However, if you cannot get access to the necessary data, you will end 
up being at the mercy of the manufacturer who will then do the analytics for you. 
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This issue of data access is interesting, because the owner has bought the asset, yet cannot get access to the 
data it produces. This is not a technical issue, ONYX themselves provide hardware that gives full access to 
customers and they can still make a good business out of it. The profit does not lie in the data itself, but in 
offering good analytics. 

 

To exemplify the data-challenge the wind turbine market currently finds itself in, an analogy can be made with 
the automotive industry. Just like a turbine, a car is only sold once. Maintaining a position on the aftermarket is 
therefore also interesting for the manufacturer. A while ago, the automotive industry had to switch from parts 
that were only mechanical to incorporating assets that also gathered data. These new parts locked up all of the 
data they gathered. As an effect, if you wanted to get your car fixed, you would have to go to a garage of the 
same brand as your car, because a general mechanic just had no way to deal with these parts due to restricted 
data access. This allowed manufacturers to gain power over the aftermarket. However, consumers were not 
satisfied and authorities stepped in. This allowed for more competition and innovation in the aftermarket and 
took the industry to a better place. Such intervention is also needed for the wind turbine sector. 

 

Lessons learned and recommendations for policy 

Currently, the data is being used as a control- or lock-in tool by manufacturers to maintain a dominant position 
in the aftermarket. As an asset owner, before entering into a contract, it is therefore important to reflect upon 
what data is needed to effectively run an asset, including how this data is restricted and how this will influence 
your costs. In addition to that, it is important to distinguish between data related to your asset and IP-protected 
data, such as the design of the asset. The latter should be kept by the manufacturer – this data is also not 
necessary to operate an asset. It is important to be aware that data access can be restricted contractually in a 
very subtle sense. For instance by a contractual clause that grants full access, but prohibits the owner from 
touching the sensor that records and processes the data. In the end, it is best for the industry if all the data that 
is needed to run the asset is in the hands of the owner. 

 

The EU has been at the center of the wind power industry, but if this market is not opened up, business will go 
elsewhere. Manufacturers should therefore present full data access as a competitive advantage, providing it to 
their customers whereas their competition does not. This will free up the wind power industry, allowing for rapid 
innovation. 

 

In order to provide useful access, the market will need industry standards. There is no definition on data access 
yet, so defining what data should be shared with owners in what manner seems like a necessary first step. 
Currently, this process of standardization is left to the industry, but some kind of standardization body needs to 
get involved. If a data pool is created, then this should be managed by a group of asset owners consisting of a 
broad view of user cases. 

 

The issue of data ownership is not quite clear yet, but the access issue is. It is both an issue of competition and 
regulation. The data should belong to the asset owner, so that access and usage become simpler. Concluding, 
the new market is not about the data itself, but about the smartness in processing it. 

 

Recommended reading 

– About ONYX InSight: https://onyxinsight.com/ 

– Article in the Telegraph: https://www.telegraph.co.uk/business/2019/04/22/wind-power-industry-
epitomises-relevance-data-new-economy/ 

– Onyx Insight Whitepaper ‘Standing in the way of control’: https://onyxinsight.com/wp-
content/uploads/2019/01/Standing-in-the-Way-of-Control_Whitepaper.pdf 

– ONYX InSight Whitepaper ‘Thinking about tomorrow’: https://onyxinsight.com/wp-
content/uploads/2019/04/Onyx-Report-Thinking-about-tomorrow-Web-compressed-1.pdf  
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Appendix B: Webinars 

Webinar Data protection and innovation for SMEs 
(31-1-2019)  
In this Webinar will be address main data protection challenges for startups that are working with big data and 
AI. We will draw on work in this Deliverable to provide an overview of main topics and state of the art 
organizational-and technical solutions that have been developed in the cPPP projects. We will have as invited 
speakers Daniel Bachleber from the E-SIDES project and Rosa Aurajo from the SMOOTHPLATFORM project. 

 

Webinar Big Data for Public Policy The State of Play 
(14-05- 2018) 
Big Data for Public Policy – The State of Play 

In an increasingly fast-paced, complex and digitized society, public administrations need to develop policies 
that address problems efficiently and effectively and in order for them to remain relevant. Data-driven policy 
making is a form of policymaking that uses information and communication technologies (ICTs) to capture the 
benefits of new data sources such as Big- and Open Data to create better policies. Data-driven policymaking 
holds promises of innovating public sector and has captured the interest of the European Commission. This 
concept has grasped our attention due to the prominent role of Big Data, hence the BDVe organized the 
webinar ‘Big Data 4 Policy – The State of Play: How to bring data-driven approaches into the policy cycle, and 
to which benefits?’ on May 14. This blog reports what was discussed.  

Data-driven policy making builds upon the concept of evidence-based policy making. Its purpose is to create 
better policies through usage of several data sources, but adds the aim of creating legitimacy by involving 
citizens and stakeholders throughout different phases in the policy cycle. A very important aspect of data-
driven policymaking is a methodological approach that involves co-creation and multi-stakeholder approaches. 
The policy cycle consists of different phases, such as agenda setting, formulation, decision-making, 
implementation and evaluation. For example, using social media data for agenda setting or evaluation of a 
policy. Data used for policy making can be gathered either by usage of new data sources or by digitizing an 
existing service.  

Anne Fleur van Veenstra from TNO kicked off the webinar session by presenting her findings of the Policy Lab 
project she carried out in Rotterdam (NL). The Policy Lab is a methodology developed by TNO for conducting 
experiments with new data sources and new technologies, with the aim of exploring data-driven policy 
instruments. During the webinar, she elaborated the Policy Lab Methodology and the Rotterdam project.  

The Policy Lab idea came up due to the gap between present attention for data-driven services in research and 
its lacking implementation in policy making. At the same time, the European Commission also stated that they 
saw the increasing need to enhance the legitimacy of policy making. The purpose of the Policy Lab is not only 
to help governments out in creating better policy, but also to gain insights in what it means to take up such a 
mission. One of the most important aspects in their methodology was involving stakeholders, including 
governments, municipalities, public- or semi-public organizations, citizens and sometimes private 
organizations. Some of the challenges they faced throughout the project were the level of organizational 
readiness and the willingness of policy makers and politicians to accept such methodologies. They also found 
that role of doing experiments is crucial, as it allows for an understanding of what issues come to the surface 
during the process of implementing data-driven policy making. A clear example of such an issue are legal 
requirements, because with non-compliance, outcomes end up being unusable in practice.  

The case she presented was the experiment in Rotterdam on Youth Policy. Its focus was on getting insight in 
factors that influence social-emotional skills of youngsters. The municipality of Rotterdam believed that these 
insights could improve their policy model, among others improving education levels and decreasing 
government costs. As Anne Fleur expected, they did not find one particular variable that influenced social-
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emotional skills, several factors turned out to play a role. The strongest factor that they found to be of 
influence was the value of houses that youngsters lived in, but they believe this to be a proxy for income 
rather than an actual factor itself.  

Throughout the experiment, they experienced that it was hard to obtain data because it was scattered, 
resulting in the pre-process taking lot of time. In addition, they found that joint development of data-
protection agreements is of major importance when it comes to establishing trust between parties. When 
using many different data sources, there are many factors that have (potential) influence and the model 
becomes complex as a result. With such complex issues touching upon multiple domains, you need domain 
specific knowledge to interpret the results of the data analysis. A multidisciplinary approach is therefore 
important for getting meaningful outcomes. It also remains important to differentiate between the 
experiment and its application in practice, because the gathered data can include biases when they have been 
developed in other settings. A challenge that presented itself is the ability to explain that of machine learning, 
as explanation of the underlying reasoning is a requisite for implementation of the policy. Openness also 
proves to be a challenge, and raises the question to what degree the policy making process should be open. 
Should algorithms or gathered data be revealed? It is also important to be conscious that with increased 
openness comes increased scrutiny and accountability as well. They found that the policy cycle process 
accelerates when using data-driven policy making. This experiment took 1,5 year and even though it proved to 
be challenging, it is also very promising for future research.  Francesco Mureddu from the Lisbon Council then 
proceeded by presenting their Roadmap for a Fair Data Economy. Their Roadmap analyzes the current 
situation, underlying trends, a new vision for the data economy and what needs to be done to make it happen.  
The Roadmap carried out an analysis of the gaps and external factors in public administration, with a focus on 
Big Data. The findings are that Big Data tools and technologies present interesting opportunities to address 
some of the challenges faced by public policy. These include anticipatory detection of policy problems before 
they become interactable, fruitful involvement of citizens in the policy making process and uncovering causal 
relationships behind policy problems. They defined five research clusters related to Big Data and policy 
making. These are privacy, transparency and trust; data acquisition, cleaning and storing; data clustering, 
integration and fusion; modelling and analysis with Big Data and data visualization. The Roadmap also 
identified several current research challenges. Francesco firstly touched upon the challenge of privacy, 
algorithmic bias and transparency. As algorithms are developed by humans and trained by data, there is room 
for the possibility that algorithmic decision-making reinforces biases. In this respect, there is a need for 
common practices and tools to explain what happens throughout the decision-making processes. Another 
research challenge he mentioned was the integration and interoperability of public administration databases. 
Governments hold massive amounts of data. The once only-principle of e-government requires that we exploit 
it as much as possible, but here data protection and integration of data prove to be very challenging. Currently 
there are frameworks under development that aim to solve this matter on the public administration level, for 
instance the data analytics framework. The Roadmap will be presented at the Co-VAL Summit in Brussels, the 
Data for Policy Conference in London and at the Big Data Value PPP Summit in Riga. 

 

Appendix C: Position paper BDVA  

This position paper is a converted and extended version of Deliverable D2.3 of this Task. 

 

Executive Summary 

One of the challenges of big data analytics is to maximize utility whilst protecting human rights and preserving 
meaningful human control. One of the main questions in this regard for policy- and lawmakers is to what 
extent they should allow for automation of (legal) protection in an increasingly digital society? This paper 
contributes to this debate by looking into different technical solutions developed by the projects of the Big 
Data Value Public-Private Partnership (BDV cPPP) that aim to protect the privacy and confidentiality whilst 
allowing for big data analytics. Such Privacy-Preserving Technologies are aimed at building in privacy by design 
from the start into the back-end and front-end of digital services. They make sure that data-related risks are 
mitigated both at design time and run time, and they ensure that data architectures are safe and secure. In 
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this paper, we discuss recent trends in the development of tools and technologies that facilitate secure and 
trustworthy data analytics and we provide recommendations based on the insights and outcomes of the 
projects of the BDV cPPP and from the task forces of the Big Data Value Association (BDVA), combined with 
insights from recent debates and the literature.  

In this paper, privacy challenges are addressed that stem particularly from working with big data. Several 
classification schemes of such challenges are discussed. The paper continues by classifying the technological 
solutions as proposed by current state-of-the-art research projects. Three trends are distinguished, which are 
1) putting the end user of data services back as central focus point of Privacy-Preserving Technologies, 2) the 
digitization and automation of privacy policies in and for big data services, and 3) developing secure ways of 
multi-party computation and analytics, allowing both trusted and non-trusted partners to work together with 
big data while simultaneously preserving privacy. The paper ends with three main recommendations: 1) the 
development of regulatory sandboxes, 2) the continued support for research, innovation and deployment of 
Privacy-Preserving Technologies, and 3) the support and contribution to the formation of technical standards 
for preserving privacy. 

The findings and recommendations of this paper in particular demonstrate the role of Privacy-Preserving 
Technologies as an especially important case of data technologies towards data-driven AI Privacy-Preserving 
Technologies constitute an essential element of the AI Innovation Ecosystem Enablers (Data for AI) as 
elaborated in the joint BDVA and euRobotics strategic research, innovation and deployment agenda towards a 
European AI partnership (AI PPP SRIDA). This paper thereby provides an elaboration of the challenges spelled 
out in the AI PPP SRIDA. 

 

Link to full paper:  

http://www.bdva.eu/sites/default/files/Data%20protection%20in%20the%20era%20of%20big%20data%20for
%20artificial%20intelligence_BDVA_FINAL.pdf 

Appendix D.  Policy Brief Policy4data  

This policy brief is an outcome of the policy4data session held at the Big Data Summit in Riga (26-28 June), 
organized by this task of WP2, BDVe (see https://www.big-data-value.eu/ppp-summit-2019/) 

 

Executive Summary 

This policy brief reflects current developments within the several Big Data research projects funded under 
H2020 and, combined with insights from the BDV PPP summit in Riga, aims to contribute to ongoing challenges 
in Europe around the regulation of big data. This policy brief is a product of the Common Dissemination 
Booster, funded under H2020. The policy recommendations are based on projects participating in the CDB 
services. One of the main challenges identified in this policy brief is that of regulating big data. The 
contributors represent a multidisciplinary set of scholars, researchers and practitioners involved in either 
implementing big data solutions, researching data policy and governance, or finding technological solutions for 
implementing data policies. These activities are distinctly different, yet are intrinsically connected through 
questions of how Europe can maximize big data benefits while simultaneously protecting rights of individuals 
and companies. In the policy brief, we draw from a set of insights and lessons learnt that are based on recent 
H2020 projects around big data development and implementation in different sectors, ranging from traffic and 
transport to online retail to the public sector and more. The main solutions offered from the projects are 
(among others) a data governance taxonomy, tools for automated compliance, a Data Asset Marketplace and a 
roadmap for using big data for policymaking. The main recommendations are to support integration and 
interoperability of public administration databases; to support development of data markets and provide 
guidance on their effective use, to support work on the adoption of privacy preserving technologies for big 
data and AI and to promote data-driven policymaking and regulatory automation. 

 

Link to full paper:  

https://www.big-data-value.eu/wp-content/uploads/2019/10/BDVE_Policy_Brief_read.pdf 

http://www.bdva.eu/sites/default/files/Data%20protection%20in%20the%20era%20of%20big%20data%20for%20artificial%20intelligence_BDVA_FINAL.pdf
http://www.bdva.eu/sites/default/files/Data%20protection%20in%20the%20era%20of%20big%20data%20for%20artificial%20intelligence_BDVA_FINAL.pdf
https://www.big-data-value.eu/ppp-summit-2019/
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Appendix E.  Interview questions for the blog entries 

Questions for interview   

1. What is your position and what do you do?   

2. What is your experience with big data and/or policy and regulation?   

3. How would you describe big data? 
4. What kind of data service user are you? And/or what are you working with or would you like to work with in 
your current job?   

5. What kinds or types of data or data practices do you think will we see emerging in the future?  

6. Do you think that the notion of division of personal/non-personal data as it currently stands in 
Europe is future-proof? Why (not?)  

7. We see a shift in debated from data ownership to data access management. Can you reflect to this shift 
from your point of view?  

8. What do you think that the main regulatory challenges (in Europe) will be concerning big data and data4ai?  

9.  How does your own work contribute to these challenges? 

10. What would you recommend to policymakers and/ or other big data regulators? 

11. What are the main events, authors, software, data repositories and/or other references people should 
know about?  

12. Personal questions related to article   

 

 


