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Definitions, Acronyms and Abbreviations 

Acronym Title 

BDVA Big Data Value Association 

BDVe Big Data Value ecosystem 

BAT Best Available Technology 

DDBM data-driven business model 

DDI Data Driven Innovation 

DSM Digital Single Market 

EC European Commission 

EBDVF European Big Data Value Forum 

EDPS European Data Protection Supervisor 

EU European Union 

FFoD Free Flow of Data 

IoT Internet of Things 

MPC Multi Party Computation 

OECD Organisation for Economic Co-operation and Development 

PET Privacy Enhancing Technology 

PPP Public-Private Partnership 

SME Small Medium Enterprise 

SRIA Strategic Research and Investment Agenda 

WP Work Package 

Table 1: Definitions, Acronyms and Abbreviations 
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Executive Summary 

This deliverable provides a first draft of a position paper on Privacy -Enhancing 
Technologies developments in Europe in collaboration with the BDVA steering group 
on Data Privacy. This first position paper serves as an input for further stakeholder 
engagement plans in 2019, specifically on a) how solution developed by EU projects 
can reach SMEs and b) how SME in turn experience the GDPR (and other EU data 
regulation and what they would need from policymakers. The position paper provided 
will be further developed into a publishable position paper for the BDVA in the 
beginning of 2019. 

 

This deliverable also states an action plan for policy. In 2019, the main focus on this 
part of the Task is organize a data policy track for the EBDVF2019 and as such, the 
action plan outlines steps towards this goal. This deliverable will serve as the basis for 
the final deliverable of this task, being a position paper outlining data policy options 
for the future. 
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1. Position paper “PET development in the EU”  

1.1 Context: why this paper  

Together with the BDVA steering group on privacy, multiple session were organized  
(BDVA GA Brussels, EBDVF 2018 Vienna & ICT2018 Vienna) in which topics of privacy 
(engineering) were discussed. From these sessions several projects (E-SIDES, 
MyHealthMyData, SPECIAL, SODA), presented their developments and challenges and 
from here the idea rose to create an overview of what the projects have been 
developing so far and how their solutions address questions not only from their own 
projects, but also from a wider audience. Moreover, we aim to gather views from the 
larger BDVA steering group on Data Protection and Privacy, and summarize their views 
into main technical-and policy challenges for the near future. The position paper in  
this deliverable should be seen as a first outline in a two-step approach in which, in 
collaboration with the BDVA steering group, a final position paper will be developed 
for the BDVA website as a way contribute to the advancement in technical solutions 
for building a trustworthy Digital Single Market.  We feel it is important to take stock 
and reflect on the identification of main issues after GDPR implementation and the 
(lack of) uptake of PET solutions  –for both policymakers and SMEs. 

 

1.2 Introduction 

In an increasingly digitizing society, in European data protection legislation individual 
privacy protection is a crucial starting point. Big data and data analytics bring about 
their own set of challenges and risks, for which different technological and 
organisational solutions are under constant development. In this paper, we want to 
focus on the state-of-the-art developments of technological solutions, mainly 
focussing on PETs (Privacy Enhancing Technologies) in the context of big data. We do 
so by drawing from a set of European projects that work on developing methods and 
tools for privacy and security in Big Data services and applications. Some of these 
projects fall under the header of the Big Data Value Association (BDVA1). In line of 
work done in recent years by ENISA and the EDPS2, this paper offers a selection of 
what recent projects have been developing, consequently also sketching out the key 
(policy) challenges for the future.  

 

The challenges of protection personal data in the context of Big Data Analytics mainly 
connect to concepts such as profiling and prediction based on often large datasets 
that connect to recorded personal data. A dilemma often put forward by data science 
is that data protection and data-driven innovation have diverging, even opposite 
premises; the former is based on any type of processing have a clear and defined 

                                                      
1 http://www.bdva.eu/ 

2 European Data Protection Supervisor, see https://edps.europa.eu/ 
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purpose, whereas the latter is based on exploration of data in order to find a purpose 
(in many cases). Where this dichotomy is not new, the increasing scale, speed and 
complexity of data analytics, is3. We want to highlight solutions that aim to bridge this 
gap: to offer a positive sum outcome, instead of a zero-sum4. In terms of data 
protection technologies and implementation, we aim to address the following three 
questions: 

 

1) In terms of privacy-preserving tools for big data analytics, what is the current state 
of art? 

2) What data protection problem are the solutions developed by the projects 
addressing (and which new ones are they introducing)? 

3) What are the main challenges for using and implementing these tools in the near 
future? 

 

These questions will be addressed by the different projects that fall under the BDVA 
and that work on state-of-the-art privacy - enhancing technologies (PETs). 

 

1.3 Why care about PETs5? 

Recent news about data leaks6, (the lack of) control over content and political 
influence of social networks has provided an increasing awareness of business logics 
of platforms and a decrease of trust in digital services7.  Many social media platforms  
get their (economic) value from capturing visitors’ behavior either on their platforms 
or on their online behavior. With the migration from laptop-or PC-based browsing via 
web browsers, to consuming media on mobile devices and via dedicated apps, it has 
become possible to collected far more types of data surrounding this behavior in a far 

                                                      
3 See also the ENISA report on privacy in the era of big data (https://www.enisa.europa.eu/publications/big-data-

protection), in which the newness is describes as: Therefore, the new thing in big data is not the analytics itself or 

the processing of personal data. It is rather the new, overwhelming and increasing possibilities of the technology 

in applying advanced types of analyses to huge amounts of continuously produced data of diverse nature and 

from diverse sources. The data protection principles are the same. But the privacy challenges follow the scale of 

big data and grow together with the technological capabilities of the analytics.” p22. 

4 See for instance Cavoukian, A. (2018). Staying one step ahead of the GDPR: Embed privacy and security by 

design. Cyber Security: A Peer-Reviewed Journal, 2(2), 173-180. 

5 See for a ENISA report on why and how to care about PETs: https://www.enisa.europa.eu/topics/data-

protection/privacy-enhancing-technologies 

6 While there are many data breaches on a corporate level that are often not mentioned or don’t make the 

headline news, a rather (in)famous one was the data breach of a company of which secrecy and data protection 

were part of its core value proposition: https://www.theguardian.com/technology/2016/feb/28/what-happened-

after-ashley-madison-was-hacked 

7 See for example Newman, Nic and Fletcher, Richard and Kalogeropoulos, Antonis and Levy, David and Nielsen, 

Rasmus Kleis, Reuters Institute Digital News Report 2017 (June 2017). Available at 

SSRN: https://ssrn.com/abstract=3026082 

https://ssrn.com/abstract=3026082
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more targeted and tunneled manner; even in near-real time8. Combining places where 
people go digitally with where they are physically, offers many possibilities, but also 
bring about many new privacy risks: it is one category of data that is explicitly 
categorized as personal data in the GDPR9, but of which applications-and implications 
vary widely. Debates on what personal data exactly entails10 and how to apply 
personal data protection in the context of large scale data analytics are perhaps even 
more pressing after the GDPR came into force; we can slowly but surely see how 
companies and governments that are actually deploying big data analytics are 
applying (and complying) to the GDPR, not only because of the fact that the first fines 
have been issued and that there is a raising awareness about the need to comply (see 
first case of GDPR fine in 201811), but also to go beyond that and explore privacy as 
unique selling point: as an asset. 

 

How to foster trust in digital systems is a complex and multi-faceted challenge – by 
which we do not want to say that we are shying away from this challenge. On the 
contrary, many projects have been engaged directly, or indirectly in (re)building trust 
in – and for our current- and future digital environments. Going beyond mere 
compliance to GDPR demands (sometimes dubbed “phase 1”), the main aim of many 
projects in the BDVA (and related) that deal with Privacy Enhancing Technologies is to 
explore how privacy can be utilized as an asset – as a unique selling point (sometimes 
dubbed “phase 2”). 

 

1.4 Big data and Privacy Enhancing Technologies- 
what are the main challenges? 

When looking at different aspects of the data value chain, on several touch-points 
within this value chain, projects have been developing technological and/or 
organizational measures, frameworks and solutions that aim both to foster data-
driven innovation and build trust in digital market, and focus on trust, privacy and 
transparency (among others) as core values of a European digital ecosystem. Drawing 
on expert views, we inquire into the most promising avenues and directions and we 

                                                      
8 See for instance recent patents concerning realtime-analysis of mobile social media data: Gardner, K. C., Broda, 

T., Jackson, T. C., Solnit, M., Sharma, M., Bubenheim, B., & Cosby, K. (2017). U.S. Patent No. 9,720,569. 

Washington, DC: U.S. Patent and Trademark Office. 

9 See f.i. De Hert, P., Papakonstantinou, V., Malgieri, G., Beslay, L., & Sanchez, I. (2018). The right to data 

portability in the GDPR: Towards user-centric interoperability of digital services. Computer Law & Security 

Review, 34(2), 193-203. 

10 See Purtova, N. (2018). The law of everything. Broad concept of personal data and future of EU data protection 

law. Law, Innovation and Technology, 10(1), 40-81. See also  

11 https://iapp.org/news/a/portugal-fines-hospital-400k-euros-for-gdpr-violation/ 
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put forward some recommendations regarding the future challenges of PET 
development- and implementation12. 

 
 

FIGURE 1: BIG DATA VALUE CHAIN (SOURCE BDVA SRIA REPORT, ARROW ADDED) 

 

One of way of dissecting where PETs come into play in big data analytics processes is 
to follow the classical three phases being input, processing and output. When 
projecting such a division on data-driven processes and business models, the BDVA 
has developed a data value chain model (see figure 1 above)13.  From this model, it 
becomes clear that data protection touches upon all phases within the data value 
chain. However, can we discern particular points in this value chain where ‘getting 
data right’ and getting the right are more crucial? The OECD has already in 2015 
produced a data life-cycle overview in which they identify key ‘touchpoints’ of PETs in 
big data processes (see figure 2 below). 

 

                                                      
12 See also https://e-sides.eu/resources/white-paper-privacy-preserving-technologies-are-not-widely-integrated-

into-big-data-solutions-what-are-the-reasons-for-this-implementation-gap 

13 See M. Cavanillas, E. Curry and W. Wahlster: New horizons for a data-driven economy: a roadmap for big data 

in Europe, Berlin, Springer International Publishing, 2016. See also the BDVA SRIA, introduction. 

http://bdva.eu/sites/default/files/BDVA_SRIA_v4_Ed1.1.pdf 
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FIGURE 2: WHERE DO PRIVACY AND BIG DATA MEET IN THE DATA VALUE CHAIN? OECD 2015. 

 

When look at PETs in terms of these touchpoints of in a typical data value chain, we 
can also discern a set of questions per point: 

 

The input-phase (data generation and collection) 

Questions of relevance are how data is collected, where it comes from, how the 
content and the quality can be checked in a safe (meaning, privacy-preserving) 
manner and how ownership, access and informed consent (in the case of personal 
data) is arranged. 

 

The processing-phase (data cleaning, data analytics) 

Questions of relevance can concern proportionality and minimalization (how much 
data is minimally needed to get the required result) but also types of processing in 
relation to explain-ability14 and accountability, and the mosaic-theory15 in practice 
(e.g. the combination of datasets related to risks of re-identifiability of persons in that 

                                                      
14 Or, as recently dubbed by Floridi et al: explicability. See Floridi, L., et al., (forthcoming). AI4People – An Ethical 

Framework for a Good AI Society: Opportunities, Risks, Principles, and Recommendations 

15 Kerr, O. S. (2012). The mosaic theory of the fourth amendment. Mich. L. Rev., 111, 311. 
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dataset), the limits of anonymization and pseudonymization16) and the use of 
synthetic data17. 

 

The output-phase (data visualization, data for decision-making) 

Here we can ask what the effects of processing are. This can relate to data release and 
publishing of sources and results, reusability and verifiability of the outcomes, 
permission and access in case of third party use, IP rights (especially when the 
combination of datasets leads to new datasets) and so forth. Hoepman, coming from 
the privacy engineering domain, has identified different places within data processing 
processes, PETs and PbB strategies can be applied. It shows where PETs can contribute 
on which parts of the privacy by design strategy in a big data analytics process. 
Hoepman discerns several internal steps in this process, such as data minimization, 
separation of data-sets, aggregation of data and hiding of -and managing access to – 
datasets. External steps are to inform data subjects and allow for control over data 
and to demonstrate and enforce legal compliance. 

 

 
FIGURE 3: PRIVACY BY DESIGN STRATEGIES FOR (BIG)DATA PROCESSING, BY HOEPMAN, 201418  

 

From here, it becomes important to understand which technologies or technical 
solutions are currently available for these strategies (data minimisation, separation, 
aggregation and hiding within data processing, and demonstrating, enforcing, 
informing and controlling as organizational and/or external forces that influence the 
data processing cycles). The projects address many of these questions and more, often 

                                                      
16 See for instance Silva, H., Basso, T., Moraes, R., Elia, D., & Fiore, S. (2018, September). A Re-Identification Risk-

Based Anonymization Framework for Data Analytics Platforms. In 2018 14th European Dependable Computing 

Conference (EDCC) (pp. 101-106). IEEE. 

17 See f.i. Norgaard, S., Saeedi, R., Sasani, K., & Gebremedhin, A. H. (2018, July). Synthetic Sensor Data Generation 

for Health Applications: A Supervised Deep Learning Approach. In 2018 40th Annual International Conference of 

the IEEE Engineering in Medicine and Biology Society (EMBC) (pp. 1164-1167). IEEE. 

18 Hoepman, J. H. (2014, June). Privacy design strategies. In IFIP International Information Security 

Conference (pp. 446-459). Springer, Berlin, Heidelberg. 
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both developing technical solutions and thinking of implementation strategies to 
make their solutions accessible for the wider audience. Combing trust in digital 
technologies with the development of PETs and privacy-by-design strategies19 for the 
different phases within the data value chain, certain challenges emerge. As described 
in the most recent SRIA, the BDVA projects have set themselves the goal to contribute 
to20: 

 

A general, easy to use and enforceable data protection approach suitable for large-
scale commercial processing is needed. Data usage should conform to current 
legislation, such as the GDPR, and applicable policies. On the technical side, 
mechanisms are needed to provide data subjects and data controllers with the means 
to define the purpose of information gathering and sharing, and to control the 
granularity at which data is shared with third parties throughout the data lifecycle 
(data-in-motion, data-at-rest, data-in-use). Technical measures are also needed to 
enforce that the data is only used for the defined purpose. In distributed settings such 
as supply chains, distributed trust technologies such as blockchains can be part of the 
solution. 

 

Maintaining robust data privacy with utility guarantees, also implying the need for 
state-of-the-art data analytics to cope with encrypted or anonymised data. The 
scalability of the solutions is also a critical feature. Anonymisation schemes may 
expose weaknesses exploitable by opportunistic or malicious opponents, and thus 
new and more robust techniques must be developed to tackle these adversarial 
models. Encrypted data processing techniques, such as multiparty computation or 
homomorphic encryption, provide stronger privacy guarantees but can currently only 
be applied to small parts of a computation due to their performance penalty. Also 
important are data privacy methods that can handle different data types and co-
existing data types (e.g., relational data together with non-structured data), and 
methods supporting analytic applications in different sectors (e.g., 
telecommunications, energy, healthcare, etc.).  

 

Risk-based approaches calibrating data controllers’ obligations regarding privacy and 
personal data protection must be considered. When processing combinations of 
anonymised, pseudonymised, even public, datasets, there is a risk that personally 
identifiable information can be retrieved. Thus, tools to assess or prevent such risks 
are very important21. Also, risk assessment and mitigation activities have to be carried 
out increasingly in an online and automatic fashion in order to react to changing risk 
levels during operation. 

                                                      
19 Idem. 

20 See for a more elaborate explanation of the challenges, the Strategic Research and Impact Agenda (SRIA) put 

together by the BDVA: http://www.bdva.eu/SRIA 

21 A risk-based tool featuring a didactic interface to carry out Data Protection Impact Assessment according to 

GDPR is available from French DPA CNIL at: https://www.cnil.fr/en/open-source-pia-software-helps-carry-out-

data-protection-impact-assesment. Last accessed: September 2018 

https://www.cnil.fr/en/open-source-pia-software-helps-carry-out-data-protection-impact-assesment
https://www.cnil.fr/en/open-source-pia-software-helps-carry-out-data-protection-impact-assesment
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Combining different techniques for end-to-end data protection22. This includes 
technical solutions like encryption techniques, secure hardware enclaves, secure 
multi-party computation, and threat monitoring, but also organisational approaches 
like IT awareness training, audit and certification. The cost and performance overhead 
of data protection mechanisms leads to the need for optimisation. Modern computing 
paradigms like cloud computing and fog computing lead to a complex and dynamic 
environment, in which data protection risks and data protection possibilities 
continuously change23. In such a setting, also the application of data protection 
approaches should be adaptive, always using the approach that offers the required 
level of data protection with minimal impact on costs and performance, given the 
current configuration of the environment.  The table below is a first indexation of the 
types of challenges recognized by the SRIA and the BDVA projects, and the 
(technological) solution space connected to these challenges. 

 

Type of challenge Solution space 

Contradiction between Big Data innovation and 
privacy-aware data protection 

Linked Data, sticky policies 

Societal and ethical implications of big data 
technologies (such as Profiling and transparency of 
ADM (automated decision making), bias in data etc) 

Ethical guidelines – ethical and technical standards 

Safe and trusted personal data sharing (Secure) Multi-party computation (MPC) 

Processing with sensitive (health) data Blockchain 

(limits of) anonymization and pseudonymization homomorphic encryption 

…  

From the SRIA Projects contributing to the challenge 

A general, easy to use and enforceable data 
protection 

E-SIDES 

Maintaining robust data privacy with utility 
guarantees 

MYMD, SODA, SPECIAL 

Risk-based approaches calibrating data controllers’ 
obligations 

… 

Combining different techniques for end-to-end data 
protection 

SPECIAL, MHMD 

…  

TABLE 2:  DATA PROTECTION CORE CHALLENGES AND SOLUTIONS DEVELOPED BY THE PROJECTS 

 

                                                      
22 Z. Á. Mann, E. Salant, M. Surridge, D. Ayed, J. Boyle, M. Heisel, A. Metzger, P. Mundt: Secure Data Processing in 

the Cloud. Advances in Service-Oriented and Cloud Computing: Workshops of ESOCC 2017, Springer, pp. 149-153, 

2018 

23 I. Stojmenovic, S. Wen, X. Huang, H. Luan: An overview of Fog computing and its security issues. Concurrency 

and Computation: Practice and Experience, 28(10), 2991-3005, 2016 
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1.5 Developments of PETs from projects 

Different activities in Europe on data protection, such as works on privacy standards, 
privacy engineering and awareness-raising events24. When looking at PETs, many have 
been developed over time, dating back far before Web 2.0 or EU data protection 
regulation. While the field of PETs is ever-evolving in research labs and universities, 
the translation into applications and services means we need to know something 
about the maturity level (sometimes also referred to as Technology-Readiness Level – 
TRL of these technologies) or that the current levels and types of solutions available 
for a specific challenge or issue (sometimes called BATs -Best Available Technologies). 
Highly dependent of the sector, service and the type of processing, companies, 
governments or other institutions might require different levels of maturity of a 
particular PET. ENISA has developed a portal25 that provides an overview of PETs and 
provides a (self) assessment methodology in order to say something about the 
readiness of use these PETs for a certain problem or challenge26. 

 

Acknowledging both the needs and the challenges for making PET more accessible and 
implementable27, we want to show how current EU projects are contributing both  to 
the state of the art and to the accessibility of their solutions. The projects in the BDVE 
are working on technical measures in different phases and for different types of data 
privacy (among others blockchain for patient data, homomorphic encryption, privacy-
preserving data mining (PPDM) and on non-technical measures and approaches such 
as ethical guidelines, the development of Data Privacy Vocabularies and Controls CG 
(see W3C working group DPVCG)7 and the development of layered approach to 
privacy28.  

The recent gap analysis on PETs and their update published by the E-SIDES project29 
summarizes the state of the art and looks at potential reasons for the lack of update 
of PETs and the challenges companies and institutions face in adopting PETs. The E-
SIDES project30 is an EU-funded Coordination and Support Action (CSA) that will 
complement the Research and Innovation Actions (RIAs) of the ICT-18 call on privacy-

                                                      
24 See https://edps.europa.eu/data-protection/ipen-internet-privacy-engineering-network_en and  

https://ipen.trialog.com/wiki/Wiki_for_Privacy_Standards 

25 http://pets.enisa.europa.eu/#/home 

26 Sometimes also referred to as “best available techniques’ or BAT. The EDPS describes BATS for data protection 

as follows: “to the most effective and advanced stage in the development of activities and their methods of 

operation, which indicates the practical suitability of particular techniques for providing the basis for complying 

with the EU data protection framework. They are designed to prevent or mitigate risks to privacy, personal data 

and security”.  (see EDPS opinion, p 10) 

27 Hansen, M., Hoepman, J. H., Jensen, M., & Schiffner, S. (2015). Readiness Analysis for the Adoption and 

Evolution of Privacy Enhancing Technologies: Methodology, Pilot Assessment, and Continuity Plan. Tech. rep., 

ENISA. See also the E-SIDES project: https://e-sides.eu 

28 See https://www.specialprivacy.eu/ 

29https://e-sides.eu/resources/white-paper-privacy-preserving-technologies-are-not-widely-integrated-into-big-

data-solutions-what-are-the-reasons-for-this-implementation-gap 

30 https://e-sides.eu/ 
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preserving big data technologies by exploring the societal and ethical implications of 
big data technologies and providing a broad basis and wider context to validate 
privacy-preserving technologies. 

 

The principal scope of e-SIDES is to: 

1 - Involve the complete value chain of big data stakeholders to reach a common vision 
for an ethically sound approach to big data processing. 

2 - Improve the dialogue between data subjects and big data communities (industry, 
research, policy makers, regulators) and, thereby, to improve the confidence of 
citizens towards big data technologies and data markets. 

 

Recently, the E-SIDES project has developed a gap analysis for PET, based on extensive 
interviews and send research. They identify two strands of gaps: one are issues for 
which there is no technical solution as of yet, and the other are issues for which 
solutions do exist, but implementation and/or update of PETs is lagging behind. Below 
an overview of the type of gaps they distinguish and the approach to a potential 
solution: 

 

 
 

FIGURE 4: THE RECENT E-SIDES GAP ANALYSIS APPROACH31 

 

The main gaps they identify are32: 

• Budget limitations or concerns may prevent the implementation of privacy-
preserving technologies 

• Bridging cultural differences is challenged by the fact that privacy outcomes 
are often unpredictable and context-dependent 

                                                      
31 https://e-sides.eu/assets/media/e-sides-d4.1-white-paper-1.0-1543847308.pdf 

32 See https://e-sides.eu/resources/white-paper-privacy-preserving-technologies-are-not-widely-integrated-into-

big-data-solutions-what-are-the-reasons-for-this-implementation-gap 
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• A consumer mentality change and the acquisition of new skills may also help 
protect personal data and privacy in economic operations 

• The introduction of privacy-preserving solution needs to be periodically 
assessed with respect to their use and implications. 

 

Three BDVA projects are contributing to these gaps from a technical point of view. 
First, there is the SPECIAL privacy project33 The SPECIAL (Scalable Policy-aware Linked 
Data Architecture For Privacy, Transparency and Compliance) project addresses, as 
they state, the contradiction between Big Data innovation and privacy-aware data 
protection by proposing a technical solution that makes both of these goals realistic. 
SPECIAL allows citizens and organisations to share more data, while guaranteeing data 
protection compliance, thus enabling both trust and the creation of valuable new 
insights from shared data. Their mission is to develop technology that: 

• supports the acquisition of user consent at collection time and the recording 
of both data and metadata (consent policies, event data, context) according to 
legislative and user-specified policies; 

• caters for privacy-aware, secure workflows that include usage/access control, 
transparency and compliance verification; 

• demonstrates robustness in terms of performance, scalability and security all 
of which are necessary to support privacy preserving innovation in Big Data 
environments; and 

• provides a dashboard with feedback and control features that make privacy in 
Big Data comprehensible and manageable for data subjects, controllers, and 
processors 

 

Overarchingly, “with new technical means, SPECIAL aims to help data controllers and 
data subjects alike to remain on top of data protection obligations and rights. The 
intent is to preserve informational self-determination by data subjects (i.e., the 
capacity of an individual to decide how their data is used), while at the same time 
unleashing the full potential of Big Data in terms of both commercial and societal 
innovation. For SPECIAL, the solution lies in the development of technologies that 
allow the data controller and the data subject to interact in new innovative ways, 
and technologies”34 that mediate consent between them in a non-obtrusive manner. 
The project focusses on sticky policies, developing a standard semantic layer for 
privacy terminology35 in big data and dynamic user consent as a solution domain for 
dealing with the intrinsic challenge of obtaining consent of end-users when dealing 
with big data. Basing their project on former work on developing architectures for big, 
open and linked data, they propose a specific architecture (See figure 5). Their 
approach to user control is via managing lifted semantic metadata36: “SPECIAL tries to 

                                                      
33 https://www.specialprivacy.eu/ 

34 https://www.specialprivacy.eu/images/documents/SPECIAL_D1.7_M17_V1.0.pdf, p36 

35 Based on https://www.specialprivacy.eu/images/documents/SPECIAL_D3.1_M6_V1.0.pdf and talks with 

SPECIAL project members. 

36 See https://www.specialprivacy.eu/images/documents/SPECIAL_D2.1_M12_V1.0.pdf 
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leverage existing policy information into the data flow, thus recording environmental 
information at collection time with the information. This is more constraint than the 
semantic lifting of arbitrary data in the data lake. SPECIAL will therefore not only 
develop the semantic lifting further, but also develop ways how to register, augment 
and secure semantically lifted data”37. 

 
 

FIGURE 5: THE PROPOSED SPECIAL ARCHITECTURE38 

 

The project is investigating the use of blockchain as a ledger to check and verify 
data(sets) on their compliance to several regulations and data policies. As they state: 
“The SPECIAL transparency and compliance framework needs to be realised in the 
form of a scalable architecture, which is capable of providing transparency beyond 
company boundaries. In this context, it would be possible to leverage existing 
blockchain platforms […] each have their own strengths and weaknesses.”39. Building 
on -and exploring – existing platforms and solutions, the SPECIAL projects contributes 
by looking into automation and formalization of policy and the coupling of different 
formal policies semantically. The challenges here is to on the one hand make end-user 
rights (companies or individuals) manageable in the context of big data while on the 
other hand exploring the limits of policy formalization and machine-readable policies, 
technically legally and semantically. 

 

Then there is the SODA project40. SODA stands for Scalable Oblivious Data Analytics. 
On their website, they state that their starting points are put as follows: MORE and 
more data is being generated. Analyzing this data drives knowledge and value creation 
across society. BUT to unlock this potential requires sharing of often personal data 
between organizations, but this meets unwillingness from data subjects and data 
controllers alike. SO there is a need of techniques that protect personal information 

                                                      
37 https://www.specialprivacy.eu/images/documents/SPECIAL_D3.1_M6_V1.0.pdf, pp 12 

38 See https://www.specialprivacy.eu/images/documents/SPECIAL_D3.1_M6_V1.0.pdf pp 12 

39 See https://www.specialprivacy.eu/images/documents/SPECIAL_D2.4_M14_V1.0.pdf pp 8 

40 https://www.soda-project.eu/ 
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for data access, processing, and analysis. The SODA project will enable practical 
privacy-preserving analytics of information from multiple data assets using multi-party 
computation techniques. This means data does not need to be shared, only made 
available for encrypted processing. HEALTHCARE will be their first use case. 

 

So far, the have been working on pushing forward the field of MPC: “Within SODA we 
develop MPC (secure computation through Multi-Party Computation) PET. In 
particular, they work on the aspects to enable practical privacy preserving data 
analytics: core MPC protocols and MPC-enabled machine learning algorithms. We also 
consider the combination of MPC with Differential Privacy. The main problems they 
address with MPC include “privacy protection of personal data and protection of 
confidentiality for sensitive business data in context of analytics applications. This 
addresses underlying challenges such as privacy legislation requirements (GDPR) 
compliance, willingness of individuals and organizations to share data, reputation and 
liability risk appetite of organizations.” The project explicitly addressed the seeming 
lack of uptake of  MPC solutions in the market: “To bring results to the market we 1) 
incorporate them in the open source FRESCO MPC framework and other software, 2) 
use them in our SME institute consulting business or spinoff thereof, 3) adopt them 
internally in our large medical technology enterprise partner, 4) advocate MPC 
potential and progress in the state of the art to target audiences in areas of data 
science, business, medical, academic, etc., 5) incorporate in academic curricula.” The 
main barriers they see for implementing MPC solutions on large commercial scale 
relate to: “the relative newness of the technology (e.g. unfamiliarity, software 
framework availability and maturity) as well as the state of the technology that needs 
to develop further (e.g. performance, supported programming constructs and data 
types, technology usability).” As a main message to policymakers, they state that: 
“Policy makers should be aware that different PETs are in different phases of their 
lifecycle. Some (e.g. many traditional PETs) are relatively mature and benefit mostly 
from actions to support adoption whereas others (e.g. MPC) would benefit most from 
continuing the strengthening the technology next to activities to support 
demonstration of its potential and enable early adoption.”41. This seemingly connects 
to the call made by ENISA to (self) assess PETs via a maturity model in order to develop 
a better overview of PETs in different stages of development. 

 

Also connected to the domain of healthcare is the MyHealthMyData42 project . This 
projects aims, as can be seen on their website,  at fundamentally changing the way 
sensitive data are shared. MHMD is poised to be the first open biomedical information 
network centred on the connection between organisations and individuals, 
encouraging hospitals to start making anonymised data available for open research, 
while prompting citizens to become the ultimate owners and controllers of their 
health data. MHMD43 is intended to become a true information marketplace, based 

                                                      
41 Based on interview with SODA researcher Paul Koster, Senior Scientist, Digital Security, Data Science, Philips 

Research. 

42 http://www.myhealthmydata.eu/ 

43 MyHealthMyData 
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on new mechanisms of trust and direct, value-based relationships between EU 
citizens, hospitals, research centres and businesses. The main challenge is to open up 
data silo’s in healthcare that remain sealed at the moment for various reasons, one of 
them being that the protection of privacy of individual patients cannot be guaranteed. 
As stated by the research team,  the “MHMD project aims at fundamentally changing 
this paradigm by improving the way sensitive data are shared through a decentralised 
data and transaction management platform based on blockchain technologies.”44 
Their main technological solution space is that of blockchain. Building on the 
underlying principle of smart contracts, in this projects solutions are being developed 
that can connect different stakeholders of medical data, allowing for control and trust 
via a private ledger45. 

 

 
 

FIGURE 6: MY HEALTH MY DATA SETUP46.  

 

The idea behind using blockchain is that it allows for a shared and distributed trust 
model while also allowing for more dynamic consent and control for end-users about 
how and for which (research) purposes their data can be used47. By interacting 
intensely with the different stakeholders within the medical domain, the MHMD 
project has developed an extensive design requirements for the different stakeholders 
(patients, hospitals, research institutes and businesses) to which their solutions should 
(in part) adhere48. 

 

                                                      
44 See http://www.myhealthmydata.eu/wp-content/themes/Parallax-One/deliverables/D1.1_Initial-List-of-Main-

Requirements.pdf, p6 

45 see http://www.myhealthmydata.eu/wp-content/themes/Parallax-

One/deliverables/D6.8_Blockchainanalytics(1).pdf 

46http://www.myhealthmydata.eu/wp-

content/uploads/2018/06/ERRINICTWGBLOCKCHAIN_130618_MHMD_AR_FINAL.pdf, slide 2 

47 See http://www.myhealthmydata.eu/wp-

content/uploads/2018/06/ERRINICTWGBLOCKCHAIN_130618_MHMD_AR_FINAL.pdf 

48 http://www.myhealthmydata.eu/wp-content/themes/Parallax-One/deliverables/D1.1_Initial-List-of-Main-

Requirements.pdf from p15 onwards 
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FIGURE 7: MHMD DYNAMIC CONSENT MODEL49 

 

Based on these user research sessions, a dynamic-consent model has been developed 
that will be the basis of the interface end users will interact with when dealing with 
their personal health data. The idea is that the willingness to share50 will increase 
when users are given more insights into how their data actually contributed to 
research and if they can have more agency in deciding for which research their data 
can be used. The project aims to be the first “open biomedical information network 
centred on the connection between organisations and the individual”51. 

 

1.6 Conclusions 

The following recommendations have been put forward in the 2015 ENISA report on 
privacy in big data (emphasis added), that we see resonate in the earlier-mentioned 
E-SIDES gap analysis, to a certain extent: 

 

The research community and the big data analytics industry need to explore the area 
of policy definition and to embody relevant mechanisms for automated enforcement 
of privacy requirements and preferences. The policy makers need to facilitate the 

                                                      
49 See http://www.myhealthmydata.eu/wp-content/themes/Parallax-One/deliverables/D1.1_Initial-List-of-Main-

Requirements.pdf p41 

50 See f.i. https://news.patientslikeme.com/press-release/patientslikeme-survey-shows-vast-majority-people-

health-conditions-are-willing-share-t  and http://www.tekno.dk/wp-

content/uploads/2016/04/HBP_Citizenmeetings_Newsletter_final_01.pdf 

51http://www.myhealthmydata.eu/wp-content/themes/Parallax-One/deliverables/D1.1_Initial-List-of-Main-

Requirements.pdf,  p47 
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dialogue between research, industry and Data Protection Authorities for effective 
policy development and automation models. The research community needs to 
adequately address aspects related to the reliability and usability of online PETs. The 
role of the Data Protection Authorities is central in user awareness and promotion of 
privacy preserving processes and tools in online and mobile applications. Policy makers 
need to approach privacy and data protection principles (and technologies) as a core 
aspect of big data projects and relevant decision-making processes. 52 

 

More recently, the ENISA has been working on developing a PET maturity project – 
and portal53. The BDVA and connected big data projects in Europe are contributing to 
these recommendations and such calls by developing PETs while at the same time 
promoting them. In terms of the challenges posed by the SRIA, the project are taking 
up technological challenges for specific privacy problems connected to Big Data and 
data analytics. 

 

End user control vs automated privacy - Automating consent 

The projects mentioned above explore different technical solution-spaces and/or 
combine several PET directions in order to explore how we can maximize the potential 
of big data while at the same time preserving privacy of individuals and/or companies. 
The projects show that digital technologies become ever more complex, also on the 
privacy-preserving side – keeping up with big data developments and possibilities 
while also developing PETs that should protect citizens presents a dilemma – do we 
rely on automation of privacy preservation – to let machines do it for us – or do we 
want to remain in control? The latter points to another issue, and that is what control 
over one’s data actually implies?  

 

Interface design: where and how to interact with  data policy? 

All projects addressed above  offer in some form or another a dashboard that visually 
allows users to adjust privacy settings or to provide – or withdraw- consent. They offer 
this in the form of portals and apps. Yet, we must be aware of platform-and app 
fatigue: as an individual or a company, one can only deal with so many interfaces on 
a day. Besides more user research into when, where and how such privacy-dashboards 
and portals are being used in particular contexts (specific domain such as healthcare 
or in daily life, dealing with social media, for example), another aspect is that of 
inclusion and accessibility – can every member of society access and understand the 
privacy options provided through these interfaces and are they accessible for all? Even 
if the form in which such interfaces are offered follow the existing W3C accessibility 
standards54, there is a residual risk of using textual and visual jargon . These are 
amongst a wider set of drivers and barriers for uptake of PETs that yield further 

                                                      
52 ENISA report on privacy in big data, 2015, p50, emphasis added 

53https://www.enisa.europa.eu/publications/pets-evolution-and-state-of-the-art/at_download/fullReport 

54 https://www.w3.org/standards/webdesign/accessibility 
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research (the E-SIDES project will delve into this in the next phase, as will the SMOOTH 
project55 in relation to PET uptake among SMEs). 

 

TRLs and implementation of PETs: how to avoid lagging behind 

A challenge here is that PETs needs to keep up with novel data analytics techniques 
and forms of AI such as Machine Learning (ML), yet ‘proven’ TRLs for existing 
challenges need still to become fully implemented. We need to realize that the field 
of PETS is highly volatile and that we should both have to keep pushing the state of 
the art a well as pay attention to implementation and scaling up of existing, more 
‘proven’ PETs. The earlier-mentioned portal for self-assessment is one avenue; as 
stated by some of the interviewees, there also is a role for education here: to actively 
work on uptake of PET developments in curricula of computer-and data science 
programs. 

 

Profiling and (de) anonimisation – new privacy harms in anonimised profiles? 

Big data allows for developing detailed profiles of individual, even if data is 
anonymized and/or aggregated (or even when personal data is ‘synthetic’) – a 
challenges emerges of how to deal with GDPR-compliant forms of data analytics that 
nonetheless cause privacy harms? The risk-based approach taken in the GDPR could 
mitigate these types of risks, but for the moment, time and lessons learnt are needed 
on the level of current- and future types of risks associated with Big Data.  Where 
many PET projects focus on solutions against a given ‘risk’ space when it comes to data 
protection (for example data breaches or e-identification56), having a more developed 
and evidence-based understanding on the novel types of privacy risks and actual 
harms now and in the near future is vital in developing novel (automated) PETs and 
data policies. 

 

 

 

 

 

 

 

 

 

 

                                                      
55 https://smoothplatform.eu/ 

56 See Tsakalakis, N., Stalla-Bourdillon, S., & O'hara, K. (2016). What's in a name: the conflicting views of 

pseudonymisation under eIDAS and the General Data Protection Regulation. 
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2. Action plan and next steps  

One of the main challenges in the area of policy for data is to create an overview of 
how different data regulations connect to each other57. As we have seen above, 
preserving privacy in the form of data protection techniques and approaches in a 
context of big data is one major field in data regulation, but there are other framework 
conditions that help shape and influence the Digital Singe Market. Technology and 
policy are closely linked, and although technological progress seems to outpace 
society’s capability to absorb and understand changes and impacts that novel 
technological paradigms bring about, also complicating the regulation progress, the 
above-mentioned projects also show that technology can be used to better anticipate, 
act, and regulate digitisation phenomena. From automated sticky-policies to APIs58 as 
regulatory instruments between data-processing parties, there are many directions in 
which technology is both part of the problem and the solution. Herein also lies a risk: 
that of automating policy and hard-coding societal values and premises that are in 
itself not set in stone. Balancing the level of reliability of technology for policymaking 
is one challenge that needs new methods and approaches to policymaking. In terms 
of main action points for policymakers, we want to point out the following three: 

 

2.1 Taking stock of GDPR in practice: how are 
PETs for big data taken up by startups? 

Gathering post-GDPR stories from SMEs as this is a pertinent and real issue that can 
contribute to a better understanding of how such a legislation is being adopted and 
what kinds of drivers and barriers SMEs see when dealing with the GDPR. There are 
other, related developments that are connected to this, such as the database 
directive, the e-Privacy directive, copyright reforms and other regulatory initiatives 
that deal with the three pillars of the digital single market (access, environment & 
economy and society).  

The first impacts of the GDPR can be witnessed in the form of an increase in data 
breach notifications and complaints with national data protection authorities59, for 
example. Also recent fines for large social media companies have set the tone of 
enforcement60. The GDPR can be seen as a leading example for counties outside of 
the EU61. Notwithstanding this success, we need to also learn from practical on-the- 

                                                      
57 For SMEs, the GDPR is but one of the challenges, other being IP, data ‘ownership’ (although legally this does 

not exist), data sharing and access to data and cross-border data flows, among others. 

58 Application Programming Interfaces 

59 The Dutch DPA has already received around 7000 complaints since the GDPR came into force, see 

https://www.dutchcowboys.nl/online/de-avg-wordt-met-voeten-getreden-meer-dan-7000-klachten-bij-ap (in 

Dutch) 

60 See for example https://www.cnbc.com/2018/10/02/facebook-data-breach-social-network-could-face-eu-

fine.html 

61 https://www.nytimes.com/2018/05/24/technology/europe-gdpr-privacy.html 
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ground challenges it poses for SMEs and innovative projects within Europe. Regulation 
in practice still causes uncertainty and a potentially stifling effect on the development 
of novel data-driven services. One on the one hand, this shows that data protection is 
taken seriously, but on the other hand we also need to look at small players who need 
guidance and interpretation of the GDPR, mostly in the form of reference documents, 
cases or processes. Where the EDPS62 as well as many Members States together with 
their implementation acts have issues guiding documents, interpreting the GDPR is 
often not in the skillset of SMEs and legal expertise if often out of reach – both in terms 
of budget and in terms of not knowing how to navigate the landscape. Some of the 
issues ahead are (to name a few) understanding how to organize data sharing and 
data access agreements between partners and knowing what can and cannot be done 
with dataset that contain personal data. Outcomes of projects such as SPECIAL are 
needed – policymakers and BDVA projects need to contribute to sharing of knowledge 
and brining solutions to the market63.Probing the SME- and startup landscape on their 
experience with implementing the GDPR can be a fruitful start. 

 

2.2 Data regulation in big data and AI: keeping 
track of technical – and organisational 
developments 

The recently published gap analysis by E-SIDES serves a good example on how to 
translate often highly complex technical solutions into policy actions and agenda 
setting, Where this concerns mainly PETs, such gap analyses could be beneficial for 
other data-related regulation as well. Reflecting on the effects and implications of 
current regulations already poses a major challenge. Only looking at the field of 
privacy and data protection, the landscape is scattered, and there exists a lack of 
standards and implementation protocols64. Combining-and scaling such issues up to 
other parts of data regulation, such as data retention and/or the application of FAIR 
data principles65, and the complexity of such a task becomes apparent.  A next 
challenge is to look ahead at upcoming new places for regulatory action within a 
Digital Single Market. The focus on the domain of AI and the development of 
applications based on some form of AI have raised many concerns by prominent 
thinkers66 and industry leaders. The BDVA is working actively on developing positions 
surrounding the role of data for AI67 and showing the technical developments within 
this field. Policymakers face a challenge to translate such developments into policy 

                                                      
62 European Data Protection Supervisor, see https://edps.europa.eu/data-protection_en 

63 See the PAPAYA project as an example of a project that is aiming to bring PET solutions to the market: 

https://www.papaya-project.eu/ 

64 See f.i. https://www.specialprivacy.eu/images/documents/SPECIAL_D1.7_M17_V1.0.pdf p40  

65 See https://www.eoscpilot.eu/content/how-implement-fair-data-principles 

66 For instance: https://www.bbc.com/news/technology-30290540 

67 http://www.bdva.eu/node/1097 
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initiatives, whereby assessing and regulating the effects of AI-based applications 
through societal, value-based models is perhaps a preferable route68. Whereas 
developments in this field follow each other up in fast pace, organizing ways in which 
both policymakers and the wider public can understand and express their views on 
the role-and application of data (also for AI) can lead to a next step after the GDPR in 
terms finding appropriate safeguards while fostering innovation in the Digital Single 
market. 

 

2.3 Connecting the dots in data policies  

Continuing work on framework conditions for the Digital Single Market and the 
FFoD69) by policymakers has currently created  a complex landscape of policies for 
data: the question is how to create an overview of this regulatory landscape, and how 
to transfer and make accessible this knowledge? Whereas some projects and actions  
as mentioned above are specifically aimed at developing technological- and 
organisational solutions to support data regulation (GDPR tooling, PETs), other 
important regulatory developments need attention as well. In the context of data 
sharing and access to data, for instance, there exists ongoing debates surrounding 
copyright reforms and data retention and once-only data provision that need tapping 
into. Moreover, there exists a major challenge in gaining an overview of how all these 
data regulations tie into each other and how companies and government can keep 
track of developments in the regulatory landscape. The form in which the results of 
such an analysis should be presented poses a challenge as well. Where many h2020 
projects deliver portals and tools, the challenges of how such portal are found and 
use: how they will be taken up remains. The BDVe is actively contributing to making 
technical solutions for big data analytics visible and accessible through an online 
marketplace and active matchmaking: one ca see a similar approach being potentially 
fruitful navigating questions around how to implement data regulation, both 
technically and organisationally. Policymakers can actively engage in connecting the 
dots by bringing in their expertise on a specific form of data regulation, while o the 
other hand using platforms such as the BDVA and its connected partners to gather 
lessons learnt concerning the effects of particular regulation, and the interaction of 
different regulatory regimes surrounding data.  

3. Reference projects and websources 

A list of data protection projects, portals and related initiatives (non-exhaustive) 

 

 

 

                                                      
68 See for instance https://medcitynews.com/2018/04/value-based-care-can-support-adoption-of-ai-that-can-

help-to-bend-the-cost-curve/. See also https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2931339 

69 https://ec.europa.eu/digital-single-market/en/free-flow-non-personal-data 
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Name Focus Link 

SPECIAL Scalable Policy-
aware Linked Data 
Architecture For Privacy, 
Transparency and 
Compliance 

https://www.specialprivacy.eu/ 

MyHealthMyData Looking into data control 
for patients 

http://www.myhealthmydata.eu/ 

SODA privacy-preserving 
analytics through multi-
party computation 

https://www.soda-project.eu/ 

PoSeID-on Privacy dashboarding, 
information security 

https://www.poseidon-h2020.eu/ 

RestAssured Secure data processing in 
the Cloud 

https://restassuredh2020.eu/ 

PAPAYA Privacy-preserving data 
analytics 

https://www.papaya-project.eu/ 

PDP4E Methods and tools for 
GDPR compliance 

https://www.pdp4e-project.eu/ 

DEFeND Data governance platform: 
GDPR tooling 

https://www.defendproject.eu/ 

SMOOTH GDPR tooling https://smoothplatform.eu/ 

BPR4GDPR Data sharing for 
businesses: GDPR tooling 

http://www.bpr4gdpr.eu/ 

E-SIDES Coordination and support 
action for privacy projects 
in h2020 

https://e-sides.eu/ 

PRIPARE Privacy-by-design, privacy 
education 

https://pripare.aup.edu/ 

LINDDUN Privacy threat modelling  https://linddun.org/solutions.php 

Privacy patterns collecting patterns for 
better privacy 

 

https://privacypatterns.eu 

AEGIS project US-EU collaboration on 
cyber security & privacy 

http://aegis-project.org/ 

A4Cloud Cloud accountability 
platform 

http://a4cloud.eu/ 

PARIS project PrivAcy 
pReserving Infrastructure 
for Surveillance 

https://www.paris-project.org/ 

DECODE projects Giving people ownership 
of their personal data 

https://www.specialprivacy.eu 

 

 

https://linddun.org/solutions.php
https://privacypatterns.eu/
https://www.specialprivacy.eu/


D2.3: Position paper and Action plan 2019 

           27 

 

 

Related projects, EU sources and standards 

European Cyber 
Security 
Organisation 

 https://ecs-org.eu/ 

Privacy-by-design 
foundation 

Privacy by design tools 
and methods  

https://privacybydesign.foundation/en/ 

ENISA Privacy by 
design 

Privacy and security 
guidelines from the EU 

https://www.enisa.europa.eu/topics/data-
protection/privacy-by-design.  

https://www.enisa.europa.eu/publications/privacy-and-
data-protection-by-design/at_download/fullReport 

Datapitch privacy 
challenge for 
SMEs 

Supporting startups in the 
PET domain 

https://datapitch.eu/challenges-2018/sc6-2018/ 

NIST privacy 
framework 

Privacy standards 
standards 

https://www.nist.gov/privacy-framework 

DATA PRIVACY 
VOCABULARIES  

AND CONTROLS 
COMMUNITY 
GROUP 

Standardisation of privacy 
taxonomies and 
vocabularies 

https://www.w3.org/community/dpvcg/ 

ISO 29100 ISO norms and standards 
on privacy 

ISO/IEC 29100. Information technology – Security 
techniques – Privacy framework. Technical report, ISO 
JTC 1/SC 27 

Privacy-by-design 
opinion EDPS 

Privacy-by-design opinion 
from European Data 
Protection Supervisor 

https://edps.europa.eu/sites/edp/files/publication/18-
05-
31_preliminary_opinion_on_privacy_by_design_en_0.pdf 

Mozilla privacy 
icons 

Example of usability and 
accessibility of 
transparency 

https://wiki.mozilla.org/Privacy_Icons  
 

MesInfos Governmental platform to 
access personal data 
(France) 

http://mesinfos.fing.org/ 
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Other websources: 
 

https://www.mckinsey.com/featured-insights/europe/ten-imperatives-for-europe-in-the-age-of-ai-
and-automation 

https://ec.europa.eu/digital-single-market/en/news/factsheet-artificial-intelligence-europe 

https://www.w3.org/Privacy/permissions-ws-2018/papers.html 

https://project-hobbit.eu/mimicking-algorithms/#transport 

https://www.sciencedirect.com/science/article/pii/S0267364917302698 

https://publications.europa.eu/en/publication-detail/-/publication/6f1b3ce0-2810-4926-b185-
54fc3225c969 

http://ec.europa.eu/justice/data-protection/index_en.htm  

https://www.cnil.fr/en/cnil-publishes-update-its-pia-guides 

https://www.cybersecurityweek.nl/programme/vp-intelligence-it 

https://ethos.itu.dk/virt-eu/ 

http://www.bdva.eu/ 

 

 

 

 

 

 

 

 

 

 

 


